Data-centric security: towards a utopian model for
protecting corporate data on mobile devices

A thesis submitted in partial fulfilment of the

requirements for the degree of

MASTER of SCIENCE
of

RHODES UNIVERSITY

Simphiwe Hector Mayisela

July 2013



Abstract

Data-centric security is significant in understanggiassessing and mitigating the various risks
and impacts of sharing information outside corporabundaries. Information generally
leaves corporate boundaries through mobile deviglehile devices continue to evolve as
multi-functional tools for everyday life, surpasgitheir initial intended use. This added
capability and increasingly extensive use of mobéegices does not come without a degree of
risk - hence the need to guard and protect infdonaas it exists beyond the corporate

boundaries and throughout its lifecycle.

Literature on existing models crafted to protedadaather than infrastructure in which the
data resides, is reviewed. Technologies that osg#iophs have implemented to adopt the
data-centric model are studied. A utopian modd thkes into account the shortcomings of

existing technologies and deficiencies of commaotles is proposed.

Two sets of qualitative studies are reported; tret s a preliminary online survey to assess
the ubiquity of mobile devices and extent of tedbgy adoption towards implementation of
data-centric model; and the second comprises obcaisf survey and expert interviews
pertaining on technologies that organisations hiayelemented to adopt the data-centric
model. The latter study revealed insufficient dattahe time of writing for the results to be
statistically significant; however; indicative tasisupported the assertions documented in the
literature review. The question that this reseantswers is whether or not current technology
implementations designed to mitigate risks from neoldevices, actually address business
requirements. This research question, answeredighrohese two sets qualitative studies,
discovered inconsistencies between the technologyplementations and business

requirements.

The thesis concludes by proposing a realistic mduded on the outcome of the qualitative
study, which bridges the gap between the technologglementations and business
requirements. Future work which could perhaps belaoted in light of the findings and the

comments from this research is also considered.
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Chapter 1 : Introduction

The traditional security paradigm envisions laya@rperimeter-focused security defences like
Firewalls, Intrusion Prevention Systems (IPS), Angllware solutions, host-based firewalls,
and encrypted network tunnels. This exemplar ispamable to an urban house dweller with
burglar-proof doors and windows, an armed-respatesen system, high walls, electric fence,
and a Rottweiler barking viciously in the back yatddwever, regardless of the security of the
resident’s house, ultimately he still has to ledlvis secure confine to travel to work or to
frequent the shops. Similarly, an organisation cagate “defence in depth” perimeter

security, but its information will invariably leavkis well-guarded environment.

Information that leaves organisations through nelivices present a growing concern for
organisations as more employees are using mobieatefor work and to access corporate
data. Mobile devices exist as small-sized, affiigadgets that are often attractive to thieves
and therefore prone to being lost or stolen (Digal8aBerenbaum, 2012). According to a
survey conducted by Credant Technologies betweea 2011 and June 2012, approximately
8000 mobile devices were left behind by travellatsseven of the largest airports in the
United States (Gill, 2011). Extrapolating the figsirinto global context shows that it is not
only the vasnumberof mobile devices that are lost, but also tla¢a within those mobile
devices that is lost. In an earlier independendsnmissioned survey conducted by TSN in
August of 2011, 67% of the surveyed respondentsndidhave password-enabled mobile
devices to protect their stored information (Enz29ll1). Therefore, organisations are
required to craft security approaches to mitigdte tisks of unauthorised disclosure of
confidential information, unauthorised access tusg&ve corporate application, or malicious

code that steals information from mobile devices.

There is an understanding that the traditional @ggites to securit§yo have the potential to
provide hitherto unparalleled protection to an oigation’s infrastructure (Smith, 2003). As a
matter of fact, traditional approachés provide adequate protection of the network, satver
and applications that surround dat@r@ndison, T., Bilger, M., T., O’Connor, L., Graf.,
Swimmer, M., Schunter, M., Wespi, A. & Zunic, NQ@&). However, such approaches fail to
protect thedata itself (Hoffman, 2006). In fact, these traditiorsdproaches face increasing
challenges as data moves out of an organisationedaout on employee mobile devices
(Neuman, 1991), leading to a necessity of a cdnogprotecting data away from the

infrastructure; this concept, relatively new, iolm as ‘data-centric security’.



‘Data-centric security’ is a term used to descthmeimplementation of appropriate controls in
an effort to protect data or information, takingpirconsideration its business value and flow,
with the goal of ensuring that controls are co$eaive and not excessive,Bflger, M.,
O'Connor, L., Schunter, M., Swimmer, M. & Zunic,,N006). ‘Data-centric security’ is
defined byChow, R., Golle, P., Jakobsson, M., Shi, E., Stagdg Masuoka, R. & Molina, J.
(2009) as an approach to protecting data from wjttather than protecting data from outside
(i.e. protecting the actual data and applicatiotadeather than protecting applications and
infrastructure within which the data resides). Bumply, this means protecting the data or
information, not merely the physical mobile deviéebasic presupposition of this concept
was first introduced in 2006 at IBM’s Security a@tbbal Privacy Department to describe the
protection of information within a device, rathéan protecting the device itself. Indeed, in
order for an organisation to adopt a data-cen&@wsty model, this organisation must be able
to protect its data throughout its life cycle, spective of where it resides or where it is
destined to travel (Grandisen al, 2007).

One current challenge faced by information secypitgfessionals is to constantly adapt to
ever-changing business requirements by ensuringthigasecurity strategy is in line with
business requirements and that it is definitely ablprotect information (Marko, 2008) in the
manner that the particular business requires (Mo&au, Ezingeard & Birchall, 2007). The
proliferation of mobile devices and the requirensdnt business to allow employees to access
corporate information using their mobile devicesamethat the security professionaisist
revise their traditional layered ‘perimeter deféraggproach to accommodate this change and
become more flexible, all the while ensuring the information on mobile devices remains

protected.

In order for data-centric security paradigm to biyfrealised, and for organisation to benefit
from this distributed data sharing concept, chaésnconcerning the introduction of mobile
devices within businesses needs to be thoroughrgstigated and carefully evaluated.
According to ISACA (2010), introduction of mobileedices into the organisation may be

harmful in the following ways:

 reduce an employee’s capability of performing dailysks due to network
communication problems;

* put corporate information at risks;

* hinder daily operations as a result of an emplay@®bility to use the technology for

protecting information on mobile devices;



* impact existing security controls that may leadifgplementation interoperability
issues;

* be unsuited for the corporate culture;

* be difficult to manage due to multiple platformsg(eAndroid, Symbian, iOS, and
Windows Mobile) as well as multiple devices perrusad

» result in difficulty segregating personal data froamporate data on a mobile device.

Likewise, the drivers that lead to the implemewtatof a data-centric security model are
hugely influenced by the inevitable trends withhre tinformation technology landscape.

These drivers (explained in detail in Section B&)e been determined to be:

expansion of the IT scope and the evolution ofthineat landscape;

consumerisation of IT and Bring Your Own Device BY);

cost; and

‘Data spraw!’ and ‘Big Data’.

1.1 Scope of Research
This research examines the data-centric securigdggm and the technologies that have been
implemented for adopting this paradigm. Furthermtiis research focuses on the application

of the following technologies by organisationsrgplement data-centric security:

» Virtual Desktop Infrastructure (VDI)
* Information Rights Management (IRM)

* Mobile Device Management (MDM)

The aforementioned technologies are selected bedadeydo not focus on the traditional
approach of defending the device and network itsature (infrastructure-centric security
approach), butlo focus, to some extent, on protecting the actutd @@ata-centric security

approach).

The scope of the research, however, is not limttedhe above-mentioned technologies.
Based on the gaps that will be identified with théschnologies, the proposed architecture
model may include additional technologies that wilmplement through integration with the

technologies mentioned.

Mobile devices can mean many different things topte For the purpose of this research,

the scope will be limited to the following devices:



* High-featured mobile communication; devices withmputer-based functionality
commonly referred to as smartphones; and
» Laptop, tablet, netbook, notebook computers, orsamylar mobile computing device

that connects to a wireless career for communicatio

1.2 Problem Statement

Mobile devices provide organisations with the calggbof keeping their employees
connectedat all times These devices give today’s mobile workforce théditsg to conduct
business from any location, regardless of whetheegraployee is home-based, office-bound,

or even travelling between destinations.

IT Departments have significantly revised their m@loomputing strategies to accommodate
the support of mobile devices. IT is now struggliogneet and satisfy business requirements
while also, quite importantly, ensuring that thdormation residing on mobile devices
remains secure and manageable regardless of wh#tbedevice is company-liable or
employee-owned. Check Point, in partnership witW€b (ITWeb Surveys, 2012), conducted
a survey in South Africa to determine, amongst othengs, the percentage of corporate-
liable and personal devices present in the ent&pilihe majority of respondents (86.04%)
said that their organisations allow company-issuedbile devices to connect to the corporate
network, while 77.48% said that they even allowspaal mobile devices to do so (ITWeb
Surveys, 2012).

Unsure
Yes 77.48%
Yes,but we will be stopping in the next year

No, but we plan to in the next year

No

Figure 1-1: Percentage of Personal Devices Allowed in Orgaioisat(ITWeb Surveys, 2012)

The 2012 Mobile Security Survey was run online gnBNeb in late June 201Figure 1-1
depicts responses to whether or not organisatibms personal mobile devices to connect to
the network. It is evident that IT departments hawainishing control with regards to

managing the devices that connect to an organmsati@twork.



Mobility certainly is required by business to acecoadate the mobile workforces that need to
do their work anywhere, anytime, using any possibtdbile device. Furthermore, mobility is
becoming a business enabler by supporting new cogisangagement models. For instance,
consumer product strategy professionals are sgatbnuse Augmented Reality (AR) to
engage consumers throughout the procurement Idkecythrough advanced digital
interactivity (Ask, 2011). Augmented Reality is ohefd by Forrester Research as the “virtual
overlay of contextual digital information generateg a computer on to a physical world
object seen in the device display as it is captueaditime by the camera” (Ask, 2011, p. 2).
Augmented Reality, now implemented in mobile desj@lows consumers to ascertain a feel
of the product, and to obtain pricing informationan extremely convenient manner, prior to
the commencement of a transaction. For examplekéfiag Professionals at BMW used the
“BMW X3 Anywhere” application to communicate newnowvations within the new X3
brand, and to simulate ownership and drive disggwbus strongly influencing a purchaser’s

decision (Husson, 2011).

Still, in the midst of this paradigm shift, like@ds that refuse to go out of style, organisations
continue to rely on classic infrastructure-centigchnologies like firewalls and network
intrusion prevention systems to protect their digassets. And the organisations thave
begun to implement the aforementioned technolagigsotect data on mobile devices follow
a reactive approach. Most organisatialts not have a security strategy or framework that
maximises its business, financial, and operatitwealefits while still protecting the business
from risk (McFadzean, Ezingeard & Birchall, 200€pnsequently, the technologies used for
protecting dataoutside the organisation’s infrastructure are not driveg business
requirements and do not implement the correct lef/@rotection necessary to result in both
effective and cost-efficient controls. The dilemmo&course, is how the organisation should
determine the tools and technologies in which @&, when almost all come with claims of
enhanced security. All too often, a wrong decis®omade and organisations invest time and
money in technologies that fail to address therddsbusiness requirements. Tools and

technology, it must be noted, fail for differenasens:

* They are not implemented according to a pre-detexchimobile device management
strategy and policy.
» They do not protect information based on an apptalata classification policy.

* They do not provide adequate authentication orygrion.



1.3 Research Objectives

The objectives of this study are as follows:

1) to understand the drivers for the implementationdata-centric security
controls;

2) to examine the data-centric security model and rataied how it can be used
to mitigate risks that mobile devices bring to @rgie information;

3) to analyse the shortcomings of each technologyieffort to identify gaps in
technologies used to implement this model; and

4) to propose a reference architecture framework whihtaddress the identified
gaps and ensure effective implementation of tha-dantric security model

that is consistent with the business requiremeamisodjectives.

In light of the problem statement previously ddsed, it is clear that organisations rely

heavily on technology to protect information and tend to neglect processes and people.
Even the state-of-the-art technology fails if itnet implemented according to procedures,
processes and policies that fortify an organis&idousiness requirements or if it is

implemented without people who support those bssirrequirements and without people
who live up that culture (Andress, 2003). To quBtace Schneier (Mann, 2002, p. 3):

“If you think technology can solve your securityoplems, then you don’t understand the
problems and you don’t understand the technology”

When organisations do adopt the data-centric dgcapproach and implement a certain
degree of data-centric control or technology, tdeynot integrate those technologies with
existing information management processes, regultinnconsistency between the security
technology and the organisation’s business req@nsn(Hoffman, 2006). While the newly
implemented technologies may be successful in ghogisome levebf security, this still
leaves uncertainty about whether or not the tedgyhas fully addressed the risk, and
whether or not the cost of that technology is propoate to the benefit (Sherwood, Clark &
Lynas, 2005). In other words, while technology noffgr some information security, it often

does so to the neglect of the business requirements

The question that this research seeks to answevhiether or not current technology
implementations designed to mitigate risks from heobdevices, actually address business
requirements. This research question, answeredughr@ qualitative study described in

Chapter 4, determined some level of inconsisteratwéen the data-centric security controls



and business requirements. As described in detaiSection 4.7, this inconsistency is
instigated by the fact that organisations implentkatinformation security controls on a very
reactive and tactical basis. The mobile securithiéecture models proposed in this research
allow organisations to bridge this gap between rmftion security controls and the
objectives of the business strategy, in particligrusing SABSA as the underpinning
framework. The proposed models take into accoutit lgeneral business requirements as
well as specific business requirements for secuahd relate security controls and security
services directly to business requirements — daioekhip that is too often concealed by

presenting security controls and security servacsethe only solutions to the problem.

1.4 Conceptual Hypothesis
Technologies implemented to protect informataarisidethe corporate infrastructure do not
necessarily simultaneously implement the correatllef protection to result in controls that

effectively address the business requiremetittsin an organisation.

1.5 Significance of the Research

The research is significant for two primary reasons

* Itintends to improve public understanding of tbkerof a data-centric security
model in the achievement of fulfilling businesseattjves.
* It intends to fortify literature on successful amdplementable data-centric

security models.

1.6 Structure of Document

The remainder of this document is structured devid:

* Chapter 2ecasts the reader’s attention to the researcltin®s raised in Section 1.3,
and provides adequate historical background to stimely. This chapter starts by
providing a broad perspective of the subject ared aventually narrows in on
concepts clearly related to these research obgsctiv

* Chapter 3 introduces an almost impracticably id@abpian) architecture model
required to implement data-centric security. Thaification of the proposed model is
also provided.

* Chapter 4 examines the proposed model through bBwogld survey. Details

pertaining to the survey’s construction are desctjbalong with limitations. This

! http://www.sabsa.org/



chapter presents the results, analysis and findihgjse survey. The collected data is
presented to answer research questions.

Chapter 5 compares the utopian model introduce@hapter 3 with the real-world
model described in Chapter 5 in an effort to predilne so-called ‘final model’ that is
a true reflection of the current implementations.

Chapter 6 concludes the research by identifying@satrough which the research

guestions were answered. Areas warranting futweareh are also presented.



Chapter 2 : Literature Review

2.1  Introduction
In this chapter, we expand on the risks and driirdreduced in the previous Chapter, review
related work on the key models that were desigoediata-centric model, and describe the

technologies implemented to achieve a data-cesgcarity model.

The theory in all related work is compared, cri#ed and connected with this area of research
in an effort to identify gaps in the literature.iJkehapter reviews four aspects from literature:

risks regarding introduction of mobile devices;

drivers towards the adoption of data-centric ségumiodel;

related work; and

. current implementations of data-centric securitjigets.

The next section summarises the risks regardingrnneduction of mobile devices in the
enterprise. In Section 2.3, the drivers that thedRecher believes to be the fundamental
drivers towards the implementation of data-cens@curity controls are discussed using
supporting literature. Related work on the impletagans of data-centric security model is
visited in Section 2.4 with the intention to leaand identify any gaps with the existing
models prior to proposing a utopian architecturelehoFinally, the remaining sections of this
Chapter look at the current implementations of @&tatric security controls; again with the

intention of identifying loopholes that can be @dsaising other existing toolsets.

2.2  Risks Regarding the Introduction of Mobile Devi  ces

The introduction of mobile devices presents numerasks to organisations. Table 2-1
outlines a threat model on mobile devices from dwveesary perspective. This threat model,
developed by Information Systems Audit and Contskociation (ISACA3, while not
exhaustive, illustrates both the vulnerabilitiesl dhreats that are imperative to understand

when dealing with mobile devices.

Each risk highlighted in Table 2-1 pertains to dates, data leakage, data corruption, data
exposure, or data breach; thus clearly emphasthmgisks mobile devices pose to corporate
data.

% http://www.isaca.org



Table 2-1: Threat Model on Mobile Devices from an AdversaRatspective

Vulnerability

Threat

Risk

Information travels across
wireless networks, which are
often less secure than wired
networks.

Malicious outsiders can do
harm to the enterprise.

Information interception
resulting in a breach of sensiti
data, enterprise reputation,
adherence to regulation, legal
action.

e

Mobility provides users with th
opportunity to leave enterprise
boundaries and thereby
eliminates many security
controls.

e Mobile devices cross
boundaries and network
perimeters, carrying malware,
and can bring this Malware int
the enterprise network.

Malware propagation, which

may result in data leakage, da

corruption and unavailability of
D hecessary data.

a

Bluetooth technology is very
convenient for many users to

have hands-free conversations;

however, it is often left on and
then is discoverable.

Hackers can discover the devi
and launch an attack.

c®evice corruption, lost data,
call interception, possible
exposure of sensitive
information.

Unencrypted information is
stored on the device.

In the event that a malicious
outsider intercepts data in
transit or steals a device, or if
the employee loses the device
the data are readable and usa

Exposure of sensitive data,
resulting in damage to the
enterprise, customers or
employees.

Dle.

Lost data may affect employee
productivity.

Mobile devices may be lost or
stolen due to their portability.
Data on these devices are not
always backed up.

Workers dependent on mobile
devices unable to work in the

event of broken, lost or stolen
devices and data that are not

backed up.

The device has no
authentication requirements
applied.

In the event that the device is
lost or stolen, outsiders can

access the device and all of itg
data.

Data exposure, resulting in
damage to the enterprise and
liability and regulation issues.

The enterprise is not managing If no mobile device strategy

the device.

exists, employees may choose
to bring in their own, unsecure
devices.

While these devices may not
connect to the virtual private
network (VPN), they may
interact with e-mail or store
sensitive documents.

Data leakage, malware
propagation, unknown data los
din the case of device loss or
theft.

The device allows for
installation of unsigned third-
party applications.

Applications may carry
malware that propagates
Trojans or viruses; the

the device into a gateway for
malicious outsiders to enter the

applications may also transform

Malware propagation, data
leakage, intrusion on enterpris
network.

1)

U

C

enterprise network.

Source: (ISACA, 2010)- Verbatim.

The risks that mobile devices bring to the orgaiosacan be categorised as follows:
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2.2.1 Physical Risk

Mobile devices are generally small in appearanckecam easily be lost or stolen, particularly
in public areas (as target for pickpockets). Thussinot only result in data loss (emails, saved
attachments, text messages, call logs, calendansteconfidential presentations and
spreadsheet, but also to loss of productivity asraployee is often left unable to work (Von
Roessinget al, 2012). Identity thieves analyse the data re¢defrom mobile devices in an
effort to steal the owner’s digital identity and @secute further malicious activities. While
strong passwords provide a certain degree of pioteagainst this type of data loss, some
mobile devices do not support complex passwords emayption (Von Roessingt al,
2012).

2.2.2 Organisational Risk

Executive managers usually enjoy the privilegesarporate-issued mobile devices and are
often the highest users of mobile device resouf¢es Roessingt al, 2012). A successful
compromise of their mobile devices can result itadeakage that could be detrimental to the

organisation at large.

The increasing complexity and diversity in mobikvites, coupled with constantly evolving
generation of mobile devices results in employees being able to keep up with ever-
changing mobile device features. Consequently, dreates an environment that is prone to

human error and ultimately impacting on the quaditypusiness (Von Roessimegal, 2012).

2.2.3 Technical Risk

This type of risk requires some form of technicaamanism to exploit the mobile device.
This includes the retrieval and monitoring of GP&iponal data, eavesdropping on text,
email and call messages, and insertion of malicamge and spyware (Von Roesskigal,
2012).

The International Organisation for StandardisatidiSO) and the International
Electrotechnical Commission (IEC) jointly publishedcollection of information security
standards based on good practices observed acaossis/ industries. One of the standard
within this information security management systefiSMS) family of standards,
ISO27001:2005 (Boehmer, 2008), provides a set qdirements for ISMS. 1SO27001:2005
proposes, in Section 11.7.1, that the risks of ness data on mobile devices being
compromised should be mitigated using mobile comgupolicy and security measures
proportionate to the risk (Boehmer, 2008). The neobomputing policy should not only take
into account the above-mentioned risk categoriasshould also include clear guidelines on
11



the usage of mobile devices outside the proteatgaiaments of the organisation’s premises
(Freeman, 2007). The standard clearly states hieafioicus should not only be on the security
measures (technology) and policies (processes)albaton the human (people) component
through arranged training for mobile workforce &ise awareness about the risks of mobile

computing.

The impact of the above-mentioned risk categomssilts in organisations adopting a data-
centric security approach to mitigate these riSke following section seeks to fulfil the first
research objective of exploring and understandinggdrivers to adopt data-centric security

controls.

2.3 Implementation Drivers

Allowing employees to bring their own personal @eg introduces devices that may not have
adequate security features into the corporatestrirature. For instance, a large proportion of
Android devices do not possess default encryptapabilities (Zumerle, 2012). Likewise,
employees use their own personal devices in a nnahaé is deemed acceptable to them.
They visit any website and install any applicatiadhat are desirable to their needs, thus
increasing exposure to malware infections and méiion leakage (Friedman, 2012;
Graziano, 2012). Employees also choose weak padswor unlock their mobile devices
(Amitay, 2011); and sometimes choose not to usepasgword, thus increasing further risks

of data leakage in an event of a device beingstoteyetting lost (Gill, 2011).

Another challenge faced by IT today is not to neadly train business users about how to
use new technology, but to prevent business usams ihvolving IT when the features of the
new technology no longer yield the desired situatiGonsequently, IT becomes indebted to
supporting the full features of mobile devices frdiifierent manufacturers (Pelino, 2010).

The afore-mentioned challenges drive businesseppdy enterprise-grade security controls
to devices that are owned and controlled by uséusnérle, 2012). These enterprise-grade
security controls must therefore focus on protgctanterprise data residing on mobile
devices, rather than protecting the device itselan- approach known as ‘data-centric

security’.

The following sections outline the elements thatidsearcher believes to be the fundamental

drivers leading towards the adoption of data-cersteicurity model.

2.3.1 Expansion of the IT scope and Evolution of Th  reat Landscape
The responsibility of IT has changed over time (Is\&011):
12



* Inthe 1960’s and early 1970’sIT’s fundamental functions were focussed aroure t
fundamental accounting functions such as genedglele billing systems, accounts
payable and payroll.

* In the mid 1970’s through to the mid 1980’sIT took over the same responsibility
but added the automation of fundamental non-acaugiprocesses such as inventory
management, purchasing or supply chain, and ordgy.e

* In the mid 1980’s through to the early 1990’sIT added the responsibility of office
applications like word processors, email, spreagisaied presentations.

* In the mid 1990's through to the late 2000'siT added e-commerce, work process
management, content management, and further exgandemmunication
technologies (e.g. Web conferencing).

* In the late 2000’s to the presentIT saw an introduction of social media, expanded
media (e.g. YouTube, and Podcast), as well as amase in mobile platforms to

support.

According to Forrester’'s Enterprise and SMB Netwodnd Telecommunications Survey,
North America and Europe, Q1 2010, half of the syed enterprises’ IT departments already
support two or more mobile platforms as shown guFe 2-1.

Symbian

Linux

Web OS (Palm Pixi, Palm Pre)

Palm OS

Windows CE

Android (Google, Nexus One, and Motorola Droid)
Mac OS X (Apple iPhone)

Windows Mobile

BlackBerry 70%

Figure 2-1: Proliferation Trend in Mobile Operating Systemslifite 2010)

This expansion in IT scope is proportional to etiolu in security landscape. The larger the
IT scope, the larger the scope of digital assetsling to be secured. Likewise, as IT devices
evolve, so does the threat landscape. This trentlugrated in Figure 2-2. The birth of
Ethernet Networks in the early 1970’s marked thgirbeng of malicious activity in a form of
software (malware) that allowed attacks to propadgaim one host to another host through
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the network (Gupta, Kuppili, Akella & Barford, 2009Creeper was the first virus to
propagate itself over the network in a harmlessitas by displaying simple messages on
infected machines (Loebenberger & Wielputz, 2008ne advanced to clear the way for
affordable personal computers that saw anotherrggoe of malware encompassed of Disk
Operating System (DOS) viruses and boot-sectosgsun the mid 1980’s to 1995 (Tippett,
2006).

Explosion of Mobile
Devices

Ethernet Network —

Robert Metcalfe & IBM PC - Apple Lisa Internet
Xerox Home Computer
Computer R, Laptop

Tablets
Netbooks
Smartbooks
Smartphones, etc.

j;. "s;,: P ' ) -'-::.
=N . e
RS LEm Bl D
V—J l [

| |
1973 1974-81 1983 1995 199x 2009 to Date

1986.95 1995-2000 1999- 2005
197075 | | | |

‘ ‘

Y

* N i .
Mt Sckler. * Cyber Crime Botnets (e.g.

Zeus)

* Disk Operating

Worms (e.g.
System (DOS) ¢ Macro

61 vinices Melissa, “1 :
Less harmful v iruses Viruses Viruses L;,':S\:fou.. * Android-based Malware
;:13 R(;rl:l;}lx\r;\r)h * Boot sector * Application etc.) . : Ad\‘an}ce'd Persistent Threats
Viruses Threats * Denial of : H."tckp\'lsm e
(SQL Service Attacks * Distributed Denial of Service
Injection, (DoS), Network AttAacl'(s. DO.S' .
ffe Worms (e.g * Phishing, Mishng, Social

Buffer Code Rede‘QL Engineering, etc.
Overflow, Slammer .elc ) + Data/Information Breaches or
etc.) T Leakages

* Phishing, Social

. . * Mobile / icati S
Engineering fobile Application Threats

Figure 2-2: Evolution of Threat Landscape

In 1995, the Internet became ubiquitous and becawehicle for macro viruses like Melissa
Worm to spread (Loebenberger & Wielputz, 2006). Hext phase saw the explosion of
mobile devices with newer malware that had reachedelatively increased level of

sophistication and additional means of propagasanh as Bluetooth (Wang, Gonzalez,
Hidalgo& Barabasi, 2009). In addition to threatattbxist on traditional IT devices, it is vital

for organisations to deal with imminent threats sprded by mobile devices such as
‘Jailbreaking’ and ‘Android Rooting’ (Kravets, 2009'Jailbreaking’ is the process of

modifying the system kernel of the mobile operatsygtem, developed and distributed by
Apple Inc. (i0S) in order to allow file system readd write access (Mukhopadhyay, 2012).
This allows end users to install customised apptioa that are not signed and approved by

Apple Inc. (Magaudda, 2010). ‘Android Rooting’, tire other hand, is the process of gaining
14



privileged access to the Linux-based operatingesystdeveloped by Google (Android)
allowing the user to remove or replace the opegatystem (Mukhopadhyay, 2012).
Jailbreaking is a very popular attack in the mobié¥ice space. For instance, the Absinthe
2.0 Jailbreak tool for iOS 5.1.1 was used to commqpse over 1 million devices on the first
weekend after its release in May 2012 (Jeff, 204 @pproximately three weeks after i0OS

version 5.1.1 was released.

Threats that target multiple operating systems heoxg incorporated mobile platforms into

their list of targets. In the mid-to-late 1990’s evhMicrosoft Office was made available to
non-Windows platforms, Microsoft Word Macro Virusbecame pervasive. On the same
wavelength, attackers are taking advantage of valril@ies on Adobe Flash, Acrobat, and

Reader because of their multi-platform ubiquity. ril@ecently, attackers have been using
Java as their avenue to multiple operating sys{&msher, 2012). A good example is the one
described by Ferrer (2012) where a malicious co@s warried through the Internet to

multiple platforms by exploiting vulnerabilities fegred to in CVE-2011-3544 and CVE-

2012-0507.

Apple Inc. signs and approves applications thatnaaele available through the application
store. The application, or Library, can only loddtihas been signed by Apple’s private

encryption key (Miller, 2011). Once the applicatisrdownloaded onto the device, it runs in
a sandbox. ‘Sandboxing’ refers to the practice mcl potentially dangerous code is run in

an environment that prevents it from carrying oanhgkerous actions, in such a way that
applications execute in isolated environments wibhaccess to each other’'s data (Blasing,
Batyuk, Schmidt, Camtepe & Albayrak, 2010).

Conversely, applications that are made availabteutth the Android Market and Google
Play Store are not reviewed and signed. Although Amdroid Market necessitates that
applications be signed, it does allow applicatitimst are self-signed to be uploaded, thus
allowing Android users to download applicationsnfrany source, not just from the Android
Market (Miller, 2011). Android also adopts the saoxl architecture model, but permits the
user to decide what type of access the applicatguires. Users often blindly grant the
application any permission it requires, much agusdéindly accept the end user licensing

agreement without reading it (Miller, 2011).

In July 2011, more than 50 applications in the AndiMarket were found to contain malware

that could leak sensitive personal information (@&a@nchai, 2011). According to a research
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conducted by Kaspersky Labs, the volume of malgisaftware that infects Android devices

grew threefold in the second quarter of 20&gaziano, 2012).

Within a period of three months in the first quadé2012, Kaspersky Labs discovered more
than 14 900 Android-based malware that could stéatmation from mobile devices. The
malware could also download and install prograromfremote servers (Graziano, 2012). In
earlier studies conducted by Felt, Finifter, Chitgnna& Wagner (2011) and Toyssy &
Helenius (2006) on mobile malware, it was similagyealed that the main drive behind the
mobile malicious code is the desire to steal us¢a @nd credentials. These studies showed
that the other stronger desire to send premium$M& messages that are charged to the
victim’s phone bill could not be exploited on adarscale due to the fact that this requires

user confirmation.

Other research conducted by McAfee Labs found thabile malware is popular within
Android devices. The McAfee threat report also atee that majority of infections on the
mobile platform are due to unintended download aficious software from the Internet, a
vector commonly known as drive-by download (Bu, 20Mobile drive-by downloads are
comparable to drive-by downloads on the workstation that malicious code infects the
mobile device when an infected site is visited. Tifected downloaded files are given less
suspicious names such as “Android System Update.apkO as opposed to

“EvilMalware.apk” in order to trick the user intngtalling the file (Bu, 2012).

A new variant of ‘botnets’ that uses Twitter as tteemmand and control (C&C) entity was
reported in the second quarter of 2012 (Bu, 20IRj)s new ‘botnet’ (Android/Twikabot.A)
requests commands from other attacker-controlledt@mwaccounts running on Android OS,
instead of connecting to a dedicated C&C web semvareby leveraging the resources of
other victims. A majority of threats targeting miebilevices are looking at stealing consumer
and business information that resides on mobileicdsy primarily targeted at Android
devices due to the openness of the platform andrdoroe in the marketplace (Bu, 2012).
Likewise, Microsoft's drive to make Windows-8 a étper-friendly platform will also be
embraced by malware developers. Blackberry as adl received its fair share of attacks
despite its 6% share on the market. According td8¥ase ThreatSeeker 2012 Report, bogus
emails targeting Blackberry customers were distaduwith attachments that supposedly
contain instructions for enjoying the benefits ofadkberry. The attachment, however,
actually contained malicious code while the bodytlod email was an exact replica of a

legitimate email from Blackberry as shown in Figr8.
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B Your BlackBerry ID has been created - |0

From: donotreply@Ctlackberry.com
Date: Wednesday, August 22, 2012 2:04 AM
To:

Subject: s Y A D has bess

Attach: (QBWVJDI91%974J%?0:W.M (29.7 xB) }— malicious file

Your BlackBerry ID has been created

Hello,

You've createc a BlackBerry ID!

To enjoy the full benefits of your BlackBerry ID. please follow the instructions in the attached file
BlackBerry ID is your universal BlackBerry key. Here's what it offers

« One sign in for all BlackBerry applications. services. and websites

- Automatic transfer of some email accounts and services when you switch
smartphones

« Full access to all features in BlackBerry App Worlad™ storefront.
« Protecton of financial ransaclions using BlackBerry services.

You can learn more about BlackBerry ID Dy visiting hilps: iblackbenryid blackberry com/

The BlackBerry Team

Figure 2-3: Phishing Email to Blackberry Customers (Websengediseeker, 2012)

Android followed Apple’s layered defence approachprevent malware exploitation by
employing Address Space Layout Randomization (ASBR) Data Execution Prevention
(DEP) on Android version 4.1 (Protalinski, 2012)E® is a technique used to prevent an
application or service from running malicious cdmeensuring that the particular application
or service does not execute code from a non-exaleutaemory region (Engler, 2011). ASLR
is a technique that increases security by incrgasie search space of memory addresses
thereby affording the attacker a low chance of gugswhere the randomly placed memory
areas are located (Whitehouse, 2010). Severalninestians of a programme containing the
same flaw cannot be compromised using the sameiéxjade if the address space of the
software programme has been randomised (Schamam).2@stead of removing the actual
flaw or vulnerability, the technique increases ¢hain of exploiting the flaw. This is useful in
protecting unknown vulnerabilities or vulnerabésgi that have not been remediated. ASLR
complements DEP in providing protection against mgmmanipulation vulnerabilities.
Despite this layered defence approach, Apple iOS leen breached in more than one
occasion due to the fact that Apple runs most efitistalled applications as root privileges.
The first breach exploited by Farrow (2009) tookvaattage of stack buffer overflow
vulnerability on version 3.9.2 of LibTIFF, included versions of Apple iOS earlier than
version 1.1.2. LibTIFF is an open source imagealfrthat enables the display and
manipulation of Tag Image File Format image dati#& ). The breach starts by Jailbreaking
the iPhone and reverse engineering how the iPhomentinicates over its USB channel in an

effort to circumvent the communication channel amgtall rogue programs that can install
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other programs (Farrow, 2009). The programmes amtralled remotely using basic
command line tools and Secure Shell (SSH) over a&Wietwork. In a command line
interface resembling that of a Mac-OS, a commansl isgued to find recently modified files
and easily located a directory containing persamfarmation such as contact details, recent
calls, voice messages, web browsing history, booksnand email (Farrow, 2009). The
breach extends even further exploiting MobileSafab browser using Metasploit and IPWN
files. Another breach known as SMS Fuzzing was detnated by Miller & Mulliner (2009)

at the Black Hat USA Conference in 2009, where SiWSsages were injected into iPhone,

Android and Windows Mobile devices.

Breach of privacy is another serious concern watpards to mobile applications. A lawsuit
was filed against an iPhone game manufacturercc&@term8 that secretly collected user’'s
phone numbers without their consent and sent tmeflaintext (Goodin, 2009). The initial
releases of a video game called “Aurora Feint tegining” also collected phone numbers
and emails and used those details for a commue#yufe that locates the user’s friends,
without informing the users (Macenstein, 2008). kpiPhone users who downloaded a free
application from App Store called ‘MogoRoad’ recasdv phone calls from the Vendor
persuading the users to purchase a full versighegpplication (Moren, 2009). The Vendor
claimed to have received the information from Apjlet Apple is prohibited by their privacy
policy from disclosing personal information to Aggtore Vendors. Even though Apple
iPhone’s software development kit does not provadelefault way to access personal
information, this can still quite easily be reteel Every application installed on the iPhone
contains a hidden symbolic link between the appboés sandboxed preferences and global
preference property list (Sadun, 2009). All persamarmation retrieved from this location is
in plaintext and readable, notwithstanding AppEasdbox architecture (Sadun, 2009).

These software programmes that collect informafimm mobile devices without users’
knowledge have marked the rise of mobile spywaeavtbn, 2008a). Mobile spyware refers
to programmes installed on mobile devices thatecolinformation about an individual or
organisations without their knowledge: SpyphoneaBthGenie and MobiStealth, for example
(Macenstein, 2008). This mobile spy software res@divities, logs, and GPS locations and

send this information to a remote account.

Another risk that is prevalent on mobile deviceaamns the ease of guessing the passcode
used to access mobile devices. A free applicatalled Big Brother Camera Security was

employed to gather the most commonly used iPhosscpdes (Amitay, 2011). Out of the
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204 508 passcodes that were recorded, the top 1€ ocmmmmonly used passcodes are

depicted in Figure 2-4.

8884

5246 4753
3262
1774
1425 1221 1139 944 882
1 B B § = =

1234 0000 2580 1111 5555 5683 0852 2222 1212 1998

Most Common Passcodes

Frequency

Figure 2-4: Commonly Used Passcodes (Amitay, 2011)

These top 10 passcodes constitute 15% of the gudjalation of collected passcodes. The
very top most commonly used passcode, 1234, ressntble Internet's most common
password, 123456 (Vance, 2010). Analysis of thesancon passcodes shows that mobile
users are inclined to choose obvious patterns asi¢bur identical digits, digits that line up or
line down the key pad, or repetitive digits. Tha@yomost common passcode with a less
obvious pattern is 5683, a numerical representatibithe word LOVE (Amitay, 2011).
Passcodes in the range 1990 to 2000 are all itogh80, and those in the range 1980 to 1989
are in the top 100 — this could be attributed tftct that mobile users frequently select their
birth year or graduation year as their passcodestgy, 2011).

2.3.2 Consumerisation of IT and Bring Your Own Devi ce (BYOD)

There is a remarkable convergence of consumerretecs with the Information Technology
(IT) industry where the consumer devices and comsuapplications are spreading to
business. Employees are, without a doubt, bringieg own mobile devices and connecting
them to the corporate network. IT departments offerd themselves supporting an
increasingly decentralised and mobile workforce posed of various user segments, each
with its own unique set of requirements. This shés led to newly coined phrases such as
“Consumerisation of IT” and “Bring Your Own Devicé€BYOD)” (Edwards, 2011).
Traditionally, Information Technology has been wlvas an infrastructure required to
support the operations of business, not that ofrtliridual. Consumerisation of IT, though,
initiated a paradigm shift that has now made I'Evaht to individuals as well as business. In
October of 2005, Gartner Analysts projected tha¢ thulk of new technologies that
organisations would adopt for their IT systems lgetw2007 and 2012 would have origins in
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consumer applications (Pettey, 2005). The traddtiddoundaries between work and play are
readily disappearing as the same devices that gegsouse for work are the same devices

that they use for entertainment, thus transforniiinfjom a business tool to a social medium

Unsurprisingly then, the applications and devides tvorkers request from their employers
are increasingly becoming consumer-centric (Kanér&y, 2012). Employees are becoming
empowered to respond to consumers who have beenoveemgd by groundswell

technologies: mobile, social, video, and cloud giter & Bernoff, 2010). The Forrester
Research refers to these workers as highly empaowvaerd resourceful operatives (HERO) as
these are the type of employees that use consuenéniec applications to solve consumer
problems at work. The HERO Index, as depicted mgufé 2-5, illustrates how the HERO

workers compare to other information worker types.

The HERO Index
(All information workers)

Rogue Employees HERO Employees
13% 20%
Act more L
resourceful ||
34% 34%

| Disenfranchised Employees || Locked-Down Employees |

Feel more empowered
Base: 4,364 US information workers (excludes sole proprietorships)

Source: North American Technographics® Empowerment Online Survey, Q4 2009 (US)

Figure 2-5: The HERO Index (Schadler & Bernoff, 2010)

The term ‘disenfranchised employee’ refers to elygds who just do their job with little
innovation. Rogue employees, conversely, innovateugh unauthorised applications to
resolve consumer problems, often without receivsupport from their employer. The
remaining group, ‘Locked-Down Employees’, refers geople who are eager to resolve

consumer problems but are hindered by corporatentéagy lock-down.

Forward-thinking companies are embracing their engred employees and reviewing their
mobile workforce strategies. Notwithstanding thaviewing a mobile workforce strategy
often takes time because of budget approvals ani@ddiership sign-off, the workforce is

moving forward, with or without IT’s guidance andyrs-off. In most cases, the drive to
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operate with much-needed innovation and critietifility in the workforce far surpasses IT

executive’s leadership and decision-making prog€ase & Gray, 2011).

The workforce and consumers are driving what tleguire from technology, so waiting for
IT to keep up with innovation or to deliver on g mo longer an option. IT departments are
known for adopting structured, well-controlled, aodnventional approaches (e.g. SDLC:
interview stakeholders, collect requirements, budldproject plan, review it with the
customer). While this approach is well-suited faoternal infrastructure projects or for
applications driven by a top-down business requammit is far from ideal for discretionary
everyday use technologies like smartphone and greelportals. Indeed, this approach fails
dismally in capturing requirements from a diverserkforce and consumers at large
(Schadler, 2010).

An independent South African benchmarking exercmeducted with various companies by
Wolfpack’s research team in Q4 of 2011, found thatorganisations are already embracing
the concept of BYOD by allowing multi-platform mddidevices to access corporate emails

and calendars (Rosewarne, 2011).

All blocked - No access allowed to corporate...

All platform access allowed - No centralised mobile...
Symbian platform

Windows platform

Android platform

Apple iOS platform

Blackberry or RIM platform 60.23%

Figure 2-6: Mobile Devices Allowed into the Corporate Network A South African View
(Rosewarne, 2011)

Figure 2-6 shows that only 1.14% of the surveyechmanies blocked access to corporate
emails and calendars, whereas 22.73% of the companovided all platforms access to the
corporate resources without implementing mobiledemanagement solutions to monitor or

control that access.

Checkpoint South Africa in partnership with ITWe&onducted an online survey in late June
of 2012, with a total of 231 people respondingh® survey. The survey showed that 86% of

the respondents’ organisations allow company-issoedbile devices to connect to the
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network, and 77% of the respondents’ organisatadiosv personal mobile devices to connect
to the corporate network. About 56% of the respatel@se mobile devices to access web-
based business applications, while a significanjonta (98.45%) use mobile devices to
access corporate emails, calendars and contactait 2% of the respondents use mobile
devices to connect remotely to corporate deskiOpsy 12%, however, admitted that mobile

devices have led to an increase in the numberooirisg incidents within their organisation.

Along with consumerisation of mobile devices, caah@ng consumerisation of cloud-based
file sharing services such as Egnyte, iCloud, SygeSSkydrive, and Dropbox allowing
employees to share files from any mobile devicéfqia. While this service has the benefit
of replacing on-premise file servers and reducimg tosts associated with remote virtual
private network (VPN) access, it exposes an org#ois to severe information breaches
(Disabato & Berenbaum, 2012). In July of 2012, pasds stolen from other websites were
used to access several Dropbox accounts, one a@hvdantained customer email addresses
(Rash, 2012). The breach signifies that cloud-badedsharing systems still hinge on

username and password to provide protection formétion stored on the cloud.

2.3.3 Cost

Organisations that allow employees to bring theimodevices save on the costs of the
devices that it would normally be required to precfor its employees. Surveys conducted by
Forrester Research in the last quarter of 201wdhat an average of 64% of mobile devices
used within organisations are fully procured by Ewpes themselves. The results of the

survey are shown in Figuge?.

Self-provisioning of software trails hardware: acling to the same survey, with a total
population of 9,912 of small and medium-sized besses across the globe, 28% of these

global workers are paying for software they areg$or work purposes.

On the other hand, some researchers believe tkeatdbkt of supporting employee-owned
mobile devices might outweigh the cost of not suppg them (Schadler, Gray& Wang,

2012). This inherent cost mostly emanates from taohpplications used for business
purposes. IT is required to upgrade and licensenribleile application on each mobile device
user. For instance, a business that uses tabletsclant computers to access enterprise

applications may be required to support and licéewmvseversions of the client software.
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2% 4%

Mobile Phone Smartphone Laptop/Notebook Netbook (N=150) Tablet (N=171) Ultraportable

(N=493) (N=621) (N=680) Laptop (N=106)
B Employee paid Full Price @ Discount provided by Company
M Partial allowance provided by Company W Company paid Full Price

Figure 2-7: Employee Spending on Mobile Devices (Sherman, 2012)
2.3.4 Data Sprawl and Big Data

In the distant past, before the prevalence of miiron and communication technology, most
information was stored in paper form. Control ofess to the information on the paper was
regulated by physically controlling access to theegy itself. Today, information is stored in
digital form, making it exceptionally easy to coagd disseminate. This digital information
exists in various forms, stored on numerous folders multiple folders, and on various
machines and platforms. Likewise, the large amoficligital data that organisations need to
share and process on a daily basis results in s@#ons not always being able to keep track
of where confidential data is situated, and consetiy not always being able to protect data
that cannot be located and controlled (Nosseir,0R0This ultimately leads to situations
known as ‘Data Sprawl and ‘Big Data’. ‘Data Sprawd the explosion of data with no
significant control (Thea, 2008). ‘Big Data’, onetlother hand, refers to sets of skills and
techniques for processing extreme data volumespadead of various data formats, with
agility and affordability (Kindervarg, 2012).

‘Big Data’ and ‘Data Sprawl’ are not only conseqces of uncontrolled information that
previously existed in paper form, but also conseqas of formation of new digital data that
previously never existed. Advanced mobile devicemsist of embedded sensors and
applications that generate new digitised data (lawt al, 2012), sensors which include

Geographical Positioning System (GPS), acceleram8ieetooth, microphone, gyroscope

23



and camera (Lauril@t al, 2012). While such new mobile data input give® rie new
research areas by allowing Computer and Sociah8sige to derive a better understanding of
real-life phenomena such as human mobility, intewac patterns and communication
(Chittaranjan, Blom& Gatica-Perez, 2012; EaglentRed& Lazer, 2009; Gonzalez,
Hidalgo& Barabasi, 2008), it also extends dataislgabeyond the perimeters of the
organisation, adding to the complexity of data oantData contained in these massive data
stores could be detrimental to an organisationlé@aves the organisation’s control as some of

the data includes personal data and sensitivdantehl properties (Kindervarg, 2012).

In this section the business drivers that may w@itety lead to the implementation of data-
centric security controls are explained. The beneffiimplementing data-centric security
controls to enable these business drivers is, hemwewt adequately communicated by IT
security teams; as a result, the business becores econcerned about the costs associated
with implementing data-centric security controlsl aosts associated with supporting diverse
device types rather than the benefits that thesbilityoinvestments have on employee
productivity and at mitigating mobile risks (Peljr012). This is because IT security teams
have not as of yet developed metrics to measurbubmess impact of these controls, as well
as schemes to measure the return on investmen) (R@iese mobility investments (Pelino,
2012). Consequently, to answer our research questioonsistenciedo arise between the

data-centric security controls implemented by Iusiy teams and the business drivers.

2.4  Related Work
This section examines the related work of widelplghhed aspects of information-sharing
concepts that have a significant impact on datdricesecurity.

2.4.1 TecSec Incorporated Information-centric Secur ity Model

The literature review begins by exploring the wddne by Tsang, Scheidt & Burkardsmaier,
(2004), hereby referred to as TecSec Team, from2003 to February 2004, in applying the
concept of data-centric security into a healthcangironment in order to comply with
Healthcare Information Portability and Accounta§iliAct of 1996 (HIPPA) regulations.
TecSec’ s secondary objective was to preservedhfdentiality, integrity and availability of
medical information within a portable electronicvibe (PED) by addressing the misuse of
access privileges and consequent unauthorisedwisston of medical information by Navy
and medical services personnel (Tsacal, 2004). The use of electronic mechanisms of
storing and transmitting data (e.g. PED) suppotie health organisations business

requirements to accurately capture and access atemiformation in a timely fashion,
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thereby reducing costs (from manual processingapep records and forms) and improving
quality of healthcare. The challenge was to appé/following data-centric security controls
while ensuring that the business requirements wete

* authentication;

* authorization;

* access control;
* encryption; and

e audit trail.
The TecSec team posed three set of questigiisp?Knew What? AndWhen?

The "Wha?” refers to the identification and authenticatadrthe PDA user using either shared
public key root key(s), or real-time shared secfidgie “What? refers to what medical
information requires either confidentiality protect or integrity protection. That is, some
medical information may require confidential pratec as per HIPPA privacy regulations
(e.g. patient billing information), while other medl information may require integrity
protection due to its sensitivity (e.g. electropiatient records, laboratory data, and other
pharmacological information). TheWhen? refers to the exact time that the particular
medical information was accessed, that is, audtiloy as well as the protection of the audit
log files (Tsanget al, 2004).

As a use case, a physician using HP/Compaq iPAQeP&LC h5550 installed with medical
software packages and Microsoft Mobile Office seitev was utilized. The proposed data-
centric solution was a hardware-based cryptograplatform, commonly known as Field
Programmable Gate Array (FPGA) hosted on a PEDqgptat Two groups of Elliptic Curve
Cryptosystems (ECC) were chosen for distributingplipukeys and for generating digital
signatures, thereby enforcing non-repudiation (§sral, 2004). These two families of ECC
were chosen primarily because of their small ctremea and minimal power consumption
making them appropriate for wireless networks aodable electronic devices (Tsaagal,
2004).

In addition to the hardware-based cryptographid¢fqla, the key management component
was included as part of the solution. Construdeg Management (CKM), detailed in ANSI
X9.69 was chosen because of its split knowledgealméipes (Tsanget al, 2004). Split
knowledge refers to the practice of splitting aptographic key inton’ multiple components

while hiding the knowledge of the original key, asdbsequently using those several key
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components in constructing the final original k8aiker, Barker, Burr, Polk & Smid, 2011).
Constructive Key Management was used for authaoisatr role-based access control, while
Public Key Infrastructure (PKI) was used for autineation.

The TecSec team proposed that the data-centricisesalution be segregated and hosted in
a stand-alone encryption module that in turn cotsnéx the PED platform (Tsangt al,
2004). A trust model that provides different levefgrust between security domains was also
proposed (Tsanget al, 2004). According to Sherwood Applied Business uBgc
Architecture (SABSA), a security domain is a setlagical and physical entities that are
subjected to similar security policies and architez (Lynas, 2012). The security domains

that Tsanget al. (2004) proposed were comprised of the following:

e Untrusted domain: a foreign domain with which theference domain has not
established any security associations with;

e Second Party Domain: a domain that has a diffeoanmter to that of the reference
domain and that has already established securggcagions with the reference
domain; and

e Third Party Domain: a domain that has a same oas¢hat of the reference domain.

2.4.2 Service Oriented Security Architecture

The section explores an architecture model thatpragosed by Peterson (2005) to address
the lack of security within web services and sexvadentated architecture (SOA), a model he
termed ‘service oriented security’ (SOS) architeeturhis particular architecture model is
chosen because it intends to bring an additioyal laf security to SOA’s decentralised peer-
to-peer architecture, as the security models thxadtexl at that time focussed only on
perimeters and centralised security models, rdtfar catering for the diminishing perimeter.
The introduction of web services and service oadnarchitecture left software developers
with no mechanism to secure client’'s and servedadactions, largely due to the fact that
traditional programming styles such as object dednprogramming provided developers
with options to configure the same languages, teldgies, and security models on both the
client and the server. For example, the developautd configure the EJB client and server to
use the same J2EE security standard for authenticand authorisation. However, with Web
services and SOA, the systems may be configurddreliftly and separately, resulting in
decentralised peer-to-peer systems that cannotdbquately protected using centralised
perimeter-focused security mechanisms (Petersddb)2@onsequently, SOS was proposed
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as a solution that is not solely perimeter-focus] as a solution that protects the actual data,
services, and identities.

SOS consists of five architecture views, one ofclwvh(message view) deals with risks
associated with data throughout its lifecycle. B@S views can be used in conjunction with
the six architecture views of SABSA to design a poghensive data-centric security

architecture model (Peterson, 2005)

2.4.3 IBM’s Data-Centric Security Model
The first and most extensive clarification of theadcentric security model came from Bilger
et al. (2006) who did an extensive work in tracing pregiens in security rational from

infrastructure-based to host-based defences (M20G@8).

Figure 2-8: IBM Data-centric Security Model (Bilgeat al, 2006).
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They note that“If we extend this layered defence approach farthbeyond host-based
security to the data that is protected on thosetd)ose arrive at the Data Centric Security
Model” (Bilger et al, 2006, p.10). The data-centric security moddlustrated in Figure 2-8,
where data is placed at the centre of the model.

The access control policies applied on the datadaren by business requirements and
defined using organisational roles. This modelasda on the understanding of the business

value of data, its type, as well as the ownershih® data.

Figure 2-9 illustrates the two components of DC3M policy pillar and data pillar. The
policies on the policy pillar are made up of busseequirements and regulations, expressing
data-handling policies in terms of requirementghlkaternal and external to the enterprise
(Bilger et al, 2006). These requirements are then used to dafineverall business data
classification (BDC), which gets encoded into deatatrol rules (DCR) together with the
policy rules. Briefly, the data control rules defihow data is going to be handled given its

data classification level.

4 N
Business @ User and role
requirements Regulations authentication
aSﬁgu‘:m‘ljlar;s Business applications
l@.‘m‘:&'am IAam i :75]
Business-data |
classification ‘ —4  Data control layer
Design polices
Roles and
authentication policies
stz governance policies Data-centric
Data-control rules T security infrastructure
\ y,

Figure 2-9: The Components of DCSM (Bilget al, 2006).

The data pillar is comprised of the data contrgketathat controls access to the data and

allows actions on the data. The policies and th&k@ interpreted and implemented at the
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data control layer using the security serviceshm T infrastructure as illustrated in Figure
2-10(Grandisoret al, 2007).

Data control layer
User or
application
o Internet 2 % z
7 Data ' ’KVQJLH # E 8 ‘Z —
\ requester |q Sait iusport » = = 3 Data
2| 2| B
VA
Security infrastructure
Identity management Safe transport Data classification
Access Identification and
control authentication VPN Confidentiality
\ >

Figure 2-10: Logical Deployment of DCSM (Bilgest al, 2006)

The request to access corporate data from a madeleis sent to the data control layer, which
forwards the request to the security infrastructlifee security infrastructure responds with a
service, as defined in the data control policiekjctv fulfils the request. For example, a
request to access a document that has been @ddssiticording to BDC, as confidential, will

require the security infrastructure to respond watlservice that employs tunnelled VPN

connection to deliver the document securely taniobile device.

2.4.4 De-perimeterisation

The Jericho Forum is an intercontinental groupadies committed to evolving the solutions
relating to de-perimeterisation. The de-perimetdios term was initially invented by Jon
Measham, and subsequently became a term used Bettisbo Forum of which the United
Kingdom’s Royal Mail was a founding member (Wikiped2011). The Jericho Forum
believes that the threats faced by today’s netwhekse become so immense and diverse that
the only viable strategy is to protect the inforimatitself, rather than protecting the
infrastructure (Jericho Forum, 2007). This belisf donsistent with data-centric security

model.

Figure 2-11lillustrates changes in business practices that lealv¢o increased connectivity
over time, leading to a distributed, globalisedd aisaggregated business environment that

compels more open access to corporate sensitige dat
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Figure 2-11:Changes in Business Practice Leading to De-periisat®n (Jericho Forum, 2007))

This further demonstrates that the traditional mpeter-based security approaches are
incapable of coping with modern business drivessisequently leading to an urgent need to
deploy data-centric approaches and new approachiefrastructure architecture in order to
support these modern business drivers while erguhat information is safeguarded in the

manner that the business dictates (Stamp, WhitKlegtzle & Rasmussen, 2005).

The traditional infrastructure-based security modehtrolled access to the organisation’s
infrastructure (i.e. connectivity, storage, and pating resources) in a tightly controlled

closed perimeter. Connectivity (bandwidth and nekwaccess), storage, and computing
resources are declining in scarcity and have bedessexpensive, leading to an increased
requirement to support these resources in a clowlitsourced environment, thus changing
what was then a tightly closed perimeter into aopsrone (Jerbic, Keck & Satola, 2007). The
security no longer has full control of the sigrdfint portion of traffic that passes through it

due to a large amount of connectivity that happmrtside the enterprise (business partners,
customers, and mobile employees). Furthermoregthigbtly controlled perimeters are now

being bypassed by new technologies that tunnelugirahese perimeters and sometimes

encapsulate protocols within allowed web protocols.

While some scholars believe that the perimeterinsimishing, some believe that they are
changing to perimeters without any specific shalgh(cet al, 2007). They traverse across
traditional business boundaries and assume newestrapccommodate the new business

requirements of protecting information from wherneiés, to wherever it is going.
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Figure 2-12illustrates both the conventional security modelatl as the de-perimeterised

security model.
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Figure 2-12: De-perimeterisation lllustrated (Fritsch, 2008)

The conventional security model shows data beimgepted using layers of clearly defined
perimeters or rings of trust. The ring that is a&f&d further to the data has a lower security
level than the ring closer to the core. The derpeterised security model, on the other hand,
shows data existing independently of the layeretnsters. In this model the data does not
depend on any application, operating system, owarit to provide security. Rather, the

security is embedded on the data itself.

The Jericho Forum suggests that organisationsmolNe into four stages before conducting

their business in a fully de-perimeterised envirent(Cummings, 2004).

2.4.5 Discussion of the Models

The second objective of this research is to exarntiaeexisting data-centric security models
and understand how the models can be applied igatatmobile device risks. According to
Mogull (2008b), the realisation of data-centric sy can be achieved once the following

sets of principles have been fulfilled and tiedwerall research objectives:
1. Information (data) must be self-describing and deiieg.
2. Policies and controls must account for businesseson

3. Data must be protected as it moves from structbwednstructured, in and out of

applications, and changing business context.
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4. Policies must work consistently through the diffaredefensive

technologies implemented.

layers an

The four models are examined against these prexigd shown in Table 2-2.

Table 2-2: Comparison of the Models against the Principles

Principle One

Principle Two

Principle Three

Principle Four

TecSec
Information-centric
security model

Fulfilled: Data
classified using
HIPPA
requirements that in
turn determine the
level of protection
required.

Fulfilled: the
policies and
controls
implemented to
protect medical
information are
driven by business
requirements.

Partial: Data
protection
mechanisms
proposed by TecSe
are only applicable
to this business
context. It cannot be
determined if they
will remain
applicable should
the business contex

Fulfilled: TecSec
made use 0]
security  domains

cthat are subjected t
similar policies and
architecture.

h

change.
Security Oriented | Partially: the data is Fulfilled: the need | Fulfilled: using Fulfilled:  Security
Security not self-describing to develop this Service View, Oriented  Security
Architecture and defending, but architecture is Identity View and | Architecture makes

the services that driven by the Message View use of consisten
render access tpchanging business security policies
data. requirements. within the various
views.
IBM Data-centric Fulfilled: Data is| Fulfilled: IBM Fulfilled: Since Fulfilled: The data-
security model encapsulated with DCSM makes use | IBM DCSM creates| handling policies
data control rules of business a container around | applied onto the

that describe o
determine how dat;
will be protected,
and what type of

requirements and

A organisational roles
to derive the access
control policies,

the actual data with
access rules and
business context,
the data remains

actual data are
derived from
business
requirements, and

d

O

security services which are in turn protected regardless these in turn result
will be wused to| applied directly to | of where itis in security
protect data. the data. The situated. technology
policies used requirements.
therefore account ta Consequently, the
business context. policies remain
consistent through
the different layers
of technology.
De-perimeterisation| Fulfilled: SecurityFulfilled: Refer to| Fulfilled. Since Fulfilled: In this
is embedded in the Figure 2-11 security is model, data exist
actual data. embedded in the independently  of
actual data, the data the various
remains protected | defensive layers
regardless of where| because it i
it is situated. embedded in the
actual data anc
therefore  remaing
consistent.

D

It is evident from these four models that the dagatric security concept cannot be

implemented without the support of existing tramhfil perimeter-focused security controls.
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The four models somehow agree that the conteriteotiaita should be examined based on its
attributes and business requirements in order teerméne what data is stored where, and how
it is flowing into and out of the network. That data should be classified based on business

requirements. Data classification remains a cagjairement on all models.

Data encryption follows from data classificationhel TecSec Incorporated information-

centric security model assumes that all medicabrinftion is sensitive and should be

encrypted. Likewise, the IBM DCSM and de-perimedation security model proposes that
data should be encrypted, in storage, and duranggi, so much so, that Jericho Forum even
went further to publish a Technology paper esthabig the need to have secure products,
services and protocols to secure communicationfofmation leaving a trusted environment.

This paper was entitled “(The need for) inheremsigure communication” (Jericho Forum,

2008a).

De-perimeterisation and TecSec Incorporated inftionacentric security model alludes to
trust model or ‘rings of trust’. De-perimeterisatisuggests that data exists independent of
‘rings of trust’, while the TecSec Incorporatedarmhation-centric security model proposes
that information and access to information shoutdchearly segregated between security
domains based on their level of trust. Despite dhemriances, the applied policies remain
consistent through the various rings of trust, doshar layers.

The SOS model focuses more on software security ¢éimaactual data or information. This
model is, however, relevant to this research berati#s decentralised approach in securing
SOA.

A clear observation from the models discussed & theydo highlight a problem where
traditional approaches to architecting securityusohs aimed at securing organisational
boundaries and the network are divergent to theréubusiness needs of most organisations.
The future business needs in this case refer tootbanisation’s ability to adopt mobile
devices and various other channels to conduct bssinThe modeldo not, in completeness,
suggest a technical solution or toolsets to miighe risks associated with the adoption of
mobile devices to satisfy the future business néafiisle the TecSec model suggested the use
of Field Programmable Gate Array and Constructivey KManagement, no evidence was
found if these were successfully implemented. Lilsewthe framework that was proposed by
the Jericho Forum (for de-perimeterisation) to émalnchitected business-driven solutions to

be developed and delivered, suggested the follovaalgnologies:
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* endpoint security;
e secure communications; and

* secure data (DRM).

However, no evidence has been provided showing thieste technologies are adequate to
protect an organisation against today’s mobile ckethreats.

The successes and failures inherent in existingleimentations of data-centric security
models must be highlighted prior to the proposakaifitopian architecture framework for

mitigating risks borne by mobile devices.

In this section, the research objective of exangremisting data-centric security models to
understand if they are adequate in address molkeNécel risks was met. The subsequent
sections describe in detail the three technologsesl for the implementation of data-centric

security model.

2.5 Enterprise Digital Rights Management

Digital Rights Management (DRM) is a class of asasantrol technologies used to protect or
limit the use of multimedia assets (such as videmlio, and picture) and devices after they
have been sold to the consumer. DRM technologiesige control to the seller of digital
content or a device after it has been sold or gigeanconsumer (Yu & Chiueh, 2004).

This technique is also used to manage access sttigerdocuments, emails, computer-aided
designs, and other digital assets within the Emnisgp hence the name Enterprise Digital
Rights Management (EDRM). Enterprise DRM is ofteferred to in other similar terms such
as Enterprise Rights Management, Information Riaeagement, Enterprise Digital Rights
Management, Document Rights Management, and igeelli Rights Management. In this

study, we consider all these terms to represerddahee technology group.

EDRM protects sensitive information from unauthedsaccess by persistently controlling
access to information and usage thereof. It endhedshe enterprise’s digital assets are used
aptly by employees, customers, and partners thiautgtheir lifecycles. Information Rights
Management makes use of granulated, user-basedsacights to digital data objects
regardless of where and when the access occurdly&md, 2005). For example, a mobile
employee might be able to read an email attachritent his Tablet but not forward the
attachment to another recipient. A freelancer mightible to read a document but not print it
(Howitt, 2010).
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Any Enterprise Digital Rights Management solutialis within one or more of the following

categories.

2.5.1 Document Repository Solutions
A majority of Enterprise Digital Rights Managemeotlsets fall within this category. This is

better understood by first describing the functeda document repository solution.

An Electronic Document Management system (EDMS3 form of a document repository
solution that allows users at distantly situatddrimation systems to manage documents and
other media. Components of the system include pulata network, a publication facility, a
remote storage facility and a document manager atenpgCullen & Peairs, 1999). The
system is capable of keeping track of the differeatsions of documents modified by
different users, versions which include electrodacuments, images, email messages, and

other computer files, as well as scanned paperrdents.

Paper documents are captured using scanned imadefec onto EDMS. The user is then
prompted to provide details for the appropriateegje of the documents. EDMS can also
store documents that are already in digital forpratzided the user gives the required details
to store the documents. This metadata assist®indirect filing and tracking of documents.
Additional metadata is compiled by EDMS to allowerssto locate documents quickly by
keyword searches. Correct indexing, then, is ewdemt ensuring timely retrieval of

documents.

EDMS solutions pose two security challenges: 1)itisé challenge is that once the document
is retrieved from the repository, it can be senany recipient at any location, without any
restrictions or traceability (Abatan, 2010); 2) trer security challenge is that the documents
cannot be protected using an encryption tool whilside the Electronic Document
Management System because the contents of EDMS®therindexed when encrypted, and
consequently searching becomes impossible (Aba¢iQ).

These challenges are both resolved by an Enterpri®kl document repository solution
because this solution protects the documents asaothey are retrieved from the repository.

This is a client-server based solution, componehtghich are illustrated in Figure 2-13.
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Figure 2-13: Architecture Representation of E-DRM

The content serverstores the protected content files in a contepbsiory, commonly
referred to as file server, document repositorydatabase systenihe DRM Packagers
responsible for encoding and wrapping the confidérontent and related metadata, and
creating the rights specifications for the contagtsoon as it leaves the repository (Yu &
Chiueh, 2004).

A client cannot access a document inside the repgswithout a valid licence. These
licenses, generated bylieense generatoon the license server, contain information aboat th
identification and rights specifications of the tamt to which the rights apply, and the
identity of the user or device that wants to exaraights to content (Yu & Chiueh, 2004).
These rights specifications and encryption keysduse authenticating the user and for
decrypting content are kept in isolated databaseshe license server. The additional
database on the license server contains user tidenfiisernames, biometric information, or

digital certificates) for users that exercise rggtat protected content.

Communication between the client and the licenseesdappens at tHeRM Controller, and

the content is decoded and presented to the dlietiterendering application

The above-mentioned components of an Enterprise RRRMument repository solution are
not necessarily detached. For instance, WindowstRilylanagement System does not store
the protected files in a content repository, anésdaot store rights specifications on the

license server. The rights policies are attachetié¢ocdocument and travel with the document
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wherever it is stored. The rights policies can banged at any instance, regardless of where
the document is located (Arnab & Hutchinson, 2005).

An Enterprise DRM document repository solution edso safeguard protected files within
the following systems as enumerated by (AbatanQR01

» Enterprise Resource Planning Systems (e.g. SAP);

» Electronic Document Management System (e.g. Doctumex

« Knowledge Management Systems (e.g. Lotus Notes);

« Groupware systems (e.g. ProjectPlace); and

* Product Data Management (PDM) systems which ses/ea acentral knowledge
repository for process and product history.

2.5.2 Document Exchange Solutions

The document exchange solutions are designed taskd both inside and outside the
corporate infrastructure. The objective of thisusoh is to enable an organisation to send
sensitive documents to their partners while engutivat the confidentiality and integrity of
the document is preserved. Various forms of autbatmbn ranging from email authentication

to web based authentication are used to grant stcecuments protected using E-DRM.

The rights policies are packaged together withfitae, with restrictions of who can open the
files and for what purpose (e.g. print, view, saa@if and copy). The file author is notified
through email as soon as the file recipient opkadite. The rights to the file can be revoked
at any time, regardless of whether the file igamsit, is in use, or is at rest. The file recipien
first needs to download the E-DRM client softwameorder to open and read the protected
file, the user will then authenticate to the E-DRddrver before downloading the actual

content.

2.5.3 File Server Solutions

This solution is used to protect documents stonstte the file server by applying security
policies to specific folders in the file server.€Ttile inherits the security policies of the folder
as soon as the folder is dragged or saved intdalder protected by E-DRM. The policy

determines who can read, save, edit, or view tlee dnd can be applied differently to each

folder.

The files saved or dragged into the folder protbddy E-DRM are also automatically
encrypted in addition to the inherited policiesisTis different from normal file encryption in

that the security policy is attached to the filenpanently whether the file is in use, at rest or
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in motion; whereas with normal file encryption ortbe file is decrypted it can be used and
distributed without any further controls (Abatar@1P). Furthermore, the E-DRM solution
keeps an audit log of who has accessed the fildanghat purpose.

2.5.4 Print Solutions

Print solution is geared for organisations that wi@navoid leaks via printed documents.

When documents protected using this feature arggalj they get the watermark effect over

the document itself, along with the username ofggleson who printed the document, thus
putting the onus of protection responsibility otite person who printed the document. This
can be used in conjunction with other EnterprisghR products such as document repository
solutions (Abatan, 2010).

2.5.5 Mobile Device Solutions

The Enterprise DRM Mobile Device Solution recogeib®w mobile devices like BlackBerry

and iPhone, as well as Symbian, Windows and Andbaised smartphones are becoming
essential business tools extending well beyondevommmunication. This solution extends
the enterprise rights that exist inside the corgorafrastructure to the mobile device used
outside the corporate infrastructure. That is,afiyhave “read only” rights to a particular

document, then the same “read only” rights willexended to the mobile device. The goal of
this solution is to protect confidential information mobile devices, information which can

be protected while it exists either in file or ehfarm.

2.5.6 Web Solutions
This particular solution is geared towards protexinformation copied from websites. That

IS, it can prevent screen dumps from ERP, or Kndgdebased websites.

2.5.7 Desktop Solutions

This solution automatically encrypts files at thement of file creation. Only the pre-
designated person can use the file, and that migptited person cannot use the file beyond
his or her permission. This is policy defined a¢ thoint of file creation, and policy is
downloaded during logon. The policy, however, canchanged at PC-level to grant other
users access to the file as defined by the Admaimt The difference between this and
encryption is that the policy is attached to tHe &nd is maintained while an authorised
person is using the file. Other capabilities in€lwbility to work offline and it is advised for

only short periods.
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2.5.8 Key Selection Criteria for Enterprise Digital Rights Management

Forrester Research Inc. conducted research in @Qt@e eight key enterprise digital rights

management vendor products (Hill & Jaquith, 201Bgure 2-14 lists these eight key

enterprise digital rights management vendor pradactd presents summary of the results

against the evaluation criteria. A comparison betwthe selection criteria used by Forrester

Research and that used by Gartner in a reportl ttdey Selection Criteria for Enterprise

Digital Rights Management” (Quellet & Wagner, 20X0akes it evident that the following

selection criteria appear to be prevalent on beglorts, as shown in Table 2-3.

Table 2-3: Selection Criteria for Enterprise Digital Rights Mayement

Selection Criteria

Description

Policy creation and Management

The criterion defithe extent of protection
or restriction that the E-DRM solution can
have on the documents or class of
information where the policy is applied.

Third Party Product Integration

The criterion meastthe extent to which B
DRM integrates with context-aware DLP,
email and message archiving applications,
document and content management syste

ms.

Usage Tracking (Auditing)

The criterion assesseddgree to which
each Vendor:
» Supports logging of basic document
open, paste, copy, and cut events.
» Supports logging of policy creation
and modification events
» Captures user session times.

Mobile Device Support

The criterion measures thergxto which
the E-DRM can support various mobile
devices and operating systems.

Usability and Portability

The criterion measures #xtent of usability|
to external parties. For instance, the third
should be able to access the protected
document without having the E-DRM client
installed; and without access to the
centralised key servers.

art
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Figure 2-14: Summary of Evaluated E-DRM Products (Hill & JaquiB10)

2.5.9 Case studies: Enterprise Digital Rights Manag ement

This section presents and discusses case studies finree organisations that have
experienced the implementation of Enterprise DigRmhts Management and are therefore
considered subject matter experts. The case stuteschosen to align to the research
objective of analysing the shortcomings of datatiersecurity technologies (E-DRM) in a
real world scenario. Furthermore, the case studres chosen to align to the problem
statement of whether or not data-centric secueithnologies are implemented to address the
business requirements and to enforce the correek & protection necessary to result in both
effective and cost-efficient controls. A brief daption of each organisation is given,
followed by a description of the case study pemaro the particular organisation. The three
case studies are compared to identify commonaktnesthe various strengths and weakness
of each are discussed.
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The organisations will first be introduced to pmbwia context for its expertise on the subject
of Enterprise Digital Rights Management. The caseliss will then be described and

evaluated to identify commonalities between themalfy, the strengths and weaknesses of
some of the case studies will then be discusseltermine the desirable attributes that will

be included in the proposed new model.

The case studies are drawn from a diverse seleotiorganisations using different Enterprise
Digital Rights Management toolsets. The three asgions under consideration are as

follows:

* Versace;
* Amkor Technologies; and

* Microsoft.

2.5.10 Case Study One: Versace

Versace is an international extravagance goods drattels enterprise famous for its
designing, manufacturing, and licensing of clothiagcessories, and other items under Gianni
Versace Couture, Versace Jeans Couture, Versus/arshce Signature brands (Versace,
2011).

The protection of Versace’s Intellectual propegyleemed a high priority by Versace Group.
There is a continuous flow of official design docmtation between the Milan headquarters,
various offices, retailers and ateliers worldwidnd conserving the secrecy of these

documents is essential at all times (Versace, 2011)

Versace Group’s business requirement is a soluhan restricts and controls the use and
access of Intellectual property and minimise risldata leakage. Furthermore, the solution
should restrict and control the use of and acces¥drsace’s Intellectual property and

minimising risk of data leakage (Versace, 2011).

An Enterprise Digital Rights Management solutiorokm as Boole Server was implemented
to address this specific business requirement. miaehines belonging to staff at the Milan
headquarters were installed with E-DRM desktopntjivith an implementation of a web
client for simple access through an internet browee all other worldwide locations and
partners (Versace, 2011). The design documents eveng/pted both in storage and in transit
using 2048 bit encryption mechanism deployed with E-DRM solution. The sharing of
design images such as sketches, drawings, anceprenaterial for advertising campaigns is

protected using identification watermarks in order restrict unauthorised access or
41



transmission and to track potential leakages to thregin. The E-DRM solution provides an
auditing system that allows real-time tracking seuactivity on each and every image and
protected document.

2.5.11 Case Study Two: Amkor Technologies

Amkor Technology is one of the largest supplierscoifitract semiconductor assembly and
test services headquartered in Chandler, USA. Fenind 1968, Amkor initiated the
outsourcing of integrated circuit assembly and st is now a strategic manufacturing
partner for more than 200 of the world’s leadingh®®nductor companies and electronics
original equipment manufacturers (OEMs) (Brook-8ils 2012).With operations that
encompass production facilities, product developgneentres, and sales facilities across Asia,
Europe, and the United States, Amkor assemblestestd around 7% of the world’s
semiconductors (Brook-Bilson, 2012).

Historically at Amkor, documents were handled imspa on paper. Employees would often
hand carry designated reports to an automotiveomest across the globe, present the
information for audit purposes, and then take thpep away when leaving. However, travel
became expensive, telephone calls were unmonitaead, e-mails difficult to control.
Stakeholders were hesitant to share sensitivenrgtbon because they lacked confidence in
the exchange process, a barrier that impeded tHabooative workflows essential to
electronics manufacturing. In addition, audit sailvere weak. Increasingly, Amkor
recognised the need to implement a more securealddpcument exchange process to help
prevent loss, make business more cost-effective, earhance collaboration (Brook-Bilson,
2012).

Amkor’s business requirement was to protect itsllectual property in two ways: 1) first, the
firm is entrusted with specifications from its austers and vendors that require that their
information not be breached; and 2) Amkor undoulgtedust protect its own proprietary

patents from Industrial Competitors.

An E-DRM solution was implemented to address thegsecific business requirements. The
implementation was rolled out in a phased approasing Adobe LiveCycle Rights
Management System following a successful proof ohcept and eight months pilot
implementation. The specification sheets are ugdad Word, Excel and PowerPoint. Then
E-DRM was used to apply the needed controls tadtt®@ment: adding watermarks, setting
expiration dates for opening, password-protectingsf disabling printing and other
restrictions (Brook-Bilson, 2012). Authenticatios required on download. Downloaded
42



documents remain on a user’s hard drive, eventirsboming disabled upon the expiration
date set by the E-DRM solution. The E-DRM auditcgpability allows Amkor to have a
view of document activities and enables monitorofgeach recipient’s IP address. If a

document is opened outside the normal IP addreger@&mkor receives a notification.

2.5.12 Case Study Three: Microsoft Corporation

Microsoft Corporation, an international companyhatiead offices in Redmond, Washington,
USA is involved in the development, productionghsing and support of a wide range of
products and services related to computing. Thepeom is, today, the world’s largest

software producer by degree of revenues (MicrdSofporation, 2009).

Microsoft workforces depend on Microsoft Office @atk e-mail messaging and
collaboration client to communicate with internahdaexternal stakeholders. Microsoft
workforces also depend on Microsoft Office appimas to record, share and present
organisational ideas and other confidential infdrara

Microsoft’s business requirement was to developlat®n to safeguard the contents of its
business e-mail messages and documents, withoattmg on productivity.

Microsoft Corporation implemented Active DirectdRyghts Management System (AD RMS)
to address this specific business requirement. MBRcombined with Microsoft Office,
enables Microsoft employees to add usage resmgtito their e-mail messages and
documents. The rights control the usage of the lemessage and document and are applied
directly to the protected data object which is gpted and can only be decrypted through a
use-license from the AD RMS. Internally licenseghtiprotected content is accessible from
outside the corporate network boundary through iphinlg the internal AD RMS servers
using Microsoft Internet Security and Accelerat{®A) Server reverse proxying capabilities.
This option was chosen over placing an AD RMS gsenve demilitarised zone. (Microsoft
Corporation, 2009). A valid Windows authenticatisnrequired by the AD RMS server

before a use-license is issued to enable an ekigsaanto open a protected document.

2.5.13 Analysis of case studies

There is a noticeable commonality between all tluase studies: as an initial step, the three
case studies make clear that an organisation rmrastuuhderstand the organisation’s current
strategy, operational model, and business requimesmgrior to the implementation of E-
DRM. In all three case studies, E-DRM was installedreaction to, and specifically to

address existing business requirements. That combusmess requirement is to share
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documents and information outside organisation datias, but only in particular manners
and with certain people. It is evident from thessecstudies that the implementation of E-
DRMS is based on business requirements, techniealadds and the constituency the

enterprise wishes to support.

The strength of the Amkor case study is the le¥gdlanning and preliminary work prior to
E-DRM deployment. The implementation was rolled wua phased approach using Adobe
LiveCycle Rights Management System following a gssful proof of concept (POC) and
eight months pilot implementation. The POC ensdhes vendor claims regarding features,
functions, seamlessness, integration with exissiygiems and user experiences all meet the
stated goals of the deployment. E-DRM integrateth weixisting productivity applications,
such as office suites, document management systamslegal compliance systems. These
capabilities often require organisations to catefteéthink the way they handle and process
confidential information; therefore the POC wiltteri buy organisations time to review and
rethink existing workflows (Hill & Jaquith, 2010;u@llet & Wagner, 2010).

In alignment to the problem statement, the casdietureveal that E-DRM toolsets are
implemented to address existing business requiresmaamd to enforce the correct level of
protection necessary to result in both effectivd aost-efficient controls; however, the case
studies do not reveal the shortcomings of E-DRMe fbxt section outlines the shortcomings

of E-DRM as per the objectives of the research.

2.5.14 Shortcomings of Enterprise Digital Rights Ma  nagement

E-DRM toolsets have been available since as earyo@7; however, their market penetration
still remains fragile (Smallworld, 2005; QuelleQID). Table 2-4epresents adoption plans
across a range of various data security technadapsed on a survey conducted by Forrester
in North America and Europe in late 2009. Accordiod able 2-4only 10% of organisations

in Europe and North America reported using E-DRMil&v40% of the organisations showed
no interest in adopting the technology. This latknarket adoption is largely attributed to its
high cost of implementation, application rigidignd integration limitations (Hill & Jaquith,
2010).

Cost The cost per user license ranges from $40 to fedisdof dollars (Penn, 2010), a huge
difference when compared to other data securithrtelogies, such as antivirus products

where costs are typically much less expensive.
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Table 2-4:Promising Adoption Plans Across a Range of Datai®gcTechnologies

) Planning to Planning to
Implemented, not Expanding . ; . . Interested, ,
) . implementin next | implementinayear Not Interested | Don't know
Expanding Implementation but no plans
12 months or more
Database Encryption 15% 3% 4% 5% 2% 44% 5%
Email Encryption 14% 4% 7% 6% 34% 3% &%
Centralised Key Management
Solution 1% 2% 6% 5% 2% 40% 7%
Enterprise Digital Rights
Management 10% 1% &% 5% 3% 40% Th
Network Storage Encryption 9% 2% 6% 7% 33% 38% 6%
Database Vulnerability
Assessment,Montoring and
Auditing 8% 3% 4% 7% 36% 37% 6%
Data Leak Prevention 8% 2% 6% 7% 40% 30% 7%

Source: (Penn, 2010)

Integration limitations : There is a high prevalence of security toolse#t tan be used as a
substitution for E-DRM, or that can offer a sigo#nt subset of E-DRM-like capabilities that
may be better suited to perform a given task otgqmting sensitive digital assets. These
include but not limited to, content-aware data Igsevention (DLP), email encryption,
identity and access management (IAM), watermarkamgl contractual limitations. The lack
of integration of E-DRM with the aforementioned lg®is has exacerbated the lack of E-
DRM popularity. Figure 2-14 shows that Liquid Maeh is the only vendor that can fully

integrate with content-aware DLP.

Application rigidity: Enterprise processes and workflows are designexlich a way that
they can be updated easily to accommodate orgamahtchanges; they are therefore
adaptable, fluid, and flexible. Implementing an B@WRamework can dramatically reduce
this flexibility (Hill & Jaquith, 2010).

E-DRM toolsets are often used in highly specialiaeghs such as the ones described in the
above-mentioned case studies, as well as othet Bawh client communication arenas.
Consequently, E-DRM deployments have been depatéimssd and very few Enterprisewide
deployments have been reported (Hill & Jaquith,0They focus on the needs of specific
business unit within an organisation and in mosesahose business units reside outside of
IT Security; this significantly reduces the need iltegrate them with other security
technologies such as DLP, content management, Akid Furthermore, the high costs of
specialised plug-ins have retarded E-DRM marketvgrqHill & Jaquith, 2010).
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Another considerable factor in E-DRM lagging behotter security products is the lack of
legislations and regulations that compel orgarosatito implement E-DRM in order to
comply with such legislations (Hill & Jaquith, 2010

2.6  Virtualised Desktop Infrastructure

Virtual desktop infrastructure refers to the hogtiof a desktop operating system and
applications within a virtual machine running onhasted, centralised or remote server
(Kroeker, 2009). This technology separates thernarmges, applications, processes, and data
from the physical machine using client-server mpudiere the technology could either be
server-based or client-based (Petta&&iFertalj, 2009).

In a server-based virtualisation technology, theveseruns multiple virtual machines
instances and the user accesses the virtual mablyinesing a thin VDI client or simply
through a web interface (Miller & Pegah, 2007). STtpermits the end-user to execute
operating system and applications from a mobilaagewr thin client which exceeds the user
hardware’s ability to run. Furthermore, the infotioa resides on the server and not on the
client so that when the mobile device is lost, itifermation remains safe (Miller & Pegah,
2007).

In a client-based technology, since all the resemirare hosted on the client, it is mostly
implemented in situations where a user needs t& wifline or when the user is exposed to
inadequate bandwidth (Petré\& Fertalj, 2009).

2.6.1 Implementation Drivers for Virtualised Deskto  p Infrastructure

Virtualisation technology was first implemented @mterprises in the 1960s when IBM
programmer, Jim Rymarczyk, was involved in thetfinsainframe Virtualisation project
(Hand, 2012). This concept went unobserved for atmwo decades until VMware revived
this concept and soon extended to servers, stoamge desktops. The driver towards
virtualisation technology in general was never siégubut cost: saving money, stretching the
useful life of computing resources and increasiffgiency in provisioning infrastructure.
The same applies with the driver towards the adaptif virtualised desktop infrastructure.
Its about the total cost of ownership of the depkt and not necessarily security
(Zacharopoulos, Karatzas & Leon, 2012).

However, since virtual desktop infrastructure deds/centralised control and management of
desktops to any mobile device, the explosive graeftmobile devices in the workplace not

only spikes the demand for virtualised desktops$ appends security as another driver or key
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factor towards the decision to implement virtuasldep infrastructure.Virtualised desktop
infrastructure has the capability to present appibms and desktops hosted in datacentre to
any device thereby supporting the concept of BY®D eonsumerisation of IT as described
in Section 2.3.2 (Bourne, 2012). In a study coneldidty Citrix in October, 2011, a majority
of the surveyed organisations cited improved infation security as one of the benefits of
implementing virtualised desktops (Citrix, 2011heTother benefits are displayed in Figure
2-15 and Figure 2-16.

Better management of risk

Improved security

Secure access from user devices
Improved support for mobile workforce

Greater workplace flexibility for workers

Reduced IT and/or Business Cost

0% 10% 20% 30%  40% 50% 60% 70% 80%

Figure 2-15: Perceived Benefits of Desktop Virtualisation (Gifr2011)

The other driver towards improved information séguis the VDI's ability to centrally
update and patch applications on distributed makeleces in a timely fashion. This benefit
is vital because a majority of exploits compromks®wn vulnerabilities where a patch has
already been made available (Cosgrove, 2011).

None of the above
Remotely wipe data from a device

Instantly isolate a compromised application

Update or patch applications on devices

Control of access to desktops/applications [T

0% 10% 20% 30% 40% 50% 60% 70% 80%

Figure 2-16: Security Benefits Delivered by Virtualisation thgtuCentralized Desktop Management
(Citrix, 2011)
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Virtualised desktop Infrastructure can employ samitapabilities as that of E-DRM toolsets
in that, through configured policies, informatioos$ can be prevented by restricting the
ability of users to save, print, copy, and otheendsstribute data (Petrav& Fertalj, 2009).

The centralised management of applications preveisers from installing their own
applications, and thus prevents organisations flitigations caused by users installing
unauthorised applications. An organisation is lggedsponsible for licensing any software
application that is installed in its systems. @ user installs an unauthorised application, the
organisation is responsible for ensuring that p@ieation is licensed (Posey, 2012).

User installed applications also increase the atao€ malware infections and support costs
(Posey, 2012). An unauthorised application migiplaee dynamic-link library (DLL) files
and affect the way applications share code andratbsources to perform application
programme tasks. Furthermore, unauthorised applicatcan make registry changes that
cause problems with other applications. The serglesk technicians might not immediately
spot these problems because they are initially anavef the unauthorised application’s

existence.

2.6.2 Shortcomings of Virtual Desktop Infrastructur e

Offline capability is at the core of VDI shortcorgs (Phadmanabhan, 2010). There are many
instances where users find themselves withoutretesiccess and therefore unable to access
the virtualised desktops residing on the data-eemthile this shortcoming can be alleviated
by implementing a client-based virtualisation temlogy, this is, however, a less-secure

option.

The protruding characteristic of VDI is the cap#pibf consolidating computing resources
into a data centre where they can be centrally getharlhis characteristic neglects the risk of
a single point of failure to such an environmertigéfmanabhan, 2010). If the servers in the
data centre go down, all the virtualised desktapsl@wn. This shortcoming can be alleviated
with redundancy; however, this could increase cexip} of the solution (Petro¥i& Fertalj,
2009). On the other hand, IT needs to ensure tlejumte computing resources are available
during peak hours by predicting the amount of resegito over-provision. In most cases, this
over-provisioning is not adequate to accommodadd papacity.

Moore’s Law states that “Over the history of compgthardware, the number of transistors
on integrated circuits doubles approximately ewery years” (Moore, 1965). This trend can

be similarly applied to virtualised desktops rurmgnat the data-centre as depicted in Table 2-5.
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Table 2-5:Moore’s Law Applied to Virtual Desktops in a Datentre

Year VM's per Server VM'’s per Rack Estimated Cost per user
2012 70 1120 $400
2014 150 2400 $330
2016 300 4800 $260
2018 600 9600 $150

Source: (Phadmanabhan, 2010)

The above trend implies that as the servers bedmtier and increasingly cost-effective; the
cost of VDI will also drop. However, this prediatias only true in an ideal environment
where the hosted applications remain the same réalavorld situation, applications expand
and continue to consume additional bandwidth, dd hegate savings from Moore’s Law
(Phadmanabhan, 2010).

VDI supports the concepts of consumerisation ofahd bring your own device (BYOD);
however, there are still some problems with regaodsanagement of mobile devices. A
majority of organisations use VMware View clientitfw Persona Management for User
Profile) to provide mobile employees with desktmgess on iPads, Smartphones, and other
personal devices. According to a survey conductediBriefing on behalf of Virsto, 50% of
the survey respondents use VMware View, followehtyix XenDesktops (Virsto, 2012).

It is evident from the number of problems relatedvtMware View posted on the VMware
Community Forurfthat VMware View is still unstable and that many Ffofessionals find
the Persona Management feature not mature enowga.résult, they turn to other third party
products for managing user profiles at an additieoat (Wood, 2012). Companies often use
Remote Desktop Protocol (RDP) or VDI to deliver Myigoft applications to mobile devices.
But this isn't ideal because virtual desktops tgfic don’t conform to most tablet and
smartphone screens Furthermore, it is difficuldiagnose and troubleshoot problems with

virtual desktops on any given platform.

VDI licenses are complex and difficult to manageal anforce. Many vendors have not
overhauled their licensing rules to accommodate ilmatevices (Botehlo, 2012; Bourne,
2012). For instance, up until July 1, 2010, Windo@kent Software Assurance (SA)
customers had to buy a separate license to adoegissindows operating system in a virtual

desktop infrastructure (VDI) environment (BotehR§)10). The same initiative now allows

*http://communities.vmware.com
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non-Windows clients such as thin-clients to accestialised desktops through Virtual

Desktop Access licensing.

Virtualised desktops on mobile devices also comiéis muman challenges in that IT needs to
educate the virtual desktop users, dictate theecbimardware to use and ensure that VDI

policies are enforced (Wood, 2012).

There are VDI vendors like Citrix and Ceedo thgbmrt user installed applications. This
creates a problem in resource consumption sintealised desktops co-exist in a finite pool
of hardware resources. Authorised applicationgestd to ensure that they do not consume
excessive CPU cycles, disk I/O or network bandwidih unauthorised application can

disturb this gentle balance of hardware provisigrimat is in place (Posey, 2012).

A survey conducted by VIBriefing on behalf of Viostound that despite the large number of
VDI projects initiated amongst medium-to-large Iiganisations, VDI implementations still
fail due to cost, performance and user-complai@seé¢nfield, 2012). Figure 2-13hows

probable reasons for failure of launching VDI an&ingd6% of the survey respondents.

Storage Price Requirements Prohibitive 19%
Software Licensing Costs Prohibitive 22%
End-user Performance Inadequate 29%
Projected Cost Exceeded Target 31%

Figure 2-17:Reasons for Failure to Launch VDI (Virsto, 2012)

2.7  Mobile Device Management

Mobile Device Management (MDM) refers to technoésgthat are an emerging solution for
centrally managing and securing both corporateedsand personally-owned mobile devices
by enterprise users. Additionally, the term is usdddescribe asystem or
solution for securing, monitoring, managing andpsrgng mobile devices deployed across
mobile operators, service providers and enterpr{®dsbile Device Management, 2011;
Whatis.com, 2006). The MDM technologies cover mmlievices such as smartphones and
tablets from various manufacturers yet often exellaptops because the security controls
available for laptops today are different from thasvailable for smartphones, tablets, and
other mobile device types (Souppaya & Karen, 200)M software relies on over-the-air

programming (OTA) to distribute updates; configioatand policy settings to a fleet of
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mobile devices in a form of Binary SMS message (BasBielsa, Genicio & Yarza, 2011).
These technologies emerged as a response to themeation drivers described in Section
2.3, as well as the realisation that mobile devreggiire additional protection as their nature
exposes them to a higher threat landscape tharogss&ind laptops (mostly used within the
corporate infrastructure). Worldwide, there areslésan 100 vendors providing MDM
technologies while the market is quickly evolvinghnan expected increase in capability and
maturity in the next few years (Redman, Girard &INida2011).

Table 2-6 lists the important security capabilittéMDM solutions that are a differentiator
for leading MDM vendors. The list is drawn from teealuation done by (Redman, Girard &
Basso, 2012) and (Kane & Gray, 2012) on the top Mzvidor products.

Table 2-6 Key Security Capabilities of MDM

MDM Capability Description
Enforced Password Enforces strong password policy.
Selective Wipe In an event of a device getting todtolen,

the MDM solution deletes corporate
information only and leaves personal data
untouched.

Jailbreak/rooted Detection Capability to detectdaken and Rooted
devices and prohibit them from connecting|to
corporate network.

Audit trail/Logging Capability to capture and st@eents.

Application Verification Capability to verify therigin of the
downloaded application using integrity
check.

Encryption Capability to encrypt stored informatiam a
file-level, OS-level, and device level.

Secure Connection Capability to integrate with \Vi&i\utions
and to manage Certificates.

Application Whitelisting Capability to allow onlypproved corporate

applications to execute on the device.

2.7.1 Current State of Mobile Device Management

BlackBerry Enterprise Services has set a gold stahth the management and security of
mobile devices, and Blackberry mobile devices &hetlse most supported enterprise devices
(Kane & Gray, 2012). Figure 2-6 depicts the promoeeof Blackberry as compared to other
mobile vendors, especially in South Africa. A mebtlevice management product provided
by a phone manufacturer, such as BlackBerry Engerfservices, may always have more
robust support for its native phones than thirdtyp@roducts (Souppaya & Karen, 2012).
Despite this, there are still a number of MDM versdthat do not support BlackBerry

integration (Redman, Girard & Wallin, 2011). Mostngpanies implement MDM solutions to
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gain control of the new device types that are coting to the network, that is, Android and
I0OS devices. As a result, MDM vendors focus on sujipg these devices only with plans to
support other platforms at a later stage (Kane &y(G2011). The level of security applied to
these new platforms has not reached the levelairgg that has been traditionally applied to
BlackBerry. Vendors and companies alike are awérde security concerns with Android

and i0S platforms, consequently companies delimy basic services (e.g. email, calendar,
contacts) to their employees, while vendors offasid security features (e.g. remote wipe,
device lock) with plans to add more functionality these platforms and MDM solutions
mature (Kane & Gray, 2011) .

Allowing IT to support heterogeneous device platfer has cost-savings implications.
Currently the employees have to contact their serprovider for support when their device
breaks instead of contacting IT, thus reducing dheount of time spent supporting these

devices.

IT Support staff are not only faced with the chadle of supporting multi-platform mobile
devices, but different mobile applications as w#llany IT departments and IT service
providers have responded to this challenge by setingetheir workforce and assigning a
different service level support (e.g. Platinum,v&i] Gold, and Bronze support) to each
various segment (Kane & Gray, 2011). For instatioe,segment that uses tablets may have
access to different service level support and apptins that compare to segments that use
workstations, while segments that use corporateeglevices may enjoy a greater level of

support (platinum) than the segment that brings thven devices.

2.7.2 Shortcomings of Mobile Device Management

The Mobile Device Management is currently only feiog on the management of mobile
devices and their security, while ignoring the gireyvpool of mobile applications (Kane &
Gray, 2011). Companies have a desire to delivar tven applications as well as device-
specific applications (e.g. iTunes) to smartphosed tablets and to be able to manage those
applications from a unified portal. The applicatiomanagement capabilities of MDM
solutions, especially those supporting Android ai@S, cannot meet organisational
application management requirements (Kane & Gr&l1P As a result, organisations are
forced to look at third party tools (such as Apaeri AppCentral, and Partnerpedia) to

manage more than just calendar, email, and contacts
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2.8 Summary

In this chapter we expanded on the challenges &audrsl introduced in Chapter 1, reviewed

related work on the key models that were desigoed fdata-centric model, and visited the
three case studies describing the technologieseimgmted to successfully achieve a data-
centric security model. The research objective pélgsing the shortcomings of each

technology in an effort to identify gaps was alshiaved.

The introduction of mobile devices extends orgarmsal information to mobile devices and
consequently presents numerous risks surroundingoate information. Related work on
pre-existing models highlights a number of concépas could be useful in mitigating current
threats brought about by mobile devices. Given eéhesks, the drivers towards the

implementation of information-security controls arevitable.
An analysis on these controls reveals a few genmngsaés:

1. None of the evaluated technologies havectirabinedability to do cross-organisational
authentication, policy enforcement, data leakagetegtion and federated identity
management.

2. Based on the evaluation of E-DRM vendor productsdacted by (Hill & Jaquith,
2010), E-DRM has very strong information protectioapabilities; however, this
capability is not yet widely extended to mobile weg.

3. VDI proved to be adequate in protecting informati@utside the corporate
infrastructure; however, its implementation resultstoo many shortcomings, as
described in Section 2.7.2.

4. MDM toolsets possess strong information protectapabilities; however, they lack

granulated, user-based access rights to informétiamd in E-DRM.

The next chapter proposes an ideal data-centrigrisganodel intending to minimise the

above-mentioned gaps using existing technology.
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Chapter 3 : Architecture Model for Data-centric Sec  urity

3.1 Introduction

This chapter introduces the architecture framewmgfuired to implement data-centric
security in a utopian environment. The environmemtescribed as utopian since the research
proposes a model that can be implemented in anl ide@aronment. An architecture
framework is a consistent set of principles, peb¢icapabilities and standards that establishes
the direction and vision for the development an@érapon of the organisation’s business
information systems so as to ensure alignment anth support for the business requirements
(Lynas, 2012). This architecture model does nat tako account the organisation’s operating
regimen or culture, management style, managemantlatds, and management processes
because all these will change over time. Howeuerttempts to resolve the piecemeal

technology implementations described in Chapter 2.

The chapter begins by presenting the utopian actuite framework, which then broken

down and explained (in subsequent sections) acuptdiits architecture layers.

3.2  Utopian Reference Architecture Framework

The utopian reference architecture framework isiimentally based on Sherwood Applied
Business Security Architecture (SABSA) Frameworks shown in Table 3-1, SABSA
follows closely to the work done by John Zachmar doth models identify similar
architecture layers (Zachman, 1987). However thertivadels were developed independently
of each other (Sherwood, Clark & Lynas, 2005). SABS chosen as the base reference
architecture, because like the Zachman framewaorigkies into consideration the business
requirements as well as the strategy. However, SBSmore adapted to security. The
Zachman framework was originally designed for Borise Architecture (Zachman, 1987),
whereas SABSA leverages on Zachman's Enterprisenit®ature segmentation into an
identical multi-dimensional matrix that systemallicalescribes and defines risks and threats
within the paradigm of information security arclitgre. Furthermore SABSA ensures that
any technological security element can be justibgdeference to a risk-prioritised business
requirement. For the reason that SABSA is built diove complex design solutions
(Sherwood, Clark& Lynas, 2005); an assumption islendnat a data-centric security solution
designed to mitigate risks that mobile devicesdtm corporate information is complex, and
that SABSA will offer a framework within which thisomplexity is broken into apparent

simplicity.
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Table 3-1:Mapping SABSA to Zachman Framework

SABSA

Zachman Framework

Contextual Security Architecture

Scope (ContextadPlanner

Conceptual Security Architecture

Business Modelngaptual) — Owner

Logical Security Architecture

System Model (LogicalDesigner

Physical Security Architecture

Technology Modely#ibal) — Builder

Component Security Architecture

Detailed Representations (Out-of-Context)
Subcontractor

Operational Security Architecture

Functioning Eptese

Source: (Zachman, 1987)

Table 3-2 shows the SABSA matrix that formulatasnfdation of this proposed utopian data-

centric architecture framework.

The Trust model concept introduced by Tsahgl. (2004) in Section 2.4.1 is enhanced using

SABSA’s security domain concept. Likewise, the “Whd&new What? And When?
Approach” proposed by Tsare al. (2004) is expanded by the SABSA framework through

the introduction of three additional questions -Hy¥ How, and Where” -- as illustrated in

Table 3-2. That is, while the TecSec IncorporatedaErentric Security Model poses three
guestions (Who?, What?, and When?), the SABSA fwarie poses six questions instead
(What?, Why?, How?, Who?, Where? and When?).

Table 3-2: SABSA Matrix

Assets Motivation Process People Location Time
(What) (Why) (How) (Who) (Where) (When)
Contextual Business Business Risk Business Business Business Business Time|
Decisions Processes Governance Geography Dependence
Conceptual Business Risk Strategies for Roles & Domain Time
Knowledge & | Management Process Responsibilities)] Framework Management
Risk Strategy Objectives Assurance Framework
Logical Information Risk Process Maps Entity & Trust | Domain Maps Calendar &
Assets Management | & Services Framework Timetable
Policies
Physical Data Assets Risk Process Human ICT Processing
Management | Mechanisms Interface Infrastructure Schedule
Practices
Component ICT Risk Process Tools Personnel Locator Tools | Step Timing
Components | Management | & Standards | Management | & Standards | & Sequencing
Tool & Tool& Tools
Standards Standards
Service Service Operational Process Personnel Management Time &
Delivery Risk Delivery Management of Performance
Management| Management| Management| Management Environment | Management

Source: (Lynas, 2012)

The proposed utopian model suggests a similar matifered by Bilgeret al. (2006) on IBM

DCSM of applying the access control policies todbtial data, where the access policies are

in turn driven by business requirements and defundg organisational roles. The proposed

utopian model, however, expands the only singlerl@yoposed by Bilgest al. (2006) called
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the Data Control Layer into multiple layers, aswhaon Table 3-3, in order to provide clear

architecture views where each control lies.

Table 3-3: SABSA Architecture Views

Business View Contextual Architecture
Architect’s View Conceptual Architecture
Designer’s View Logical Architecture
Builder’'s View Physical Architecture
Tradesman’s View Component Architecture
Service Manager’s View Operational Architecture

Source: (Lynas, 2012)

The utopian architecture framework is illustratedrigure 3-land each architecture layer is

explained in the subsequent sections.

[ Business bri
= CONTEXTUAL ARCHITECTURE (Business Needs) .
SECURITY SERVICES N Secure information
Bring Your Own Cost Reductions Incresee En.m.loyee B that resides in
MANAGEMENT Device (BYOD) Productivity mobile devices.
—
Business Driver ‘
Development
. . . M Protect against the
CONCEPTUAL ARCHITECTURE (Business Attributes) co"upﬁogn 'O,
ity - personal and
Operational Risk Confidential Protected "/l:i’:gi [
Development information that is
Identified stored, processed
. . Access and communicated
Authenticated
. Y ! iAuthorized Controlled by mobile devices.
Roles Definition
(" J
Asset (Mobile Device) M Ensure that only
Management LOGICAL ARCHITECTURE (Logical Security Services) authorised users
: are allowed to
Security Monitoring, Application and Device Security, Traffic Flow Confidentiality, iBEY| ,ccess corporate
Stored Data Confidentiality, Stored Data Integrity Protection, Traffic Flow Integrity information on
Evaluation and Protection, Software Integrity Protection, Entity Unique Naming, Entity Registration, e s
Management of Entity Public Key Certification, Entity A ication, Directory Service, Entity
Information-centric Authorisation, Logical Access Control
security services \ v

=

Mobile Device Security & PHYSICAL ARCHITECTURE (Physical Security Services)
Protection

User Activity Monitoring, Device Monitoring, Application Monitoring, Event Log Monitoring, Application
Whitelisting, Enterprise Application Store, C isation, Patch N it, Remote Wipe, Antimalware,
Jailbreak Detection, Device Lock, Firewall, Encryption, Secure remote connection, Secure deletion, PKI, IAM,
E-DRM, NAC, DLP, and Database Access Control

Technology Protection &

re-evaluation ‘

Security Service
Performance Monitoring

“ ot

Applicati .

Figure 3-1: Utopian Reference Architecture Framework Based ABSA

3.3  Contextual Architecture
The contextual architecture captures and preskattutl set of requirements for the scope of
the assignment. The drivers for data-centric sgcunodel are described in Section 2.3. The

full set of business requirements is contextualiséa business security context as shown in
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Table 3-4, where BD1, BD2, and BD3 represent thieetsummarised high-level business
drivers for security. This is a fundamental stepeimsuring that the resultant reference
architecture framework does not only address trenlkegs requirements, but also addresses

the business requirements for security.

Table 3-4: Contextual Architecture for Data-centric Security

Business Requirements Business Drivers for Security

Allow employees to bring their own deviceBD1- Secure corporate information that
to reduce cost of corporate issued devicesides in mobile devices.
(BYOD).
BD2—- Protect against the deliberate,
Increase employee productivity by allowingccidental or negligent corruption of persopal
nd business information that is stored,
p?ocessed and communicated by mobile
work from anywhere. devices.

employees to use their personal device

BD3- Ensure that only authorised users |are
allowed to access corporate information |on
mobile devices.

The business drivers for security focus on pratgctnformation stored on mobile devices
and information that is accessed and processedghrmobile devices. The business drivers
for security ensure that the business drivers at BYOD has the business requirement of
reducing the capital expenditure (CAPEX) costs eissed with user ownership of the device.
Another business driver for mobile computing is itherease in user productivity due to easy
access to work, even while commuting. A study catell by (Kalkbrener & McCampbell,
2011) showed that mobile devices increased prodtychy 62.5 percent of the time.

3.4  Conceptual Architecture
In this architecture layer, the organisation detee® the strategy for treating risks associated
with mobile devices and establishes a strategynieeting the controls and enablement

objectives.

An Attribute is a conceptual abstraction of a rfeasiness requirement confirmed as part of
the business contextual architecture (Sherwood,rkCl& Lynas, 2005). Attributes
conceptualise the business requirements and mepsdogmance in a way that is applicable

to relevant stakeholders, providing a link betwdba requirements and the technology
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design. Each business driver for security describeflable 3-4is mapped to its supporting

attribute as shown and explained in Table 3-5.

Table 3-5: Drivers to Attributes Mapping

Business Driver

Supporting Attribute

Attribute Definition

BD1- Secure corporate
information that resides in
mobile devices.

Protected

Confidential

Protected: The user’s
information and access

privileges should be protected

against abuse by other users
by intruders.

Confidential: The
confidentiality of corporate

information in accordance with

mobile security policy

BD2- Protect against the
deliberate, accidental or

negligent corruption of persong

and business information that i
stored, processed and
communicated by mobile
devices.

|

Integrity-assured

Integrity -assured:The
integrity of information should
be protected to ensure that it

has not suffered unauthorised

modification, duplication or
deletion.

BD3- Ensure that only

authorised users are allowed tg
access corporate information g

mobile devices.

De
N

Identified
Access-controlled
Authenticated
Authorised

Identified: Each entity that

will be granted access
system resources and eg
object that is itself a syste
resource should be unique
identifiable such that there ca

never be confusion as to whi
entity or object is being
referenced.

Access-controlled Access to
information and functions
within the mobile devices
should be controlled in
accordance with the authorisé
privileges of the party
requesting the access.
Authenticated: Every party
claiming a unique identity
should be subject to a

procedure that verifies that the

party is indeed the authentic
owner of the claimed identity.
Authorised: The system
should allow only those
actions that have been

or

(0]
ch
m

ly
AN
ch
J

1%

2d

explicitly authorised.
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The attributes are chosen from the original SAB3AiBess Attributes Taxonomy developed
by (Sherwood, Clark& Lynas, 2005) that focuses sadly on ICT systems and their
environments. See APPENDIX A.

The seven attributes outlined in Table 34%® selected because of their relevance to data-

centric security based on the risks that mobilaéabsvbear to corporate information.

Although Identified generally forms part oAuthenticated, this research aims to emphasise
the important distinction between identificationdaidentity as per research done by
(Roussos, Peterson& Patel, 2003) in a mobile basieavironment. The success of mobile
business infrastructure is dependent on the pivgtdt from identification to identity; the
concept of identification is static whereas idgnist dynamic and governed by trust (Roussos,
Peterson& Patel, 2003). This research focuses entitg and its dynamic characteristic of

transitioning (Roussos, Peterson & Patel, 2003):

+ from one device to another device;
+ from one location to another location; and

» from one context to another context (time, dateation).

A risk analysis is performed on each of the seuvtrbates to assess the negative impact
(threat) or positive impact (opportunity) it has business. This impact-based approach to
explain the business risks is preferred becaussdas language that is well understood by
business. The threat-based approach is not idea&le siechnical threats are not well
understood by stakeholders. A negative impact ressed as the reduction in attribute
performance or a failure to attribute performanaeget, whereas a positive impact is
expressed as an increase in attribute performafttebute targets determine the risk
threshold for acceptable risk, that is, failurerteet the attribute performance target represents
an unacceptable outcome. Meeting the attributeetaiggthe same as meeting the business
objective. A second performance target is assigreedhown in Figure 3- detect early
warnings that are signalled when the second kéyimdicator threshold (KRI threshold 2) is

exceeded.

These key risk indicators are then employed totereseasurable approaches and metrics to

each attribute and displayed in a form of a dynamsicdashboard as shown in Figure 3-3.
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KRI threshold 1

KRI threshold 2

Risk Appetite for
Catastrophic Events
(1in N years)

Overall Likelihood

Business Impact

Figure 3-2: SABSA Risk Appetite Threshold (Lynas, 2012)

A traffic light reporting of red colour means thiwe identified attribute has exceeded the

organisation’s risk appetite and requires urgeehdbn.

Business Attributes

A

!

User Attributes Risk Management
J Attributes

Protected

| confidential |

*

I Identified I

| Authenticated |

Authorised

| Access-controlled |

Figure 3-3: Dynamic Risk Dashboard

3.5 Logical Architecture

The logical architecture layer provides a designhgréw of the ICT Systems. In this layer, a

mobile security policy is developed based on thsifmss requirements specified in the

contextual layer. The operational risks and opputies are assessed prior to the development
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of a mobile security (Lynas, 2012). The mobile si#gupolicy translates the business
requirements for security into logical servicestttan be applied, monitored and measured.
The logical services specified in the security @plio not make any particular reference to
the physical mechanisms that will deliver the sB¥viA security policy exists on different
architecture layers and thus SABSA adopts a hikiealty layered security policy
architecture approach, where each layer is definoed the previous layer with traceability, as

shown in Figure 3-4.

Enterprise-wide Business Risk Management Policy (Contextual)

Enterprise-wide Information Security Policy (Conceptual)

Figure 3-4: Inter-domain Policy Relationship (Lynas, 2012)

On top of the hierarchy, the Enterprise-wide bussngsk management policy and Enterprise-
wide Information Security Policy provide directivas the business to manage the risks and
opportunities associated with sharing informationts@le the corporate infrastructure,
according to defined business risk appetite andigusiandard risk management methods. The
ICT Security Policy mandates the IT departmentamgly with Enterprise-wide Information
Security Policy and to manage information risks ambortunities according to defined
appetites and using standard methods. The Platfdeturity Policy mandates the IT
department to manage risks associated with ead¢forpia in compliance with ICT Security

Policy, and to deploy relevant platform securityvgges. The Mobile Security Policy ensures
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that risks to a particular mobile device platforne anitigated in compliance with Platform

Security Policy, and by deploying relevant mobiide security services.

The defined policies clearly distinguish the usajemployee-owned devices and corporate-
iIssued devices and aim to recognise the evolufidinleomobile endpoint market. Recognising
the evolution of the endpoint market ensures thatdeveloped policies are technology and
device agnostic. Organisations that insist on dgef) device-specific policies often fail to
keep up with the rapidly evolving mobile endpoinanket, resulting in the device-specific
policy being completely outdated at the time of lmlting (Disabato & Berenbaum, 2012).

Once the policies are defined, the logical secwségvices required to deliver on the above-
mentioned attributes are defined. For each ateibatlist of security services is defined as

shown in Table 3-6.

Table 3-6:Logical Security Services to Deliver the RequirdttiButes

Attribute Protected Confidential Integrity- | Identified Authenticated | Authorised | Access-
Assured Controlled
Logical Security Traffic Flow | Stored Data| Entity Unique | Entity Directory Logical
Securit Monitoring Confidentiality | Integrity Naming Authentication Services Access
. Y Protection Control
Service Application | Stored  Datal Entity Entity
Security Confidentiality | Traffic Registration Authorisation
Flow
Device Integrity Entity Public
Security Protection | Key
Certification
Software
Integrity
Protection

The rationale behind the selection of each secaatyice is articulated for each attribute:
Protected

e Security Monitoring: refers to constant monitoring of access to infmion by
mobile devices to ensure that information remairstgeted (e.g. Mobile Security
Intelligence)

* Application Security: deals with security services that build protectim the
application layer. In this architecture layer, theservices are specified on the high
level within the mobile device security policy, aeparately within software
development lifecycle (SDLC) policy.

» Device Security refers to services that ensure the protectioth@factual device, for
instance, to locate, lock, and wipe informationtib@ mobile device in an event theft

or loss.
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Confidential

Traffic Flow Confidentiality: refers to security services put in place to ensoag
the traffic flowing between the mobile device ahé torporate network is protected
and information remains confidential.

Stored Data Confidentiality: refers to security services put in place to enshat
information stored on the mobile device is protdcémd remains confidential (e.qg.

using encryption).

Integrity-assured

Stored Data Integrity Protection: refers to security services put in place to detect
malicious modifications of key files stored on mebdevices (Sivathanu, Wright&
Zadok, 2005).

Software Integrity Protection: refers to security services put in place to detect
changes in program code on downloaded softwaretalw®de manipulation, virus
infections, or otherwise (e.g. MD5, SHA-1).

Traffic Flow Integrity Protection: refers to security services put in place to provide
data origin authentication and connectionless nitiggsuch as Encapsulation Security
Payload (ESP) protocol, or Secure Socket Layer J$&&nt, 2005).

Identified

Entity Unigue Naming: refers to security service that ensures that dwthuser and
the device can be uniquely identified within thetifieate Authority (CA) domain.
Entity Registration: refers to security service that binds the entitytéopublic key
through a registration process done by the Regmtrauthority (RA) to ensure non-
repudiation (Corella, 2004).

Entity Public Key Certification: refers to the process of issuing identity certiésa

and binding of public key to the entity throughithysignatures (Canetti, 2004).

Authenticated

Entity Authentication: refers to the process of determining, confirmingrerifying
the attribute of an entity to whom or what it isckdeed to be (Needham & Schroeder,

1978). The entity could be a device, applicationser.
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Authorised

» Directory Services: refers to a shared central information repositdrgt tstores,
organises, and manages access to resources otsaljethe directory server (Carter,
2003).

* Entity Authorisation: refers to the process of defining access contrtdsrdor
authenticated entities in order to determine whetbegrant or deny access requests
(Ashley, Vandenwauver& Siebenlist, 2000). Accesauthorised during the definition
of access policies or access control rules anéd¢bess policies are enforced through

denying and approving of access requests.

Access-controlled

» Logical Access Control:refers to mechanisms that regulate access to iafitwm

systems resources based on what the identity iwased to access.

3.6  Physical Architecture

The physical architecture layer provides the Buikleiew of the ICT systems. On this layer,
the physical security mechanisms that deliver thgichl security services (specified in

Logical Architecture) are defined. The actual s#gypractices and procedures are derived
from the security policies developed in the logieathitecture layer, with traceability.

Security Policy Documentation exists on each aechutre layer as illustrated in Figure 3-5.

Contextual Poli
sl Over-arching Business Risk Management Policy

Enterprise (Business View) (Enterprise Wide)

PO'ICY Conceptual Policy
(Architect’s View)

Policies for each Enterprise Risk Strategy
(Enterprise Wide)

Logical Policy Domain Policy for each Risk Strategy
(Designer’s View) =
(Domain Level)

Physical Policy Procedures and Practices for each Risk Strategy
(Builder’s View) (Domain Level)

Domain Policy

Component Policy Detailed Standards and Rules for each Risk Strategy
(Tradesman's View) R
(Domain Level)

Operational Policy
(Security Services
Manager’s View)

Detailed Security Implementations and Operations Guide
(Domain Level)

Figure 3-5: SABSA Policy Architecture Framework (Sherwood, €l&rLynas, 2005)

The high-level architecture layers deal with entegpwide security policies and the lower-
level architecture layers focus on security poficgertaining to a specific security domain
(Sherwoodet al, 2005). A detailed description of a domain is pided in Section 2.4.3. The

domain-level polices are created by the individdaimain owners that act as Policy

Authorities with clear ownership of the risk in tldomain (Sherwood, Clark& Lynas, 2005).
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These domain-level policies also define how a danmateracts with other domains. In the
physical architecture layer, the security proceslaed practices outline the actual physical
mechanisms required to deliver on the attributedegscted in Table 3-7.

Table 3-7:Physical Security Services to Deliver the Requikétdbutes

Attribute Protected Confidential Integrity- | ldentified Authenticated Authorised Access-
Assured Controlled
Physical User Activity | Data Encryption| Public Key | Digital Digital Identity and| Information
Security Monitoring (Field-level, Infrastructu | Certificates Certificates Access Rights
. File-level, and| re Management | Management
Service Application-
Device level) Checksum Database
Monitoring ming Access
Message Control
Application Content Hashing
Monitoring Encryption Network
Access
Event Log | Secure Remotg Control
Monitoring Connection
Identity and
Application Secure Deletion Access
Whitelisting Management
Enterprise DLP
Application
Store Data
Classificatio
Containerisati n and
on Reclasificati
on
Patch
Management
Remote wipe
Antimalware
Jailbreak/Roo
ted Detection
Device Lock
Firewall

Each attribute has a selection of logical secwsé@gvices required to deliver on the attribute;
likewise, the logical security services in turn ats own physical security mechanisms. That
is, the physical security mechanisms implementetthis layer are derived from the Logical
security architecture layer. While the ownershiptlod device is considered on the logical
architecture layer during the development of thebifleodevice security policy, the decision
whether to implement selective wipe or total wipe taken on the physical security
architecture layer. This decision is influenced goywacy laws within that Country. If the
device is employee-owned, privacy regulations myate the enterprise not to issue the
remote wipe command on the premise that the daidemt on the mobile device is owned by

the employee and should therefore be left intada4€&, 2012). The physical security
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mechanisms for the logical security services reglio deliver on the protected attribute are

listed and explained in Table 3-8.

Table 3-8:Mapping of Logical Service to Physical Mechanisnf3retected

Logical Security
Service
(Designer’s View)

Physical Security
Mechanisms
(Builder’s View)

Brief Description of Physical Security Mechanism

Security Monitoring

User Activity Monitoring

A mechanism that providé§ with real-time
visibility into the users that access the corpo
network as well as user behaviour.

fate

Device Monitoring

A mechanism that provides reaidi visibility
into the devices (device type, operating syst

em,

model, etc.) that access the corporate network,
as well as device usage patterns. This enables

the generation of an inventory list of all mob

ile

devices in order to block any mobile deviges

that are unauthorised to access the network.

Event Log Monitoring

A mechanism for appending dvemssages t
event logs, in real-time, as soon as they
emitted by the log client in order to perfor
event correlation or to analyse the events
later stage (Vaarandi & Tehnikadlikool, 200
Event correlation is a real-time event process
task that assigns new meaning to a set of ey
taking place within a predefined time intery
(Jakobson & Weissman, 1995)

are
m

at a
b).
5ing
ents
al

Application Security

Application Monitoring

A mechanism that providessitility into the
variety of applications running on employ
devices.

Application Whitelisting

A mechanism to prevent issérom executing
applications that are untrusted or unappro
(e.g. affect employee productivity) or do n
meet regulatory compliance (Huh, Lyl
Namiluko& Martin, 2011).

ved
ot

D

Enterprise Application
Store

A mechanism to provision applications throu
an internal enterprise self-service model wh

gh
ere

IT maintains security and administrative control

of what applications a user can request (Pq
2012). Prohibited applications are placed on
application quarantine and access is monitg
(Basson & Redman, 2011).

lte,
the
red

Containerisation

A set of mechanisms that isolatrsgnal
content from corporate content on the mof
device through granular control and poli
enforcement (Basson & Redman, 2011).
policy also prevents the export of applicati
data from the container, and prohibits copy|
pasting, thereby enforcing data leaka
prevention (Basson & Redman, 2011).

Dile
cy
'he
on
ng
ge

Patch Management

A mechanism to remove or prevdhteat's
ability to compromise vulnerability in an ass
by installing a piece of software code to upd
the application product (White, 2007).

Device Security

Remote wipe: Selective

wipe and total wipe

Selective wipe refers to the mechanism

et
ate

to

remotely delete corporate data while leav
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refers to mechanisms to remotely delete all

recover the data after deletion (Basson
Redman, 2011)

data on the mobile device with no chancesg

personal data untouched (Kane & Gray, 2012).
Total wipe, commonly known as hard wipe

the
to

Jailbreak/Root Detection

Refers to mechanisms thikdws for the
detection of Jailbroken and Rooted devi
(Basson & Redman, 2011)

Ces

Device Lock

A mechanism to lock the device aftazestain
time of inactivity (Basson & Redman, 2011).

Antimalware Software

Refers to software used t®cednd eradicat
malware.

Firewall

Refers to a packet filtering applicatiohat
monitors ingress and egress over-the-air

Zhoué& Bao, 2004).

wired TCP/IP traffic and denies or allows traffi
based on predefined or custom filters (Q

or
C
u1

Infrastructure-centric security forms a foundatitam this proposed reference architecture

model. This means that an implementation of mad®leurity architecture requires some basic

level of security such as firewall, patch manageman NAC. An infrastructure with

inadequate level of security will yield weak mob#ecurity architecture. The physical

security mechanisms for the logical security seawvicequired to deliver on the confidential

attribute are listed and explained in Table 3-9.

Table 3-9:Mapping of Logical Services to Physical Mechanish@onfidential

Logical Security
Service
(Designer’s View)

Physical Security
Mechanisms
(Builder’s View)

Brief Description of Physical Security Mechanism

Stored Data
Confidentiality

Data Encryption
level, File-level,
Application-level)

(Field
and

- A mechanism that renders the device hard
or selected folders and files unreadable in
event of device theft or loss.

disk
an

Secure Deletion

Mechanism to delete data on stomaggia by
either using software or by physica
destroying media (Gutmann, 1996).

ly

Traffic Flow
Confidentiality

Message Conter

Encryption

tA mechanism that secures the delivery
sensitive electronic communication to
destination through encryption.

of
ts

Secure Remote Connectio

n A mechanism to enable careseencrypted

tunnel between the device and the corpo

asset or application.

rate

The physical security mechanisms for the logicalisgy services required to deliver on the

Integrity-assured attribute are listed and expldimeTable 3-10.
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Table 3-10:Mapping of Logical Services to Physical Mechanisnistegrity-Assured

Logical Security Physical Security Brief Description of Physical Security Mechanism
Service Mechanisms
(Designer’s View) (Builder’s View)
Stored Data Integrity Checksumming Checksumming refers to a mechanism for
Protection conducting data integrity check by computing| a

checksum value for disk data and comparing|the
stored value and newly computed value in order
to verify that the data that is read has not begn
altered (Sivathanat al, 2005). Host Intrusion
Detection Systems (e.g. Tripwire) also use
checksums to detect unauthorised modification
or replacement of key binary files by custom
malware (Sivathanat al, 2005).

Traffic Flow Public Key Infrastructure A mechanism for enforcintggrity,
Integrity Protection confidentiality, authentication and non-
repudiation through the distribution and use qf
public keys and digital certificates (Corella,

2004).
Software Integrity | Hashing A mechanism for verifying application intieg
Protection and ensuring that the downloaded applicatiorn

has not been modified. Hashing functions like
MD5 and SHA-1 are widely adopted because of
their randomness and collision resistant features
(Sivathanuet al, 2005).

The physical security mechanisms for the logicaliséy services required to deliver on the
Identified and Authenticated attributes are the identity certificates or digitartificates.
Following a successful registration of user witke tBA domain and binding of the unique
user identity to the public key, the certificate fbe device is generated. The same certificate
is used to authenticate the user and the deviathir internal corporate resources such as
VPN servers and email servers such that when theficate is revoked, the device
immediately losses access to the corporate resaurdde certificate information
(distinguished name) is stored in a Directory Smzvisuch as Identity and Access

Management tool that maps the certificate withuber object on the Directory structure.

In this utopian model, the Identity and Access Mgpament (IAM) solution acts as the
physical security mechanism for the logical servieguired to deliver on th&uthorised as
well as theAccess-controlledattribute. IAM is defined in Table 3-11. In additito acting as

a data and retrieval for user identities, the IARtadmines what the mobile identity can
perform (authorise) within the enterprise (McQuai@803). Furthermore, since the Data-
centric security model requires information to Wwetpcted throughout its lifecycle, the IAM
manages mobile identities throughout their lifeleyantil termination. The physical security

mechanisms for the logical security services reglito deliver on the Access-controlled
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attribute refer to mechanisms that apply the aecessol policies or access rights to the

actual data — See Table 3-8.

Table 3-11:Mapping of Logical Services to Physical Mechanisnfsccess-controlled

Logical Security

Physical Security

Brief Description of Physical Security Mechanism

Service Mechanisms
(Designer’s View) (Builder’s View)
Information Rights| Refer to Section 2.5
Management

Logical Access
Control

Database Access Control

Refers to mechanismsedbalate access to
database for a user, server or group of users

Network Access Control

A mechanism restricting asde network
resources on condition that the device is
configured to meet organisational security
policies.

Identity and Acces;

Management

5 Refers to security services for managing
digital identities, their authentication, as
well as how they are authorised into
corporate systems (Witty, Allan, Enck&
Wagner, 2003).

Data Leakage Protection

Refers to security services that enable
content-aware and context-aware security
policies to control access to sensitive dat:
on devices, and to control unauthorised
dissemination of corporate information
through containerisation (Lawton, 2008b)
See Table 3-8 for definition of
containerisation.

Data Classification
Reclassification

an

i Refers to framework for classification of
information based on its level of sensitivit
as well as its value within the organisatior
as stipulated in the organisation’s
information security policy (Markiewicz,
2011). This assists in developing standart
security controls for controlling access to
classified data. Reclassification is
performed on an ongoing basis to reasse
the assigned classification to ensure that
still consistent with the changes in legal a
contractual obligations as well as change
data usage and significance within the

organisation (Markiewicz, 2011)

I

|

5S
it is
nd
5 in

In this architecture phase, the logical descrigtiathat were defined in the Logical

Architecture layer were turned into technology medphysical elements) that are used in the

construction of the data-centric solution. Eackgatal security mechanism that forms part of

the overall solution requires specialised skillgl apecific products to construct the planned
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solution. The implementation of the solution emtantegrating these skills and products as

described in the component architecture layer.

3.7  Component Architecture

The component architecture layer provides the Tad@’'s view of the ICT systems. It is in

this layer that the physical mechanisms describeitheé Physical Layer are integrated in the
construction process by a team of subject mattperx equivalent to Tradesmen. These
Tradesmen work with specialised products and systeomponents that maybe hardware

components or software components; hence, Compémehitecture Layer.

This section starts by listing the ICT security @mments required to deliver on the seven
attributes. Each component is then discussed ttaiexthe rationale behind its selection as
well as its relevance to the corresponding physicathanisms in order to ensure traceability.

Table 3-1dists the ICT security components required to aelion the seven attributes.

Table 3-12:Component Security Services to Deliver the Requitttdbutes

Attribute Protected Confidential Integrity- | Identified Authenticated | Authorised Access-
Assured controlled
Compone | SIEM E-DRM PKI tools Digital Digital IAM tools E-DRM
nt Certificates Certificates
. VDI SSUTLS and| Host IPS Database
Security SIMIME Access
Service Enterprise MD5/SHA- Control tools
Application VPN 1
Store Network
Shredding/Physi| MDM Access
MDM cal Mobile Control tools
Destruction/Deg| Application
Patch aussing; Crypto| Tunnel IAM tools
Management | Shredding
tools DLP
WPA
Antimalware
tools
Host Firewall

The utopian model proposes an architecture modeleviiobile Device Management is the
core technology towards mitigating the risks assed with mobile devices in the Enterprise.
MDM integrates with other technologies, as showntliy dotted lines in Figure 3-6. The
model depicted in Figure 3-6 proposes a defenadepth strategy where layers of security
controls are placed between users and enterpifisgnation. This strategy, with its origins in
Military, suggests multiple layers of defence meubkas between the adversary and the
target (information) with each mechanism offerindigtinctive impediment to the adversary
(Luddy, 2010).
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Figure 3-6: Mobile Security Architecture in a Utopian Environme

The integration of MDM with other technologies al®ia situation of implementing multiple
isolated security technologies that have littlenor inter-operability with one another. All
MDM components (that is, the MDM Gateway and MDMvee and database containing user
information), are housed inside the enterprise ant on the DMZ where they could

potentially be exposed to external threats.

The utopian mobile security architecture proposaslip key infrastructure as opposed to a
secret key technique. The latter technique reqairescret key to be shared (in an out-of-band
fashion) between the mobile device and the netwwdwvider prior to any cryptographic
operations taking place (Dankers, Garefalakis, Belhafer & Wright, 2002). This approach
is only ideal in an environment where there isaliea pre-established relationship between
the two entities, and is not ideal in a dynamiciemnment where one of the entities (a mobile
device) changes all the time or is previously umkmoto the other entity (Dankers,
Garefalakis, Schaffelhofer & Wright, 2002). Fumiere, the secret key technique presents
additional challenges with regards to the managémen administration of secret keys in a
large scale enterprise deployment, and this hasgative effect on the scalability of the
solution. The number of secret keys is proportidnathe square of the number of entities.

That is, for each pair of entities, you need toegate and administer a unique secret key.
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Therefore, for a group oh entities, n(n-1)/2 keys are required, thus complicating key
management of the solution (Dankers, Garefalakishafelhofer & Wright, 2002).
Encryption on the device and file level is perfodMdDM using similar key management

techniques.

Leveraging PKI for authenticating mobile devices, naobile device generates the
public/private key pair and communicates the pukdig to the CA. The CA signs the public
key and issues a X.509 digital certificate to thebile device (Dankers, Garefalakis,
Schaffelhofer & Wright, 2002). This approach isablbecause the generation of X.509 digital
certificates is only required for identity and aankication purposes. Likewise, this approach
addresses the ubiquity of mobile devices, both@ate issued and employee owned devices.
Integrating PKI solution with Mobile Device Managent allows mobile devices that use the
Network Device Enrolment Services (NDES), suchRads to enrol for device certificates
(Jaquith, 2010a). NDES uses the Simple Certifieateolment Protocol (SCEP) and MDM
acts as SCEP server (Jaquith, 2010a). In this sdhg mobile device generates the
public/private key pair and sends the requesteédNBES/SCEP server (MDM) to request for
device certificate from the CA (Amerk, 2012). ThA @ turn issues the X.509 certificate to
the device via the Network Device Enrolment Servibiis approach is not chosen for the
utopian model because of the vulnerabilities dbsdiby Diodati (2012) and Orlando,
Manion & Shorter (2012), and the fact that a numisemobile devices have not adopted
SCEP. The certification enrolment procedure progdsethis utopian model is illustrated in
Figure 3-7. Upon device enrolment with MDM, MDM geates the public/private key pair
and sends the certificate request to the CA usiitigere Microsoft Active directory
Certification Service, Generic SCEP, or any othergefined credentials. The CA issues the

certificate in response to the certification seeuiequest (CSR) file provided by the device.

MDM then generates a configuration profile for ttievice and attaches the certificate it
received from the CA to the profile. By so doinige ttonfiguration profile is digitally signed
to avoid tampering, where the only means of rengp¥re configuration profile is to wipe the
device to factory default (Jaquith, 2010a). In StepMDM sends the configuration profile
and the certificate to the device. With this applpat is not mandatory to enable SCEP but it
can be used for communication between internal G&'squired. This authentication obeys
NIST 800-63 Level-3 Authentication requirementsaliggd by Burr, Dodson & Polk (2006).
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Figure 3-7: Certification Enrolment Steps in a Utopian Model

This utopian model does not propose NIST 800-63l-dvAuthentication because this level
requires the use of Smartcards and Secure Eleméinth, at the time of this research, are not
supported by other mobile device vendors such gdeAmc.; only the BlackBerry vendor
(Research In Motion) provides smartcard readers ¢ha pair the mobile device to the
workstation to offer two-factor, smartcard autheation (Jaquith, 2010a). Furthermore, a
number of mobile devices do not have a suitable caader to accept the standard sized
smartcards, thus rendering the procedure of irdergathe device to the reader, relatively

burdensome

In this model, a VPN solution is proposed in addlitio PKI to authenticate certain remote
users to access corporate resources. Since VPNrdigttion is also certificate-based, the
VPN server keeps its own certificate key pair thety differ from the one stored on the
trusted CA. It is therefore imperative that thested CA list is regularly updated to ensure
that all the existing certificates are synchronjsedl to ensure that a VPN user can connect to

corporate network with a certificate that is netitio the trusted CA (Diodati, 2011).

Certificate-based authentication for email is psgab to mitigate the risk posed by email
applications when storing user credentials on thbila device email client. These credentials

are required to access the back-end email serndecam be easily retrieved in an event that
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the mobile device gets compromised. Digital cexdifes eliminate the storage of user
credentials within the email client, thus reducihg risk of unauthorised access to the mobile
device and consequent information loss. Using dipigroach, user credentials are stored on
the directory service such as Active Directory &M instead of storing them on the mobile

device itself.

The functionality of existing IAM is broadened topport the mobile platform. In this model,
IAM is used as the first entry point to authorisentrol, and audit access of digital identities
to the back-end applications and information. TK& éhsures that, through the use of digital
certificates, all the digital identities are suiiotly trustworthy and that the IAM knows in
advance all the identities that are likely to resjuguthorisation to the managed corporate
resources such as emails. Integrating IAM with M@ables the ability to automatically
detect connecting devices based on operating syatehdevice type (e.g. Netbook). Since
mobility of workforce results in unpredictable clgas in user location, as well as the time
and the device from which the workforce accessepgocate resources; the IAM assumes a
context-centric access model where access is grdraeed on context information such as
location, device type and time (Corrad, MontanarTialdi, 2004). In the same analogy that
a Role-Based Access Control (RBAC) model grantsdipéal identity access to a resource
based on properties, context-centric access madatgyaccess based on context (McDaniel,
2003). If the digital identity is subjected to ateen context, then access permissions mapped
to that particular context are assigned (CovingkdnJ., Long, W., Srinivasan, S., Dev, A. K.,
Ahamad, M. & Abowd, G. D., 2001).

Security Information and Event Management (SIEMpwvdes Security Information
Management (SIM) and Security Event Management (BEMEM is predominantly
implemented to provide log management, complianegonting, real-time monitoring,
alerting, correlated intelligence, incident managatras well as forensic analysis (Nicolett &
Kavanagh, 2011). Integrating MDM and SIEM extendese functionalities into mobile
devices, thereby building intelligence on mobilevide usage as well as mobile workforce
behaviour. SIEM receives real-time events from otlecurity technologies such as
Antimalware, Host IPS, and Host Firewall and setidse events to the MDM to gain full
visibility of the mobile network traffic. Furtherme, the SIEM can collect unique logs such
as mobile device ID, Geographical Positioning Systg&PS) logs, as well as Jailbreak
information that could be analysed to create twadind activity patterns that provide useful

input for threat and fraud mitigation purposes (\,a@012).
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An enterprise application store allows enterprisesdevelop and deploy applications to
mobile devices in a secure and organised mannwgriting enterprise application stores
with MDM allows IT administrators to set policiesrfapplication usage and allows IT
administrators to provision applications to useesda on their roles (Gray, 2012). The
utopian model proposes virtualised desktop infuastire for application whitelisting and
patch management in conjunction with offering thesgabilities using MDM. MDM
provides an added layer of application securitpulgh a dedicated encrypted tunnel called
“Mobile App Tunnel” between application client on raobile device and the actual
application sitting on the Application store (Zeispr 2012). In this model VPN is reserved
for back-end legacy applications that were notinally designed to be accessed remotely by

mobile devices.

Data Leakage Protection is based on policies thatitor and protect data based on its
content (content-aware) as well as its contextt@draware). The data could be in storage (at
rest), in transit or in use (Mogull, 2008a). DLRdks data at rest and prevents the leaking of
sensitive data as it flourishes to mobile devicEadpoint DLP continues to provide
protection of data on mobile devices, even whe tiais left the confines of the corporate
infrastructure (Mogull, 2008a). The protection @ital in use is achieved through E-DRM'’s
policies. The integration of DLP with MDM allowsrf@n even more robust set of policies
that significantly reduce data loss. MDM toolsetevide containers that separate corporate
data from personal data within a single mobile deviBasson & Redman, 2011). DLP
policies are then defined to prevent the expodaif from one container to another container
(Basson & Redman, 2011).

E-DRM encrypts data within database tables and egltl acts as a database access control
tool by assigning authorisation levels to dataliabées and cells. Access rights are assigned
to emails leaving the mail server, as well as toutdeents leaving the document management
systems and enterprise resource planning toolEeBRM audits access to documents and

any changes made to policies or rights.

3.8  Operational Architecture

The operational architecture layer provides theisermanager’'s view of the ICT system.
This layer acts as a departure point for those wéi@ responsible for architecting, designing,
and building the solution, and an entry point foe tteam responsible for day-to-day
operations of the solution hence, operations lakeis is analogous to a facilities manager or

service manager of a building responsible for &g-tb-day maintenance.
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The security services management architecture sexist each layer of the SABSA
architecture model and its tasks are interpretedketail on each of the five layers. Table 3-8
shows some of the operational activities that mwgied by each layer of this utopian model.

Table 3-13:Security Services Management Architecture

SABSA Layer Operational Activities
Contextual Layer Business Driver Development
Conceptual Layer Developing operational risk managy#

Objectives through risk assessment, Roles

Definition.

Logical Layer Mobile Device (Asset) Management, Meb
Security Policy Management, Evaluation &

Management of Data-centric security service

Physical Layer Device Security and Protection

Component Layer Technology Protection & Re-evatugti

Security Service Performance Monitoring

(Sherwoockt al, 2005)

3.9 Summary

In this chapter we defined an outreach architeatuwdel for mitigating the risks that mobile
devices bring to corporate information, a model alhiis cognisant of the business
requirements and harmoniously integrates the pieaétechnologies into a seamless whole.
The model takes a layered approach where the lassieguirements are defined in the top
layer, with a new level of abstraction developedeach lower layer until the very lowest
layer (component architecture), where the seleatibtechnologies and products is made.
Finally, the operational aspects of the solutiom addressed in the operational architecture
layer. The complete diagram of all the architectagers and their relationship is illustrated

in Figure 3-1.

The next chapter presents a qualitative studydbtlkes utopian model in a real environment.
The study is conducted on various organisationsltimately test whether or not adequate
attention is paid to business requirements wherementing technologies to mitigate risks

that mobile devices bring to corporate information.
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Chapter 4 : Research Methodology

Broadly speaking, the goal of this research iseveé a practical data-centric model that can
be applied in a real-life environment to proteatpowate information on mobile devices. The
derived model is based on the outcome of the quiaiet study that is presented in this
Chapter. That is, the practicality of implementthg utopian model will be assessed through
the qualitative study comprised of a survey andrges of expert in-depth reviews leading to

the refinement of the utopian model. The refinedlelds presented in Chapter 5.

The qualitative study is conducted to examine ammpert the pre-existing theory described in
the previous Chapters. It details the survey respsncase studies and interviews used for
evaluating the technologies that have been implésderby organisation to protect

information outside the corporate infrastructure.

This Chapter begins by describing the researchoagpr data collection method, the series of
interviews and questionnaire used in the surveye method of analysis is then described
before the presentation and actual analysis of rdsilts. The Chapter concludes by

summarising the findings from the qualitative study

4.1 Research Approach

The shortcomings in the technologies that have lome@lemented by organisations to adopt
the data-centric security model as posed in Chdpteweal a need for further investigation
into the implementations of these technologiehereal world. Hence a qualitative research
approach based on questionnaires, case studiesni@mdews from specialist practitioners

was chosen to meet the research objectives set Qitapter 1.

4.2  Data Collection Methods

Introductory letters printed on Rhodes Universastdr-head were collected and sent to the
targeted population before the actual data cotlactiarted as a means of seeking consent for
the study. This preliminary gesture is vital givre sensitive nature of the data being

gathered. Refer to APPENDIXfBr a sample consent letter.

The researcher collected data by administering rtiali questionnaire and through

conducting an iterative process of data collechod data analysis leading up to a model.
Ethics clearance relating to the content of thestjoenaire was obtained from Rhodes
University. The primary objective of the questiomeavas to get a sense of the number of
organisations that have adopted or are in the stafjeadopting the data-centric security

model. Expert in-depth reviews were conducted wiious companies probing detailed
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questions specific to each technology (Mobile DevManagement Questionnaire, Virtual
Desktop Infrastructure Questionnaire and EnterpriBggital Rights Management
Questionnaire) in line with research objectivese Tritended outcome of these expert in-depth
reviews was to get a view of whether the implemeéméehnologies adequately addressed the
business requirements for security and the riskg thobile devices bear to corporate

information.

4.2.1 Questionnaire
The questionnaire consisting of approximately 1ésgjons divided into two sections ‘A’, and
‘B’, used structured questions, Section ‘A’ cotmikof three questions seeking to answer the

first research question. Section ‘B’ consistedive# questions to test the hypothesis.

The first few questions were generated to receiwmes demographic data about the
participants. This determines the importance oftdgc in relation to the function of the
participants, the industry in which their compasyvorking, and the size of the company.

The duration of the survey was approximately twanthe (19 March 2012 to 10 May 2012).
The survey was developed using an online survelydalted SurveyGizmo and shared over
the Internet (LinkedIn). The survey participantsrevsourced by sending the link to the
survey to all the people connected to the reseamhd.inkedin (249 people). Out of the
population of 249, only 68 responded, yieldingtamerate of 27%.

The survey containing simple closed ended questias completed in full by 55
participants, with thirteen participants partialgmpleting the survey. The responses from
uncompleted surveys were taken into consideratioing data analysis. Table 4siates the
exact questions from the pilot questionnaire, ekidg the demographic questions (refer to

APPENDIX Cfor a complete questionnaire).

4.3  Method of Analysis

The responses from the questionnaire survey weatysed using SurveyGizmo to yield
visual representation in the form of graphs antetablrhe detailed descriptive responses from
expert in-depth reviews were presented in chroncéb@rder. Analysis is conducted through

the identification of themes.
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Table 4-1. Questionnaire

Section Research Question / Hypotheses | Investigative question

Pdlicy - does a security policy or strategy
document exist for mobile devices?

Awareness training - does the enterprise
What accounts for the inconsistency have an awareness programme in place that
between data-centric security addresses the importance of securing the
controls and business objectives? | mobile devices physically and logically?

Usage¢ - what is the mobile device normally
used for? (i.e. is it used for accessing emails
or for accessing corporate resources within
the enterprise?)

Data classification- does a data
classification policy exist? Is data classified
and labelled according to its sensitivity?

Encryption - is data labelled as sensitive
properly secured while in transit or at rest?

Secure transmissio - do mobile device
users connect to the enterprise network via
The technologies used to protect | a secure connection?
information outside the corporate
infrastructure do not implement the| Antivirus updates - does the enterprise
B correct level of protection that can | update the mobile device antivirus software
result in controls that effectively to prevent perpetuation of malware?
address the business requirements| Asset Managemer- is there an asset
management process in place for tracking
mobile devices?
Installed technologie: - has the enterprise
installed any of the following technologies
to address the proliferation of mobile
devices:

* Mobile Device Management

» Virtual Desktop Infrastructure

» Enterprise Digital Rights

Management.

4.4  Presentation and Analysis of Questionnaire Surv ey
Questionnaire survey results show that Mobile Dewtanagement has the largest footprint

(45%) when compared to other technologies as shiowable 4-2.
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Table 4-2: Technology Distribution Landscape

Implemented NOT Implemented Total Responses

Mobile Device 30 4 34
Management

Virtual Desktop 23 2 25
Infrastructure

Information Rights 15 2 17
Management

N=55

Figure 4-1, a majority of the respondents (34%) feven the Banking or Financial sector,
with only a few (2% each) from Manufacturing, Ediima, Food Services, and Engineering

industry verticals.
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2%
/_ 2%

Entertainment
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urance
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Non-profit
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2%
° Government/Militar Food Services

Y 2%
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Figure 4-1: Respondents by Industry Vertical
The large percentages (69%) of the respondentsnage management position, including

Managers, Vice Presidents, Top Level Executives, Rimectors. The results in Table 4-3
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represent balanced views and opinions of peopleth management and non-management

levels.

Table 4-3 Job Title of Participants

Job Title Number of
Participants
Top Level Executive 1
Vice President 3
Director 7
Manager 27
Professional 16
Support Personnel 1

N=55

The largest implementations of MDM toolsets ex@tssmartphones (77.1%), with the least

implementations seen on laptops, as shown in 7aidle

Table 4-4: Technology Distribution per Platform

Smartphones Tablets Laptops Total
Responses

Mobile Device 25 11 17 52
Management
Virtual Desktop 3 3 21 32
Infrastructure
Information 2 1 11 14
Rights
Management
N=55

Virtualised desktops are prominent on laptops (66%@ less prominent on tablets (9%) and
smartphones (9%). Only 16% of the respondents wiéiner not sure whether VDI is installed

in their organisations or indicated that it was ingtalled.

There are only a few implementations of MDM on &bl (21%) as compared to laptops
(33%) and Smartphones (48%). This could be ateibtd the fact that there are fewer tablets

at this point within organisations as comparedfudps and smartphones.
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A large percentage (79%) of respondents that itelichaving implemented E-DRM in their
organisations have installed it on laptops, witly@small percentage (7%) having installed
it on tablets and smartphones (14%) compared topap

N=55
Figure 4-2depicts the graphical representation of the abogatimned technologies,

distributed per device platform.

79%

66%

48%

33%

14%

9% 9% 7%
Mobile Device Management Virtual Desktop Infrastructure Enterprise Digital Rights
Management

Smartphones M Tablets ™ Laptops

N=55
Figure 4-2: Technology Distribution per Device Platform

While VDI possesses strong security capabilitieterms of application whitelisting, patch
management, encryption (through VPN) and controdedess to corporate resources, the
survey results show that its deployment is protaeonly in the desktop environment, and
still lacking in the smartphone and tablet circles.

The number of employee-owned tablets and smartghouiveighs the number of those that

are corporate-issued.

Table 4-5: Corporate —issued Devices vs. Employee-owned Dgvice

Employee Owned Corporate Liable Total Responses
received from

Survey
Smartphones 33 29 69
Tablets 30 24 59

N=55
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Tablets carry the largest percentage (51%) of #nacds that are owned by employees,
followed by Smartphones at 48%, attributable to féuet that only a few organisations are
willing to provide their employees with tablets,dathe few employees who enjoy this

privilege are in management ranks.

Only 42% of smartphones are owned by the compaaies,only 41% of tablets belong to

companies. The remaining 8% of respondents (se®&N=5

Figure 4-3 could not indicate whether their tablets are ooafe-liable or owned by

themselves personally.

51%

48%

42% 41%

8%

Smartphones Tablets

B Employee-owned Corporate issued H Unknown

N=55
Figure 4-3: Corporate vs. Employee-Owned Devices

There were 128 responses (from 55 participantshitoparticular question, an indication of
an increasing number of employees who carry sepa@tices for both work and personal
use. This could also be accredited to the fact sbbate employees own a personal device

before they are issued with a corporate device.

The traditional controls for tracking the lifecyabd IT equipment (e.g. asset management)
have not fully cascaded into smartphones and wblMbst organisations have not included

smartphones and tablets into their asset managesystein.

Only 22 of the 42 respondents (53.7%) indicatedirftauncluded tablets in their asset
management system. This trend is consistent wétiatt that tablet adoption is fresher on the
market in comparison to laptops and smartphoneghéumore, since asset management
provides organisations with a method of keepingktraf which devices have been provided

to which users, organisations have not realised rdmguirement to track tablets and
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smartphones because their ownership is widely bykeimployees rather than with corporates

themselves.
Antivirus software deployments are not particulgntgvalent on tablets and smartphones.

Table 4-6: Antivirus Deployment on Mobile Devices

Antivirus Installed Antivirus Not Installed
Smartphones 22 33
Tablets 23 32

N=55

As shown in Table 4-6, there are still more smant@s (60%) and tablets (58.2%) that do not

have Antivirus installed compared to those thahdee Antivirus installed.

Most organisations (74.6% of the 55 respondentspdl/ have a policy document for mobile
devices. This is an indication that organisatioms starting to formalise their mobility
strategy by developing corporate policies to suppanployees who bring their own
smartphones and tablets to work and use them fdt adivities.

Likewise, 65.5% of the respondents already havata dlassification policy document, and
only 56% admitted having actually classified itsadaccording to its sensitivity.

Though 89% of employees use mobile devices to accesporate emails, about 56%
admitted to using mobile devices to access corpodaicuments as well. Some of the

documents that are accessed using mobile devieeseasitive in nature.

An awareness programme that addresses the impert@nsecuring mobile devices was
indicated by only in 32 of the 55 respondents jasvé in Table 4-7.

Table 4-7: Awareness Program for Mobile Devices

Number of Respondents
Awareness Program Exists 32
Awareness Program Does Not Exist 23
N=55

4.5  Expert In-depth Review on Virtual Desktop Infra  structure

In identifying the specialist practitioners to Ioéerrviewed for VDI; the LinkedIn social media
application was used to send messages to appratyma® members of a group called
“Virtual Desktop Infrastructure”, and two particiia responded. The interview gquestions
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(see APPENDIX-E) were then sent via email to twgamisations that accepted the consent to

conduct study. The participants were:

» one of the largest financial services group in Bd\ftica; and
* a multinational company manufacturing network desjcheadquartered in San Jose,
USA.

The adoption of virtualised desktop infrastructurghe organisations that were interviewed
was largely influenced by cost (i.e. lower totakicof ownership of desktops). The network
devices company also highlighted the concept of fAfmur-Way” as an additional

contributing factor towards adoption of VDI. “Woglour-Way” refers to the new style of
work where employers are required to provide enmgdgywith increasingly flexible options
for where and what device to use for work (Ciscet&wys, 2012). Today’s VDI do not only
support virtualised desktops, but voice and videdete-presence as well, thus allowing
mobile employees to use any device (smartphonalsett for example) to collaborate with

internal workforce.

The expert in-depth review revealed that the semgndriver towards implementation of VDI

is to have the capability of restricting applicagothat can run on mobile devices through
application whitelisting. Application whitelistinig the inverse of blacklisting, referring to a
technique of accepting only applications that ametlee allowed list and denying any other

applications.

The other benefit comes from the functionality ddMas some form of a patch management
toolset. The VDI instances are patched on a redudars to ensure that supported operating
systems and applications remain up to date. Howeherinterviewed financial organisation
alluded to the fact that its applications estateeis/ diverse and complex, resulting in a lack
of patch management coverage in some of the swggp@pplications. VDI proved to be

useful in patching known and supported applications

The connection channels between the various deypes and the back-end virtual server is
usually encrypted using VPN'’s. One of the orgamset has installed VDI only on desktops,
while the other organisation extended the implemdént to iPads and iPhones due to the fact
that iPads and iPhones already have supported VieMNs

Both the interviewed organisations agreed haviggsified the VDI instances in terms of
criticality. The critical desktop instances are reggted from the normal desktop instances.

Standards are put in place to ensure that virtwétclkes, VLAN's, routing protocols, and
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other networking components are configured accgrdo best practice to ensure that no
traffic can leak from a VLAN that is hosting criicvirtual desktops to another due to

misconfigurations.

A client component is usually installed on deskttipmitiate or execute the VDI session. The
network device company uses Citrix XenDesktopsntlisr both desktops and mobile
devices, while the financial institution has inktdl VMware view client only on desktops
because the VDI implementation is not extendeddbila devices. Authentication is required

to execute the client component.

The network device company expressed a need to omads a client-less, browser-based
VDI access using HTML-5 Remote Desktop Protocol FRRlient such as Ericom Access
now. This removes the need to install Flash, Silylet; ActiveX or any other underlying
technology on the desktop and mobile device. Thé 343sions run entirely on a browser that
has Websocket and HTML-5 support such as Interngildger, Chromebooks, Safari,
Firefox, Google Chrome, and Chromebox. The oth&rediowards HTML-5 RDP is that in
the event of a disaster, users can be redeployaupgtly and securely without additional

infrastructure thus enabling disaster recoverylaminess continuity.

4.6 Expert In-depth Review on Mobile Device Managem ent

In identifying the specialist practitioners to beerviewed for MDM; consent letters were
sent to the 68 respondents identified during thBalnsurvey, with only one participant
responding. A message was then posted on Linkedimpgealled “BYOD: Bring Your Own
Device” inviting 2,937 members of the group to papate in the study, and three members
responded. This low response rate from the grouplmees could be attributed to a number of
issues, with time being a primary factor. While m@spondents usually do not have time to
spare to respond to relatively long interview qiges, others still regard interviews as being
a bother. The interview questions (see APPENDIXw®2re then sent via email to three
organisations that accepted the consent to coredudy. The participant organisations were
the following:

* an information assurance and systems security eagihgy company based in
Melbourne, Florida, USA,;
* alarge IT outsourcer in South Africa with offidessed in Midrand, South Africa; and

» one of the four largest Banks in South Africa.
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The interview questions consisted of both closatl @men-ended questions, and divided into

four sections:

introductory questions;
inventory related questions;

application related questions; and

A

technology specific questions.

The adoption of MDM toolsets into the organisatidinat were interviewed was led by the
proliferation of mobile devices in the workplacexeEutive managers started bringing their
own iPads and the organisations then issued cdgorened iPads to senior and middle
managers. The infusion of mobile devices startedoiméng unmanageable and IT

implemented MDM toolsets in attempting to catchanp to manage the mobile workforce.

None of the organisations interviewed have implele@gMDM for more than two years; the
least recent implementation was completed less shamonths from the date of survey (15
October 2012). Two out of the three respondent%oj6dhose to install Airwatch following a
rigorous proof of concept; the other organisatibwse to install Good Technology MDM.
The two organisations admitted that the choice ehdbr (Airwatch) was influenced by
Airwatch’s ranking in the MDM market space. In adth to Airwatch’ s position in the
Leaders Quadrant of Gartner's 2012 MDM Magic Quatidobile Device Management,
2011; Redman, 2012), Airwatch received Frost & iSaii’'s 2012 North American Customer

Value Enhancement Award in Mobile Device ManageniEspinoza, 2012).

The interviewed organisations rely on mobile devitenagement toolsets to collect
information such as make and model of diverse meobitvice as well as applications
deployed on those mobile devices. The mobile dememagement toolset was also found
useful in identifying the versions of the mobilephpations and for deploying application and

operating system updates.

The interviewed financial organisation uses thewvoet discovery features of the existing
vulnerability management toolset (QualysGuard) tscaver and prioritise all network

devices, including mobile devices.

Organisations found it relatively easy to detecwser and operating system versions, but

beyond well-known and finite models (such as iPBpnAndroid variants number in the
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thousands. The organisations rely on databases @BSM Arenito keep up with the
plethora of Android devices. This is usually autteda semi-automated and unstructured; as
a result the organisations do not know, with aldsopwecision, the exact type of devices that
access their network, including those that accéssvPPN. The Financial institution does,
however, maintain a list of all the devices thabd connect to the network including its
brand (i.e. only iPhone, Blackberry, and iPads rasmaged through MDM toolsets). This
institution has installed Network Access Controldddition to MDM to prevent certain
devices from connecting to the network if they ad comply with the security, privacy, and
data protection policies. Furthermore, the finanmatitution has restricted their end-users
from using personal applications while connectedtlus internal network. The other two
organisations were quite flexible in their approactd allowed their employees to use their
personal applications. With the latter approacle t¢inganisations accepted the risks that

personal applications might pose (e.g. viruseghercorporate network and assets.

The mobile device management service is an insduseevice amongst all the surveyed

organisations.

The organisations found it very easy to manageelaggle deployments of mobile devices,
using their existing MDM solutions because the Bnemt of a device and configuration of

policies is done easily over the air.

Only one of the interviewed organisations did retéra mobile device management policy in
place. The remaining two organisations performeghp analysis on the existing security
policies to see if they cover mobile devices. Thmaricial organisation followed the gap
analysis with a risk analysis. It was realised loyhborganisations that, given the prevalent
state of the situation, there was a need to devalggeparate policy for mobile device

management, instead of merely modifying existinkcjes.

All interviewed organisations found MDM very usefal detecting Jailbroken and Rooted
devices. When MDM detects a Jailbroken device aiewice that is running a blacklisted
application, it immediately blocks that particuldevice from accessing network resources.
Likewise; within the interviewed organisations, MDizMis been configured to block devices
that have not accessed the network for certain eumbdays. Figure 4-4 shows a screenshot
from MDM management console, where the right hadd depicts a graph that keeps track
of the date when the device was last seen on tlverie Both organisations configured this

feature in order to restrict devices that haveatdate MDM policy access to the network.

* http://www.gsmarena.com
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These devices are sent to a quarantine folder pddted, before being granted access to the
corporate resources.

Asset Tracking
Device Ownership ¢= Platforms Last Seen
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Figure 4-4: Screenshot from MDM toolset (Surveyed Respondent)

All three organisations have configured MDM to ohigtiish corporate-owned devices from
personal devices. Selective remote wipe is alsdigimed on all three organisations, and

passwords are used as the primary means of awtagori.

4.7  Expert In-depth Review on Enterprise Digital Ri  ghts Management

In identifying the specialist practitioners to beterviewed for E-DRM; the interview

guestions (see APPENDIX-F) were sent via emailwo brganisations that accepted the
consent to conduct study through a group calledofination Rights Management” on

LinkedIn. The interview questions were sent toftlil®wing specialist practitioners:

» Seclore Technologies —a security software companyiging information security
solutions in the areas of information usage confirdbrmation rights management,
and IT security outsourcing. The company, base#imbai, India, develops the
IRM product called Seclore FileSecure, and alsos usdnternally to secure its
intellectual properties. It has more than 2 millisers Worldwide.

* Wipro Limited —a multinational outsourcer headqeeet in Bangalore, Karnataka,
India.

The interview questions consisted of 25 questibnsired as follows:

» seven introductory closed-ended questions;
* twelve open-ended questions relating to handlinijed and documents; and

* six open questions relating to the functionalitytad technology.
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Wipro Limited only responded to the twelve open@thduestions; and some of the responses

are taken into consideration during analysis.

Seclore Technologies has a number of clients the¢ fbeen using their E-DRM product for
more than three years. Their IRM products go a Veng way in protecting information

residing in documents and emails, however, the Réhnologies in general are still lacking
in protection of information residing in web sité%r instance, their product cannot prevent
someone from capturing screen dumps from web bagplications like Enterprise Resource
Planning (ERP) applications. Wipro Limited uses Mgoft Rights Management Services and

has also attested to a similar issue.

Seclore FileSecure has strong encryption capaslittso much so that it encrypts database
tables and cells; it even goes so far as to defutkorisation levels (reading and editing) on
database tables and cells. Data classificatiorcyp@kists on most of Seclore Technologies’
clients, however, it is not always enforced, makihglifficult to choose which files or
database fields to encrypt and which ones to ldaeteind. Consequently, all files and

documents are encrypted, irrespective of theirsiesitivity or classification level.

File sharing and document management systems likeobbft SharePoint and IBM FileNet

provide a granular level of access control goveynivho can access a particular file or
document. However, these controls do not extenddbile devices once the documents have
been downloaded. Seclore admitted that its E-DRbHpct (FileSecure) does extend this
scope and reach of security policies defined ie find sharing document management
systems to desktops. Furthermore, Seclore FileSeprovides extension mechanism and
Application Programming Interfaces which extend sitepe and reach of security policies
defined within ERP applications (e.g. SAP), KnovwgedManagement Systems (e.g. Lotus
Notes), Groupware Systems (e.g. ProjectPlane), Riodluct Data Management systems.
Wipro Limited, on the other hand, confirmed thatH-DRM extends its security scope only
to Microsoft Office documents stored on MicrosoftaePoint. SharePoint technologies can
store AD-RMS protected documents, and since Wipmnited uses AD-RMS in Windows

2008 and Office SharePoint Server 2007, documerdy/pted using AD-RMS are visible to

SharePoint and can be tagged or indexed.

At Wipro Limited, the document owner assigns rigttsa document created using an AD-

RMS enabled application such as Microsoft Officdefprise. Likewise, email senders use

Office Outlook to apply rights to email messagesvali as to the unprotected Office Word,

Office Excel, or Office PowerPoint document attaemts that might be included. The
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Seclore clients use a similar approach; however,dilcument owner assigns rights to any
document, irrespective of whether it was createdigudicrosoft Office Enterprise, and
irrespective of the email application client us&tle rights of the file remain with the file
throughout its lifecycle and cannot be copied tother file unless the other file is also
protected. Both toolsets offer the capability tpiex the rights on any specific date in order to
revoke access rights remotely. Document expiratioes not destroy the document, it only
expires the right to open the document. In additmnmevoking access through expiration,
Seclore FileSecure provides remote control to eygege of information which is shared
within and outside of the organisation thereby piimg the capability to remotely revoke
access rights as long as the remote device iseor@ffline machines validate the expiry date
against local machine’s internal clock, and onlim&chines validate the expiry date against a

remote time (NTP) server.

Seclore FileSecure protected files open only a$iercessful authentication, and Seclore
FileSecure client must be installed on the devi@ece a user authenticates, the decryption
key and policy information is downloaded onto thedl computer and allows the file to open
with restricted access. The decryption key is ordlid for that particular session, that is,
when a user closes the protected data file andersogt again, another authentication is
required (either single sign-on or stored sessiorrder to download the decryption key to
open the protected file. Protected documents cam [z accessed in offline mode when the
document owner has provided the rights to accesslticument in offline mode, and when
the document was opened before in online modeadtivities on the document are logged
and stored in a central audit trail repository idey to assist with forensic investigation and to
ensure compliance reporting to regulatory requirgsisuch as 1ISO27001, Sarbanes Oxley
Act (SOX), HIPPA, GLBA, and PCI-DSS. These actiMibgs can be configured in different
formats, using a report builder, to satisfy varioegulatory reporting requirements.

At Wipro Limited, on the other hand, AD-RMS alsolige on operating system user
authentication to validate the user’s identity,doefthe user is issued with a licence. AD-
RMS protected files open only to a user that paesea valid end use licence (EUL) issued
by AD-RMS server. This licence is used to decryyat tontents of the file and to enforce the
specific usage restrictions assigned to the filed Hse licences can be cached and reused to
open a protected file in offine mode. For instandecrosoft Word appends the use licence to
the WORD document allowing the document to re-dpem any machine where the user has
an active account without having to consult with-RIMS server, until the licence expires.

Likewise, the document can also be created eitheffline or online mode when the device
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that is used to create the document possessesjaewnrlid publishing licence issued by the
AD-RMS server. Each successful and failed attemgictess a protected document is logged
for user tracking, and to assist with forensic stigations. This AD-RMS optional feature
allows activity logs to be sent to a log databasiegiMicrosoft Message Queuing (MSMQ)
Services. The MSMQ service ensures that the logsached internally, in an event of a log
database being unavailable, and replicated toopel&tabase when the log database becomes

available.

None of E-DRM toolsets used in either organisatiae the capability to protect documents
in printed format, thus avoiding information leagithrough printed documents. For instance,
the E-DRM toolset can add watermark effects on phated document as well as the
credentials of the person that printed the docuntbateby enforcing the person that printed
the document to protect it (Cheung & Chiu, 2003hew interviewed, Seclore Technologies
mentioned that protecting documents in printed fdrdoes not add value because the printed
documents can be scanned back into electronic torama watermarks can be removed, in

that way allowing the previously protected printEgtument to be stored unprotected.

Wipro Limited indicated that their E-DRM only reauges Windows-based mobile devices
and does not recognise mobile devices like BlackBePhone, iPad, PlayBook, Symbian,
and Android based mobile devices. The rights tlzet lbe assigned to email messages on
outlook mobile are only limited to “Do not forwardOffice Mobile can only read IRM
protected documents and does not allow for thetioreaf protected documents. Seclore
Technologies confirmed that a number of their ¢Beare using its Seclore FileSecure
applications for iI0S devices (Seclore FileSecurte)Lio access rights protected documents
and emails from iOS devices. The iOS devices ahg @stricted to view the protected file
and cannot access the contents of the protectednaot devoid of authenticating and
uploading the protected file to a cloud based viemxgned by Seclore (Seclore FileSecure
WebConnect).

The implementation challenges faced by most of @eclechnologies’ clients are largely
attributed to the lack of knowledge or informatiamout E-DRM within IT teams, as well as
lack of awareness on the need for protecting in&tion among business users. Overcoming
these challenges involves educating both IT pemdorand business users. Seclore
Technologies also shared some experiences from E-B¢ployments from clients at various
industry verticals (Gupta, 2012). At a multinatibilee company, Seclore Technologies went

beyond training personnel and worked with usersréate confidence. At a manufacturing
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organisation, a champion for the E-DRM cause wastiflied from business. Although the
organisation had a strong information security teaat all of the business users were
security savvy. Leveraging on the support of thadhef the business, educating other
business users and the IT team became a seanfieds lafanother client, an Indian power

company, the existing knowledge portal was usetidwibute information about E-DRM.

4.8 Limitations of the Study

The research has limitations with respect to threegdity of the findings. The expert in-depth
reviews were conducted on relatively fewer partioigs (a total of seven participants)
compared to the questionnaire survey, thus it neayrtertain whether the findings from the
expert in-depth reviews may generalise to othernmiggtions. It was also difficult to make
systematic comparison on some of the survey reggonsie to widely differing, and
sometimes subjective responses. Despite this, sisabn the survey responses provided
insight on how the technologies are used to miigaks from mobile devices, and how these

technologies are used to address business requitefioe security.

49  Summary

The questionnaire survey results support the titeeareview in that the organisations do
allow mobile devices (either personal or corpoiaseled) to access their network, as well as

other corporate resources such as emails, contesltsapplications and documents.

The survey results do, to some extent, answer ébearch question posed in Section 1.3.
There is some level of inconsistency between th@-dantric security controls and the

business objectives. This inconsistency is instigdty the fact that organisations implement
the information security controls on a very reaetand tactical basis. The organisations
identified the business requirements of mobilitctstas employee productivity and cost
reductions. To address these business requirentbatsrganisations identified technologies
to implement as point solutions, without regardhe broader implication. Consequently, the
implemented technologies exist in isolation, witb avidence of integration and inter-

operability.

The qualitative study results show that informatmwatection is not the primary objective in
why the interviewed organisations chose to implentiee data-centric security technologies.
For instance, the organisations that implementedalised desktops were largely driven by
the business objective of reducing the total cdstownership of desktops. Similarly,

organisations that implemented mobile device mamage toolsets did so in trying to catch

up with the proliferation of mobile devices andréspond to the concept of ‘bring your own
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device’ (BYOD). This is a strong indication thatcadty is often thelast aspect to be
considered when implementing solutions to addrepecic business requirements.
Furthermore, the implemented solutions only addtiessbusiness requirements, and not the
business requirements for security. In Table 3-¢Jisted the business drivers for security for
each business driver in order to ensure that sgasrnot considered lastly when designing

the solution.

In-depth analyses on the survey results highligimegal issues with regards to implementing
the utopian architecture model in a real world:

 E-DRM is not popular in the smartphone and tahetes and requires a great deal of
user awareness.

* MDM relies heavily on passwords and PIN to autleaté mobile devices and digital
certificates are still not widely used.

* NAC has been considered by one of the organisatiorassist in conjunction with
MDM in preventing certain devices from connectingthe network if they do not

comply with the organisation’s security, privacydadata protection policies.

In the next chapter, we propose a refined datadcesécurity model based on the above-

mentioned findings as well as additional literature
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Chapter 5 : The New Proposed Mobile Architecture Fr  amework

5.1 Introduction

The layered utopian architecture model presentedhiapter 3 is revisited with the intention

of refining the utopian architecture model to agriat an immensely practical architecture
model. The refined model is practical in a sensg ithmaximises financial, operational and

business benefits while mitigating the risks thaibite devices bring to corporate data. A

similar approach as the one used in Chapter 3l®afed; that is, no changes are made to the
business drivers, business drivers for securityibates, or the architecture layers. The only
alterations are made to the security mechanismsrezjto deliver on the required attributes.

The chapter opens by describing the modificatianthé utopian architecture model as well

as the rationale behind the modifications. A newdetds then architected based on the

modifications.

5.2  Modifications towards a Utopian Architecture Re  ference Framework

The process for modifying the utopian architectomedel begins by reviewing the mobile
security architecture illustrated in Figure 3-6.eThecurity mechanisms or technologies
defined in this utopian mobile security architeetuare reviewed to determine their
pragmatism in the current real-world scenario. @eaved model is designed in such a way
that it can be customised to fulfil the requirenseof any specific use case. The use case
defines how the mobile device will be used to aqush certain tasks within the
organisation and how confidential information ampglecations should be accessed (Maiwald
& Blum, 2012).

While it is not desirable to store sensitive infation on the mobile device, a specific use
case may require sensitive information to be stanedhe mobile device so that it can be
easily accessed in offine mode. Another use casg maquire certain applications to cache
information locally to achieve better user experenThat said, the use case impacts on the
choice of security mechanisms to employed and atthy in the derived architecture model.

Therefore, the proposed practical model should datenultiple use cases.

In the new model, it is proposed that the followteghnologies are reviewed and modified,

with justifications thereof:

e public key infrastructure;
e identity and access management;

e application store;
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» virtual desktop infrastructure;
* host firewall & antimalware; and

« mobile data leakage protection; and

5.2.1 Public Key Infrastructure

The new model does not propose the use of X.50icates to authenticate mobile devices
primarily because of scalability, usability and tbeerhead required to manage multiple
certificates from different mobile device vendoiBigdati, 2011). In Chapter 3, it was
proposed that the trusted CA list needs to be aglyulpdated to ensure that all the existing
certificates are synchronised, and to ensure tM&M user can connect to corporate network
with a certificate that is not tied to the trust€d. While this is possible on mobile device
platforms such as iOS and BlackBerry, this cergeali management capability is not
supported on Android-based operating systems (@Dijod2011). Consequently, an
organisation needs to procure or manage additiBRal solutions for Android-based devices,

each with its own trusted CA list.

The use of X.509 certificates to authenticate n®olikvices is also dependent on the
capability of the mobile device operating systemirttegrate with PKI. A mobile device
operating system’s cryptographic API is responsibleallowing the mobile device to use
digital certificates and associated private keyshilgVBlackBerry and iOS display strong
integration capabilities with PKI, Android is lackj (Diodati, 2011).

Furthermore, PKI cannot be used on its own to gi®wauthentication for mobile devices. PKI
requires the capabilities of MDM to provide enhahsealability and OTA management of

digital certificates and mobile identities.

In light of this, the new model proposes the userd-time-password (OTP) authentication
system. This authentication system uses a secketdkgenerate a sequence of one-time
passcodes such that when a user authenticates th&@ngenerated passcode, the passcode
never travels through the network, thereby prewgntieplay attacks’ (Haller, Metz, Nesser
& Straw, 1996). A replay attack occurs when anciga intercepts a network connection and
eavesdrops to capture login credentials to use thera later stage. Traditionally, OTP
authentication systems were implemented on hardweatis commonly known as OTP
tokens. In recent years, the software-based OTIReatitation systems became popular due
to the proliferation of smartphones and the needofganisation to improve usability and
reduce the costs borne by OTP tokens (Diodati, R0Mi%e new model proposes the use of

software-based OTP systems because they are msdr ¢éa deploy when compared to
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X.509 certificates (Diodati, 2011). Software-base@P systems can be easily deployed to
consumers and®Bparties using a self-service application; deploytie internal users can be
done using MDM. The passcode that is generatetidgaftware OTP is used in conjunction
with the credentials stored on the IAM to provideotfactor authentication. The OTP
authentication service validates the OTP and th Validates the credentials as illustrated in

Figure 5-1.
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Figure 5-1: OTP Authentication Process

Figure 5-1 illustrates the process steps requeslitcessfully authenticate using OTP in the
proposed mobile architecture model. When the malskr attempts to access an application
on the cloud (Step 1), the application respondsdnuesting authentication (Step 2). The
mobile user then requests the OTP from the softlvased OTP client running on the mobile
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device (Step 3). The mobile user only gets sucabgsduthenticated once a valid OTP and

valid credentials have been presented to the mdbilee.

5.2.2 Identity and Access Management

In the traditional non-mobile setting, the authatisn decision is made by an external
authorisation layer situated within the organisaioinfrastructure, and not by the endpoint
device itself (Glazer, 2012). A similar scenaribosgld be followed within a mobile
architecture environment. While the utopian ardtitee model illustrated in Figure 3-6
defines IAM at the middleware layer, the practiceddel proposes to implement this layer in
the Cloud as shown in Figure 5-1. This approaathasen to ease the bottleneck between the
IAM middleware layer and the back-end from increasaobile traffic volumes. This
approach saves the organisations from constantdynptg for the capacity required to

accommodate the increase in mobile traffic volumes.

IAM solution is proposed instead of a simple dioggtservice such as Active Directory
because of the scalability of the IAM technologypmrtionate to mobile device usage.
Mobile devices are now implementing new technolegiech as secure element and near field
communication for higher levels of identity verditon and authentication (Reveilhac &
Pasquet, 2009). IAM technology is better positiornted leverage on these improved
authentication methods to authorise access to catgapplications and data. However, at the
time of this research, IAM had not developed opgendi capabilities to fully accommodate
these improved authentication methods and theioekitip between IAM and mobile

computing is still standing apart (Glazer, 2012).

Similar to the IAM solution proposed in the utopiamodel, the derived model employs
context-based IAM solution. As explained in Sectib8.4, mobile devices generate new data
that previously never existed through embeddedmssrend applications. The IAM solution
uses this contextual information to build knownntte on contexts such as geolocation,
nearby devices, mobile identities; to strengthenaiithorisation decision and to effectively
associate the mobile user to the mobile devicez&|a2012). There are, however, privacy
concerns that organisations need to address whamalging this solution. For instance,
enabling geolocation reveals private informatiomwththe mobile user such as the location
from which the user authenticated, and this maybeotvidely accepted on employee-owned

mobile devices.
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5.2.3 Application Store

Developing an in-house application store and itfuasure requires new costly investments
that are prone to failure (Wang, 2012). William tMRomney, Republican Party nominee for
President of United States in 2012, initiated theaOProject that eventually became a
significant case study in enterprise mobility deefailures relating to mobile application
deployments (Habberman & Burns, 2012). The projext aimed at identifying voters, from
a pre-existing list, that had not yet casted thetes, and to send them customised targeted
messages to remind them to go and vote; and tatdispocal volunteers to push the voters to
the ballot boxes (Habberman & Burns, 2012). Thgegptofailed fundamentally because of
lack of beta testing and lack of user applicatiopport, amongst other things (Steele, 2012).
To avoid such failures, organisations need to lyemwon existing'3party applications (in the

Cloud), and other pre-existing applications fibstfore developing new ones in-house.

Currently there are two prominent techniques forbNoApplication Management (MAM):

1) Software Development Kit (SDK); and 2) Applicati Wrapping. Application wrapping
refers to the addition and modification of applicatbinaries in order to enhance security
features of the application (Madden, 2012). Theiveédr architecture model proposes a
concept of dynamic application deployment. Thiscspt allows organisations to either make
use of application wrapping to repackagd Party applications’ binary code to add
supplementary security features such as encrymimh geofencing; or to use Software
Development kits for the development of new richbite applications in order to add
security features to an application at the timeade creation. Cloud-delivered applications
consist of application programming interfaces (APt can be customised by SDK to add
security features such as single sign-on (SSO)ittewron access management languages like
OAuth, OpenlID, or SAML (Dudney & Adamson, 2009).tms model, OAuth is used due to
its strength in providing authentication and sassimnagement for rich mobile applications
(Diodati, 2011). Furthermore, OAuth has a largée Bpan in a sense that a user is not

required to re-authenticate for each session, tatahibe used for multiple sessions

Hosting applications in the cloud brings a costisgn that organisations no longer need to
spend funds in upgrading the DMZ and VPN gateways th an increase in bandwidth
caused by mobile device traffic (Wang, 2012).

Instead of building all the security functions irttee application, some of the functions are

moved into the middleware layer to allow other &gilons to benefit from the same security
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features. The security functions that could be mddeethe middleware layer are described by
Wang (2012) as follows:

* session management;

e secure communication;

e access monitoring;

* logging;

» interface consolidation; and

* access and credential management.

The practical model proposes that organisationptaddayered approach when delivering
mobile applications to mobile devices. The managemé mobile devices should be based
on the applications that the devices run as wethagisk that they pose to the organisation
(Gray, 2012). As illustrated in Figure 5-2, the qiigal model proposes that organisations
adopt a strategy where fully managed corporate-dvadeices are provisioned a full-suite of

corporate applications, while the partially managetployee-owned devices are provisioned
basic applications such as emails, virtual appboat and VPN-enabled browsers. Partially
managed devices do not necessarily have to beeoM M toolsets, but can access corporate
mail via Microsoft ActiveSync because most mobilevides support the Exchange

ActiveSync (EAS) protocol. Despite the strengthedfS, it is proposed for partially-managed

because it is not deemed strong enough for heteeogs environments with knowledgeable
users (Maiwald & Blum, 2012).

Partially
Managed
Devices
(Medium-
Risk)

Fully-managed Devices
(Low-Risk)

Unmanaged
Devices (High-
Risk)

== Full-suite of]
— . Corporate
= applications
< VPN- enabled
~ browsers, )
4 ActiveSync email

y

@ /e email Only.
Internet

Figure 5-2: Increasing Device Support Commensurate to Risk
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Unmanaged devices are configured with default sgcuynolicies that provide lax user
restrictions. Unmanaged devices are usually owryeeniployees. Partially managed devices
are configured with a certain degree of securitjcgs that provide limited user restrictions
and the user typically has full or partial admirasve privileges on the mobile device
endpoint (Maiwald & Blum, 2012). Fully-managed d=s are configured with firm security
policies allowing restrictive access only to auibed users. Users are not granted
administrative privileges on the mobile device avidpand any violations to the policies is
detected and reported in real-time (Maiwald & BIW0A12). These devices are owned by the
organisation, not the employee, and any changdgtmobile device configuration follow the

change control process.

5.2.4 Virtualised Desktop Infrastructure

In Section 4.3 the surveyed network device compaxpyressed a need to move towards a
client-less, browser-based VDI access using HTMRésnote Desktop Protocol (RDP). The
proposed practical model will not employ HTML-5 tuger-based VDI access due to its lack
of standardization as well as lack of browser versipport. While browsers such as Internet
Explorer, Google Chrome, Apple Safari, Opera, ameféx claim full HTML-5 support, this

is hardly true (Hammond, Rymer& Kroll, 2010). Farsiance, Internet Explorer does not
support the <canvas> tag, while other browsersHiEmmond, Rymer & Kroll, 2010). In
addition to this partial HTML-5 support, HTML-5 #ill in draft specification and has not
become fully approved by World Wide Web Consorti\'8BC) standard, resulting in various
unpredictable behavioursthen browsers execute HTML-5 code (Hammond, Ry&nkroll,
2010). Furthermore, developing in HTML-5 presentsme cost implications in that
organisations need to upgrade their current irmfnaire to support newer protocols such as
Websocket communication protocol that are currelngiyng developed by W3C (Gray, 2012).

Since an HTML-5 browser-based VDI is a web appilocgtit means that its data can be
cached on the mobile device endpoint for offlinegassing (Disabato & Berenbaum, 2012).
Web applications are known for not being able tecaehtely protect data in offline mode, and
in online mode, web applications are predisposedtticks such as cross-site scripting and

cross-site request forgery (Disabato & Berenbalbt2)

Given these current challenges, the proposed pahetiodel uses client-based VDI and VPN
enabled browsers to render virtual desktops antcapipns (particularly legacy applications)

to any mobile platform. Through virtualisation, dittonal Windows desktop operating

*These various unpredictable behaviours can beae&fiX10: The Next Web Now (http:/live.visitmix.
com/MI1X10/Sessions/KEY02)
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systems such as Windows XP and Windows 7 can by easessed using RDP — without
leaving traces of data on the mobile device endp@isabato & Berenbaum, 2012). VDI

will also complement MDM in whitelisting applicatis and for deploying patches.

5.2.5 Host Firewall and Antimalware

In Section 2.3.1, we observed that most of mahiratée mobile device space are caused by
unsigned applications targeting the Android platforThreats relating to Jailbreaking and
Rooting exploit the operating system’s mechanisigbdating the integrity of code, rather
than being malware threats that directly infect dperating system. Other mobile device
platforms like Apple and Blackberry employ codersingy systems and sandboxing, reducing
their susceptibility to mobile malware. The useapplication wrapping and SDK, coupled
with the aforementioned security functionalitiesguces the risk of malware infection for the
foreseeable future (Jaquith, 2010b). The practicaldel proposes the use of such
compensating controls, including MDM’s Jailbrealdanoted detection capabilities, instead
of implementing host firewall and antimalware owedse mobile device types. Installing
antimalware on mobile devices is not only secuatserkill, but it significantly reduces
mobile device battery life by about 50%, thus remdgit less desirable (Jaquith, 2010a).
Installing host firewall is also a waste of monegce there are fewer listening ports on
mobile devices as compared to personal computerguith, 2010b). Security software
vendors like McAfee and Kaspersky report on molikware, as described in Section 2.3.1
of the Literature Review, in an exaggerated fastsoras to scare mobile device users and
increase sales (Jaquith, 2010b) . Mobile deviea® la smaller attack surface compared to
traditional computers. Even the most appallingckiaon the iOS have their origins from
traditional PC’s. For instance, there was Jona#tdmarski’'s “lunchtime attack” that exploits
the iPhone’s buffer overflow vulnerability whenistin recovery mode in order to disable the
passcode and access the iPhone’s content in umeedrjorm (Jaquith, 2010a; Zdziarski,
2012). This attack has its origins from the welblitised “cold boot” attackand it exploits

all software-based full-disk encryption productsewhthe machine is in its pre-boot state by
closing the power supply to a pre-booted device andessing the contents of RAM
(Haldermaret al, 2009).

Application control or application whitelisting &n additional compensating control that is
proposed because it limits the applications that ba deployed to the mobile device

endpoint, thereby significantly reducing malicioosde that can execute on the mobile

® A video demonstration of this attack is available on http://www.engadget.com/2008/02/21/cold-boot-disk-
encryption-attack-is-shockingly-effective
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device. This approach, however, may restrict usditfility and may lead to an employee

finding other measures to bypass these restric{idasvald & Blum, 2012).

5.2.6 Mobile Data Leakage Protection

Agent-based mobile DLP solutions are not necedsargnobile devices because most of the
information on mobile devices is already mirrored amrporate servers (Jaquith, 2010a). A
useful axiom for mobile device architecture is tore as minimal data as possible on the
mobile device itself (Disabato & Berenbaum, 2012nce most of the information leaking
through mobile devices occurs on emails (employssgling sensitive documents to their
Gmail accounts), and through applications suchraglibx; it is still necessary to install DLP
on the email gateway, as well as web DLP, and n&wd.P; and not necessarily on the
mobile device endpoint. As mobile devices contitueroliferate, MDM vendors will add
DLP functionalities onto the MDM solutions, and angsations should wait until this

happens, instead of procuring standalone Mobile Didfsets.

Only 56% of the organisations that were surveyedthimresearch have actually enforced their
data classification policies and classified thafiormation according to its sensitivity levels
(e.g. secret, confidential, and public), a cledigation that most of the organisations have not
done this crucial preliminary exercise requirecathieve a successful DLP implementation.
This implies that most organisations do not defrestrictions on information based on
classification level when information is stored ior usage. This results in a common
misconception that all information residing on thebile device needs to be secured, while in
reality, only sensitive information needs to beused. In the absence of data classification
policies, the practical model proposes that orgdines default to “low-medium-high”
information classification levels, whereby resioot are also defined on the mobile devices
used to access that information. For instancernmdtion that has a default classification of

high can only be accessed using a ‘low-risk’ mot#eice.

The practical model proposes the use of contaifeastainerisation) for protection against

information leakage. Since containerisation separgiersonal data from enterprise data
within the mobile device endpoint, information leak from enterprise container to non-

enterprise container is protected using an MDM tsmhuthat supports containerisation

(Maiwald & Blum, 2012; Disabato & Berenbaum, 2012).
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5.4 Use Cases
There are two elements that the Researcher belidegsshould be evaluated prior to the
development of the derived mobile security architecmodel:

1. Usage of mobile device: A use case may requirartbieile device endpoint to store
and process sensitive information or applicationsttee actual device itself due to
certain requirements such as a requirement fomeffaccess, or a requirement for
caching information locally to enhance user expegeon web applications (Maiwald
& Blum, 2012).

2. Type of security controls: The type of security wols implemented to mitigate the
risks that mobile devices bear to the corporatermétion are largely dependent on
the level of risk associated with unauthorised Idmare of sensitive corporate
information or unauthorised access to sensitivepa@ate application via mobile
devices (Maiwald & Blum, 2012). A use case may e the security controls if
the level of risk is very high, while another usse may chose not to implement any
security controls and accept the associated ldéoel) (of risk. A risk is deemed not
appropriate to accept if a mobile device that isowned by the corporate is used to
access high-risk applications or is used to steresiive information (Maiwald &
Blum, 2012).

The logic for implementing these elements is illat&d in Figure 5-3.

The logic begins by establishing whether the use eaill require sensitive information
to be stored on the device. While some use casgglatarmine that there is no need for
sensitive information to be stored on mobile devjdhe proposed model suggests that a
potential for sensitive information to be accesssthg mobile devices still exists and
therefore each mobile device should be subjecteda tgolicy compliance and
configuration verification process. The likelihoarf accessing or storing sensitive
information on mobile devices requires some le¥glaicy compliance verification and
health check to mitigate the risk. Various mechasisare used for policy compliance
verification and health check such as making useA to allow or deny mobile device
access into the enterprise network based on thdlendbvice’s health status. Other
mechanisms include the installation of a suitalgjend on the mobile device to verify
endpoint configuration (Maiwald & Blum, 2012). Ontlee organisation has determined

that additional security controls are requireddwaiing the policy compliance verification
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and health check step, appropriate security cawwdl be implemented based on the risk

level.
Does the use case require sensitive
information or applications to be stored on
the mobile device?
Security controls are No security controls
required to protect required to protect
stored data stored data

Verify policy
compliance and
configuration
/health status of
mobile device

Are security
controls required
to protect stored
data?

Select security
controls based
on risk level

End Process

Figure 5-3: Logic for Implementing Use Case Elements

If the risk level is high in that the mobile deviseused to access high-risk applications and
sensitive information, then the mobile device stdug fully-managed. The concept of fully-
managed is explained in Section 5.2.3. Likewis¢hef risk level is medium, then the device

should be partially managed.

5.5 The Derived Mobile Security Architecture Model

The practical mobile security architecture modaeilt s based on the modifications presented
in the previous sections is illustrated in Figurd.5 The implementation of the security
controls illustrated in the model depends largety tbe use case for the mobile device
endpoint, and the security controls presentedenatichitecture model might not therefore be
used in its entirety. Other factors that influetioe type of controls to be used are cost, impact
on user experience and impact on other solutiodsuae cases. As much as the architecture
model can be customised to align with a specifie case, organisations should also adapt

their policies and approaches to align with thegdetermined use cases.
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Figure 5-4: Derived Mobile Security Architecture Model

This derived architecture model uses defence-in-depth by implementing various layers of
security mechanisms to restrict access to corporate information and applications. The first
layer is the user. Once the user successfully authenticates using the mobile device, the user is
subjected to various security mechanisms that determine whether the user will be granted
access to corporate information and applications via controlled processes. The proposed
model combines middleware, network, application and information architectures to allow
mobile devices to gain secure access to corporate information; irrespective of mobile device
type, its ownership, or where it is located. As described in Section 5.2.3, access to enterprise
applications is managed by the middleware layer. The network layer consists of
infrastructure-centric security mechanisms to enable secure connection and to control access
to the enterprise. The cloud-based security mechanisms consist of OTP authentication
services and IAM. A layer of on-premise security mechanisms such as MDM and Exchange

ActiveSync is implemented as another defence-in-depth layer prior to the information layer.

5.3 Dependencies and Constraints
The technologies required to develop a practical mobile architecture model have a strong

dependence on the type of mobile device. Mobile devices vary in their capabilities and
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maturity. This phenomenon was explained in Sec8idn that the handling of authentication
certificates differs from one mobile device to dmst and that currently only the BlackBerry
vendor (Research In Motion) provides smartcardeesathat can pair the mobile device to the
workstation to offer two-factor, smartcard autheation (Jaquith, 2010a). The choice of

authentication mechanism is influenced by the tfpgevice used.

Furthermore, the technologies required to develppaatical mobile architecture model have
a strong dependence on adequate connectivity tw atlommunication between mobile
devices and the back-end infrastructure. Howesitrations of inadequate connectivity such
as lack of cellular coverage and lack of Wi-Fi sigare inevitable (Glazer, 2012). It is
therefore imperative that this constraint be taketo consideration when selecting the
component security mechanisms for this practical@hoWhile some security mechanism
such as authentication and authorisation can elgther place locally on the mobile device or
on an external service, it is always advisablensuee that none of the security mechanisms
are executed on the mobile device. An alternasvi® iallow the system to employ a specific
security mechanism in an adaptive manner basedme sisk calculation to use connectivity
sparingly (Glazer, 2012). For instance, some postiof a mobile application might be
configured not to request authentication while there sensitive data and application

functions are configured to authenticate to anresieauthentication service.

Finally, the type of security controls that canitmplemented on the mobile device endpoint
are constrained by device ownership — whether thacd is owned by the organisation or
owned by employee. The security controls implengkrde a device that is owned by the
employee can be removed without the permissiomefarganisation because the employee
has administrator privileges on the device. Likeyike employee can sell the mobile device
containing organisation information without the sent of the organisation, and without
providing the organisation an opportunity to erfisat sensitive information (Maiwald &
Blum, 2012).

55 Summary

In this chapter, the utopian architecture modet thas initially presented in Chapter 3 is

modified to derive a mobile security architecturedal that can be implemented in a real-
world environment. The proposed mobile securityh#ecture model leverages on cloud

computing and goes beyond MDM toolsets to provider@ader perspective in addressing

business, technical and organisational requiremdrits model makes use of use cases to

ensure that conflicting architecture requirements adequately analysed. Conflicting
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architecture requirements refer to a situation whtre mobile architecture implements
controls that are in conflict with each other ahdtthave inadvertent outcomes such as unmet
business requirements or poor user experience. pfbposed model ensures that the
implemented controls are (directly or indirectlprielated to user and business requirements,
and that the implemented controls are commenstwatiee risk. In the next chapter, brief

summaries and conclusions are drawn from eachegbtévious chapters.
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Chapter 6 : Conclusion

6.1 Introduction
This chapter summarises the work presented forréisisarch and describes how the research
objectives were met and how the research questi@ne answered. The chapter closes by

considering future work that warrants further reslea

6.2  Brief Summary of Research Objectives

The five objectives outlined in Sectionl.3 areamted as follows:

1) to understand the drivers for the implementationdata-centric security

controls;

2) to examine the data-centric security approach amtenstand how it can be
used to mitigate risks that mobile devices bringdgoorate information;

3) to analyse the strengths and shortcomings for &aatinology in an effort to

identify gaps in technologies used to implemerd thodel; and

4) to propose a reference architecture framework whihtaddress the identified
gaps and ensure an effective implementation ofiétta-centric security model

that is aligned with business objectives.

All the above-mentioned objectives were met. Ti&t fbbjective is addressed in Section 2.3
where the fundamental elements that are believeetthe drivers towards a data-centric
security approach are described. These driverlements, are positioned as risks that
mobile devices bring to bear on corporate infororatiThe second objective is addressed in
Section 2.4 by reviewing related work where theadagntric security concept is applied.
Related work conclusively highlighted the need tming the data-centric approach in
mitigating the risks that mobile devices bring toporate information. The third objective is
addressed in the remainder of Chapter 2, by remgWterature pertaining to VDI, MDM,
and E-DRM and identifying shortcomings inherenteach of these technologies. These
shortcomings, or gaps, are then addressed in grdatail in Chapter 3, from which a
reference architecture framework that minimisesehdentified gaps is proposed. The fourth
objective is therefore addressed in both ChapterdBChapter 5.

6.3 Summarised response to the Research Question
The question that this research answers is whetheot current technology implementations

designed to mitigate risks from mobile devicesualty address business requirements. This
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research question, answered through a qualitativy sdescribed in Chapter 4, determined
some level of inconsistency between the data-@engecurity controls and business
requirements. As described in detail in Section this inconsistency is instigated by the fact
that organisations implement the information seguwontrols on a very reactive and tactical
basis. The mobile security architecture models @sed in this research allow organisations
to bridge this gap between information securitytoaa and the objectives of the business
strategy, in particular by using SABSA as the updering framework. The proposed models
take into account both general business requiresrantvell as specific business requirements
for security, and relate security controls and #ggcuservices directly to business
requirements — a relationship that is too oftenceafed by presenting security controls and
security services as tloaly solutions to the problem.

To mitigate the risks derived from mobile devicescbrporate information, we require a
framework that adopts data-centric security core@btprotecting information (rather than
the device) throughout the entire lifecycle of tim$ormation. To this end, a model for

achieving these objectives has been presented.

6.4  Future Work

e Future work should focus on viewing security asiategral part of information
management to ensure that information is protethedughout its entire lifecycle.
Information Lifecycle Management is also a disciplthat lacks academic literature.

* Integrating Mobile Device Management toolsets wRhblic Key Infrastructure
provides a certain level of cryptographically secaneans of authenticating mobile
identities. However, at the time of this researitle avenues of integrating MDM
solutions with Identity and Access Management t@vige mechanisms for
authorising these mobile identifies to perform sfpe@ctions within the enterprise
has not yet been widely explored.

« The native standards and protocols that alreadgt déwi provide certificate-based
authorisation in a PKI environment (e.g. SPKI/SD&dye not been widely adopted
(Thompson, Essiari & Mudumbai, 2003). Certificat@séd authorisation of mobile
identities is certainly an area that could branithnbo significant research of its own.

* Since mobile computing requires personal infornmatio co-exist with corporate
information on the same mobile device, segregatibgorporate information from
personal information is vital. Currently segregat@an only be achieved using MDM
systems or "8 party toolsets such as Apple’s Boot Camp or AT&Ttggle through

authentication, encryption and virtualisation (isto & Berenbaum, 2012). Future
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work should focus on developing segregation capigsilnatively within the mobile

operating system. Likewise, data loss preventiqgrabgities should be built directly

into the operating system, restricting informatiliow between the segregated
environments.

e Lastly, the merging of digital identity credentiad®red on smart ID cards with the
new technologies being built into mobile deviceaagate numerous opportunities for
research around the areas of allowing organisatiorsore their employee’s digital
identities on NFC-enabled mobile device’s secueeeints to provide secure access to
corporate resources. At the time of this resead¢tC-enabled mobile devices are still
a rare breed, with absolutely no NFC-enabled matelces from Apple, and only a
few devices supported by BlackBerry and Androido(aiti, 2011). According to
(Glazer, 2012), approximately 50% of mobile deviead be NFC-enabled only in
2015. This presents an additional area for futasearch and development in building
optimised capabilities for IAM toolsets to manag&QNenabled devices once the

smart card management systems and other auth@nisatvices have fully matured.

6.5 Final Word

While the previous section recommends a numbewtfré technology improvements for
mobile security, the real controls for mitigatingsks that mobile devices bring to
organisations will not be completely from technglotmstead, they will only be fully realised
with better management of peopled processes — better business processes, and mueh mor
user awareness and training. These risks will begated using policies, procedures and a
well-behaved user base — in addition to the teduies that are aligned to business

requirements.

This research presents a different approach tgatitig mobile device risks, one that drives
security controls from a business requirementspeets/e, thereby allowing business people
to realise an inherent benefit or Return on Investim(ROI) from information security in

general.

As much as tradesmen might bring their own tools toonstruction site, employees will
continue bringing their own mobile devices to tharkplace. With the growing trends such as
BYOD, consumerisation of IT and “externalisation of” (e.g. cloud computing),

organisations will continue introducing and intemag with unmanaged mobile devices that
are not under their ownership. Organisations wdlér to extend their existing security

strategies used for traditional workstations to ii@obevices. The risks that mobile devices
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bear on an organisation’s information will not lodlyf mitigated, but organisations must seek
to strike a balance between the risks and the lien#fat mobile devices bring to

organisations — sometimes the risk of not usingitaatevices and taking advantage of its
benefits outweighs the risk highlighted in this emsh. A comprehensive approach is
essential in dealing with mobile device risks, tim& focuses on protecting the information —

and data-centric security approach — rather thamévice itself.
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SABSA Attributes Taxonomy
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Y Y Y Y Y Y Y
User Management | | Operational | | Risk Management || Legal/Regulatory || Technical Strategy | Business Strategy
Attributes Attributes Attributes | | Attributes Attributes Attributes Attributes
Accessihle Automated Available Accesscontrolled Admissible Archtecturaly Open Brand Enhancing

| I | | | | |
Aecwate Change-managed || Detectable Accountable Compliant COTS1GOTS Busingss-Enabled

I I I | I | I
Consistent Controlled Error-Free Assuable Enforceakle Extendile Competent

| | | I | I I
Current Cost-Effective Inter-Operable | | Assuring Honesty Insurable Flexble / Adaptable Confident

| I | I | | |
Duty Seqregated Efficlent Productive Aucdtable Liakilty Managed Future-Proof Credble

| | | I | I |
Educated & Aware | | Maintainable Recoverable Authenticated Resolvable Legacy-Sensitive Governable

I I I | I |
Informed Measured Authorised Time-hound Migratable Providing Good Stewardship

| | T T and Custody
Motivated Supportatle Capturing New Risks Muti-Sourced |

| I | Providing Investment
Protected Confidental Scalable Re-use

I | I |
Reliable Crime-Free Simple Reputable

| I |
Supported Flexibly Secure Standards Compliant

| | 1
Timely Iiertified Traceable

| | |
Usable Independently Secure Unoradeable

|
In our sole possession
I
Integrty-Assured
I
Non-Repudiable
I
Owned
|
Private
I
Trustwerthy
Source: (Sherwood, Clark& Lynas, 2005).
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RHODES UNIVERSITY

Grabamstown e 6140 & South Africa

COMPUTER SCIENCE DEPARTMENT
Tel: +27 46 603 8291

Fax: +27 46 636 1915

PO Box 94, Grahamstown, 6140

Simphiwe Hector Mayisela

Sir/Madam

This letter serves as a preliminary gesture to obtain consent to conductraewnter a Masters’

research thesis in Information Security at Rhodes University, South Africa

The Interview seeks to get information on the implementation and application of &tffmmriRights

Management at Wipro Limited.

It is anticipated that I will require an hour of your time in order to conduct th&igte

If you have any further queries, please contactdn@ghiwe.Mayisela@T-Systems.co.za my

supervisor, Dr Barry Irwinl.irwin@ru.ac.za

Appended to this letter is the list of questions that will be used during the interview.
Your assistance will be greatly appreciated.
Yours in service,

Simphiwe Mayisela (Mr).



APPENDIX C

Questionnaire

1. Do you wish to be sent the results of the Suagewell as the Research Thesis?

2. On which Industry does your organisation belong?
3. What is the size of your organisation?
4. On which of the following ranks does your jotetfit?

5. Has your organisation implemented any of thiefahg technologies? (Select one or more from the
list below):

* Mobile Device Management (MDM)
e Virtual Desktop Infrastructure (VDI)
« Enterprise Digital Rights Manager

6. On which of the following platforms has the abawentioned Technology been implemented?

Smartphones Tablets Laptops
Mobile Device
Management
Virtual Desktop
Infrastructure
Enterprise Digital
Management

7. Are the following mobile devices employee-owmedorporate-owned?

Employee owned Corporate owned

Smartphones

Tablets
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8. Is there an asset management process in plagadking the following Corporate issued devices?

Yes No

Laptops

Tablets

Smartphones

9. Does a Policy document exist for mobile devices?
10. Does a Data Classification Policy exist?
11. Is data classified and labelled accordingg@énsitivity?

12. Is data labelled as sensitive properly secuigite at rest or in transit? (Please select thethat
is applicable):

e Sensitive Data only encrypted at rest

* Sensitive Data only encrypted during transit

« Sensitive Data encrypted both at rest and dursmggsit
* Sensitive Data is NOT encrypted

13. Does your organisation have an Awareness progdressing the importance of securing mobile
devices?

14. Is Anti-Virus installed on mobile devices?

* Antivirus installed on Smartphones?

+ Antivirus installed on Tablets?

15. For which of the following functions do you ugair mobile device for?

e Accessing emails

e Accessing documents (resources) from corporateantktw

16. Please provide the email address where you twibl sent the results of the survey as well @s th
Research Thesis:
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APPENDIX D

Interview Questions - Mobile Device Management

Introductory questions:

1.

Does your organisation make use of an MDM soluéiod if so which product(s) are

used?

2. How long has the MDM solution been in place?

What led to the adoption of MDM toolsets within yamrganisation? Did the
proliferation of mobile devices force your orgatisa to accept and support mobile
devices even though traditionally they were slot@ecthange and support new
technologies? Please elaborate.

Was a gap analysis performed to see if the existagrity policies cover mobile
devices?

Did you modify existing policies to address molalvice security risks, or did you

need to create a separate mobile device policyoapdlicies?

Inventory related guestions:

6.

How does your organisation know the versions ofajiey systems the users are
running on their mobile devices?

Does your organisation know exactly all the mobwices that connect to your
corporate network, including those that connectMd? How do you inventory
these devices?

How do you prevent certain devices from connedtinthe network if they do not
comply with your security, privacy, and data praéi@t policies? What technology
toolsets (other than MDM) have you considered sisa#n this space?

How does IT support such a diverse inventory of ileatevices? Is the support
provided internally or is it outsourced to the Ver(@). If outsourced, does a service

level agreement (SLA) exist will the Vendor(s)?

Application related questions:

10. Does your organisation allow employees to run thersonal applications on mobile

devices while on the corporate network?
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11.How do you ensure that the personal applicationsohbile devices cannot harm (e.g.
viruses) the corporate network and assets?

12.How does IT provide updates or security patchesltmobile applications? How do
you manage patches on open source applicationsAledgoid, and android-based
applications)?

13.What means do you put in place to ensure that ween®t connect to the corporate

network using a jail-broken mobile device?

Technology specific guestions (please respond wighshort answer):

14.Does your MDM solution require password after dewialocked?

15.Does your MDM solution detect if device is jailbeok?

16.Does your MDM differentiate between Company-Liafil¢) and Personal-Liable
(PL) devices?

17.How does your MDM solution remove corporate dataradeprovisioning (after the
employee has left the organisation)?

18.1s your MDM solution capable of deploying OS upd&te

19.Does your MDM solution protect profiles with a passd?

20.Does your MDM solution Audit administrative usecaant activity (add user/delete
user/wipe device)?

21.Does your MDM solution have the capability to reelptwipe data from a lost or
stolen device? Is selective wipe possible?

22.Does your MDM send an alert when the MDM agenmnisistalled from the device?

23.Does your MDM solution restrict access to emailNvRnd Wi-Fi when blacklisted
applications are installed? Or if the device itbjaken?

24.Does your MDM solution Restrict access to emailNvdhd Wi-Fi if device has not
checked in X days?

25.Does your MDM lock account after invalid attempts?
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APPENDIX-E

Interview Questions - Virtual Desktop Infrastructur e

1. Was the adoption of VDI within your organisationtimated by cost (lower total cost
of ownership (TCO) of workstations) or by securiBfease explain.

2. Is VDI deployed on mobile devices (iPads, Smart@soetc) within your
organisations?

3. How does your organisation collect information @vedse mobile device types (make
and model), as well as applications deployed imthe

4. 1s VDI used to restrict applications that can be on mobile devices (application
whitelisting)?

5. Is VDI used to deploy patchesgapportedOS and applications?

6. Is VDI used to deploy patchesnon-supportedS and applications?

7. Is the connection channels between the variousddypes and the back-end virtual
server encrypted?

8. Are the virtual desktops classified in terms oficality? Are the critical desktops
segregated from the normal desktops?

9. Does your organisation have standards to governthewirtual switches, VLAN's,
routing protocols, and other networking componehtsuld be configured?

10.1s there a client component on your mobile devicerarkstation that you need to
execute to start your VDI session (e.g. VMware \ji2¥g authentication required to
execute the client component?

11.Has VDI made it easier for your organisation to ponwith laws and regulations
such as the U.S. Sarbanes—Oxley Act of 2002 and tBeHealth Insurance
Portability and Accountability Act (HIPAA) of 1996yhich require back up of certain

data?
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APPENDIX-F

Interview Questions - Enterprise Digital Rights Man  agement

1. Does your Enterprise DRM solution protect files igdiately when they are checked

in and out of your document repository or file s/

2. When the contents are copied and pasted to anfilthedo the security features of the

original file get inherited by the new file?

3. Does your Enterprise DRM solution protect documdptsated in the following

information systems (mention those that are apiplea
a. Enterprise Resource Planning Systems e.g SAP
b. Knowledge Management Systems e.g. Lotus Notes
c. Electronic Document Management System e.g. Document
d. Groupware systems e.g. ProjectPlace
e. Product Data Management (PDM) systems
f. Other, please specify

4. Is your Enterprise DRM solution able to package files sent via email with your
own security policy in which you define who can ope file and for what purpose,

e.g. view, print, save, edit, etc?
5. If yes, do you get a notification via email wheneagecipient opens the file?

6. Does your Enterprise DRM have the capability oftHar protecting printed
documents thus avoiding leaks via printed docunfeRisr instance, can a printed
document get the watermark effect over the docuntself, as well as the username
of the person who printed the document, thus makieg person who printed the

document obliged to protect the document?

7. Does your Enterprise DRM recognise mobile devides BlackBerry and iPhone, as
well as Symbian, Windows and Android based smariph® That is, can the
enterprise rights (e.g. read, write, print, etiegttthe document has inside the corporate

infrastructure be extended to mobile devices, boflie format and in email?
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8. Does your Enterprise DRM able to protect informatmopied from websites. For

example you can prevent screen dumps from ERPnowkedge based websites?

9. Does your Enterprise DRM encrypt files in accoraamdth its sensitivity or data

classification level?
10.How does your Enterprise DRM authenticate users?
11.Does your Enterprise DRM encrypt database tabld<alts?

12.Does your Enterprise DRM define authorisation lsvgbr reading, editing, etc.) on

database tables and cells?
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