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Abstract
The proliferation of the Internet has amplified the use of social networking sites by
creating a platform that encourages individuals to share information. As a result there is
a wealth of information that is publically and easily accessible. This research explores
whether open source intelligence (OSINT), which is freely available, could be used as a
digital forensic investigative tool.
A survey was created and sent to digital forensic investigators to establish whether they
currently use OSINT when performing investigations. The survey results confirm that
OSINT is being used by digital forensic investigators when performing investigations
but there are currently no guidelines or frameworks available to support the use
thereof. Additionally, the survey results showed a belief amongst those surveyed that
evidence gleaned from OSINT sources is considered supplementary rather than
evidentiary.
The findings of this research led to the development of a framework that identifies and
recommends key processes to follow when conducting OSINT investigations. The
framework can assist digital forensic investigators to follow a structured and rigorous
process, which may lead to the unanimous acceptance of information obtained via
OSINT sources as evidentiary rather than supplementary in the near future.
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Chapter One Introduction
“Publication is self-invasion of privacy.” (Marshall McLuhan)
The proliferation of the Internet and the rate at which technology is evolving, together
with the fact that social networking is currently one of the most popular online
activities, ensures that cybercrime is likely to increase at a rapid rate (NW3C, 2013).
Across the globe, organised crime groups are making use of technology to communicate
and commit crimes, which in turn creates many challenges for law enforcement,
forensic investigators, corporate security professionals and members of the legal
fraternity (Casey, 2004).
Since digital forensics plays such a pivotal role in the research topic, it is also important
to understand what digital forensics is. When asked what digital forensics is, one of the
speakers at the 2004 Digital Forensic Research Workshop (DFRWS) Mark Pollitt,
described digital forensics as a process consisting of a number of tasks and processes
that take place during an investigation (Politt, 2004).
Participants at the DFRWS view digital forensics as a science and define it as “the use of
scientifically derived and proven methods toward the preservation, collection,
validation, identification, analysis, interpretation, documentation and presentation of
digital evidence derived from digital sources” (Palmer, 2001). These methods are used
to facilitate and assist in reconstructing how potential criminal events took place and
possibly in anticipating unauthorized actions shown to be disruptive (Palmer, 2001).
Current digital forensic investigation tools and procedures are focused primarily on
traditional forensics, which in turn is focused on evidence preservation and usually
involves the imaging of a physical device, such as a hard drive or mobile phone
(Garfinkel, Farrell, Roussev, & Dinolt, 2009).
Kohn, Eloff, & Olivier (2006) state that the majority of digital forensic investigation
models are generic and have been built from experience with existing models. Thus,
some of the investigation models have similar techniques but focus on different areas of
an investigation. Zainudin, Merabti, & Llewellyn-Jones (2011) report that there is no
1

standard investigation model specifically developed for social networking, despite
crimes committed via social media increasing steadily.
Over the last few years, a new format of online communication has evolved, known as
social networking (Mutawa, Baggili, & Marrington, 2012). Social networking sites allow
users to interact with each other and encourage their users to share information,
especially personal information such as age, location, interests and personal social
activities. These sites also allow users to post comments, photographs, and videos, and
engage in real time conversations with one another.
Although the intended use of social networking is to enable friends to communicate and
socialise online, criminals have spotted vulnerabilities in social networks, which they
are exploiting owing to the anonymity and abundance of freely available personal
information allowed by these social networks. The wealth of information posted on the
social networks, enables criminals to access relevant information easily and use it to
their advantage to commit crimes.
By design the Internet is “public” thereby ensuring that a vast amount of information is
available to anyone who has access to the Internet via a computer or mobile device
(Appel, 2011). Open Source Intelligence (OSINT) is publically available information that
has been obtained both legally and ethically. OSINT is the earliest form of intelligence
and originated well before the Internet came into existence at a time when information
was gathered from newspapers, speeches and radio.
Publically available information is collected and exploited to produce intelligence for a
specific targeted audience such as military or law enforcement (Pouchard, Dobson, &
Trien, 2006). Hulnick (2010) states that OSINT is the lifeblood of intelligence. In the
United States, OSINT accounts for 70% – 80% of all intelligence and the earliest record
of OSINT dates back to the Second World War. The vast amount of OSINT information
available is, however, a challenge for many intelligence analysts as they have to traverse
through the ocean of information to locate that which is relevant to them.
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1.1 Problem Statement
The traditional digital forensic investigation frameworks do not offer support for using
OSINT sources, specifically social networking because current frameworks focus mainly
on acquiring a physical device from which to obtain the information. Technology and
the use of the Internet are rapidly evolving, while adults and youths alike are
increasingly making use of social networking. Social networking sites are one of the
fastest growing online communication tools where individuals are encouraged to
publish personal information. To ensure that this wealth of information available to
digital forensic investigators is not disregarded, but rather embraced, a framework for
using OSINT sources, such as social networking, needs to be developed.

1.2 Research Question and Objectives
The following research question was addressed in this research: Can OSINT be used as a
digital forensic investigation tool and will the information obtained be admissible as
evidence in a court of law?
To answer this question, the following sub-objectives need to be achieved:
1. Ascertain if the information available via social networking and OSINT could
indeed assist a digital forensic investigator during an investigation.
2. Create a framework that can be used by digital forensic investigators when
conducting an investigation that requires partial or full use of social networking
sites to obtain information.
3. Determine criteria for websites that can be considered social networking sites,
and identify the types of information or evidence items that can be obtained
from these sites.
4. Address any shortcomings or obstacles that a digital forensic investigator may
encounter when making use of social networking sites to conduct a full or partial
forensic investigation.
With regard to the research question, the researcher hypothesises that there is
legitimate value in the information available from OSINT, and this can be used to assist
digital forensic investigators.
3

1.3 Significance of the Research
The LexisNexis study “Law Enforcement Personnel Use of Social Media in
Investigations: Summary of Findings”, conducted in 2012, found that four out of five law
enforcement officers used social media for investigative purposes (LexisNexis, 2012).
Since this survey involved 1221 law enforcement officers, it is apparent that social
media is already being used extensively in criminal investigations.
The purpose of creating a framework for using OSINT sources as a digital investigative
tool is to provide digital forensic investigators with guidelines to assist them when
using OSINT sources as a tool during their investigations. The OSINT information, which
is publically available, is of great value to any digital forensic investigator but guidance
is required to assist an investigator to ensure that the information acquired from the
OSINT source will ultimately be admissible as evidence in a court of law.

1.4 Limitations of the Research
The main limitation is the small number of digital forensics practitioners who
participated in the survey. A total of 75 digital forensic practitioners were contacted but
only 18 responses were received despite two follow-up emails being sent requesting
the recipients’ participation in the survey.
Despite this limitation, the researcher believes that overall, the relevance of the
research documented in this thesis is still valid as the information gleaned from the
forensic practitioners was merely used to establish the status quo of OSINT use in
digital forensic investigations as a starting point for developing the framework for
conducting investigations.

1.5 Thesis Structure
The remainder of the thesis is arranged as follows:
Chapter 2 focuses on the three main areas of the research:
•

digital forensics and the current traditional investigation frameworks,
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•

social networking and the wealth of information available, some examples of
social media platforms and the information that is available on each, and

•

OSINT and the vast volume of information that can be obtained from various
OSINT sources and how it is currently being used.

Chapter 3 describes the research methodology, the participants’ demographics and how
the data from the electronic survey was analysed.
Chapter 4 presents the results of the research undertaken and the interpretation
thereof. A comparison of the results from the electronic survey and the literature survey
is also provided and discussed.
Chapter 5 describes the proposed framework to be used when conducting a digital
forensic investigation combined with using OSINT sources based on the findings from
Chapter 4.
Chapter 6 concludes the research with a summary of the findings from the electronic
survey and the proposed framework to be used when performing a digital forensic
investigation incorporating OSINT sources. Future research areas are also presented in
this final chapter.

1.6 Summary
In this chapter the researcher stated the research problem, discussed the objectives of
the research and explained the significance of the research. Additionally, the researcher
outlined reasons for the research being conducted. The limitations of the research were
acknowledged and finally a brief outline of the structure of the thesis was given.

5

Chapter Two Literature Review
This chapter reviews in detail the literature upon which the research is based and
consists of three distinct parts:
Section 2.1 defines what digital forensics is, examines some of the current investigative
processes and reviews digital evidence.
Section 2.2 defines social networking, reviews how social networking is being used for
communication as well as how law enforcement is currently using social networking
when performing investigations.
Section 2.3 defines OSINT, examines the advantages of OSINT and how OSINT is used in
the private sector and by law enforcement.

2.1 Digital Forensics
2.1.1 Definition
In 2001, the first DFRWS took place. The objectives of the workshop were to bring
academics and digital forensic practitioners together to form a community that could
assist in defining the discipline and help identify the challenges that lay ahead (Palmer,
2001).
At the first DFRWS, digital forensics was formally defined as a science and described as
“the use of scientifically derived and proven methods toward the preservation,
collection, validation, identification, analysis, interpretation, documentation and
presentation of digital evidence derived from digital sources” (Palmer, 2001). Digital
forensics can also be defined as the identification, preservation and analysis of digital
evidence while following a sound methodology that will be legally accepted (Koen,
2009).
Dixon (2005) describes the goal of digital forensics as the identification, preservation,
extraction, documentation and finally the interpretation of digital data. Sound forensic
practices must always be followed since, without proper procedures, the forensic
evidence will not stand up in a court of law.
6

Forensic science is defined as the “application of science to law” (Casey, 2004). This
means that forensic science is ultimately for use in a court of law. Forensic science
provides an all-encompassing body of proven investigative techniques and
methodologies that digital forensic investigators use when conducting a digital forensic
investigation involving electronic evidence (Casey, 2004).

2.1.2 Investigative Process
During the DFRWS in 2001 an investigative process was established including the
following categories or steps which experts asserted should be adhered to when
conducting a digital forensic investigation (Palmer, 2001):
•

Identification

•

Preservation

•

Collection

•

Examination

•

Analysis

•

Presentation

Ieong (2006) defines the fundamental principles of a digital forensic investigation as
reconnaissance, reliability, and relevance. The digital forensic investigator needs to
perform a reconnaissance to understand how the evidence can be collected and
analysed using various tools, investigative methods and practices. Reliability involves
ensuring that the chain of evidence is always preserved during the evidence extraction,
thereby always protecting the integrity of the evidence. Finally, the digital forensic
investigator should always ensure that the evidence collected and extracted is relevant
to the case.
In 2011, Casey revised the most common steps for conducting a comprehensive digital
forensic investigation and suggested that the following steps should be followed (Casey,
2011):
•

Preparation: The first step is to create a plan to perform a digital forensic
investigation and obtain all the required support documentation, forensic tools
and hardware before commencing with the actual investigation.
7

•

Identification: This step identifies and surveys all possible sources of digital
evidence. This includes obtaining evidence from all possible devices at the crime
scene such as routers with built-in storage, mobile devices, and many others.
This also pertains to evidence that can be obtained via Internet services accessed
on these devices.

•

Preservation: This step ensures that all possible changes to the digital evidence
are prevented. This step also extends to the collection of the evidence.

•

Examination and Analysis: This step involves searching and analysing the
evidence and has been described as the “application of a scientific method and
critical thinking” (Casey, 2011, p. 39) to be able to answer the fundamental
questions of any investigation as stated by Ieong in the section below.

•

Presentation: This step involves drafting a report of the investigation findings
that will stand up to legal scrutiny.

Ieong (2006) affirms that a digital forensic investigation is the process of determining
and relating extracted information and digital evidence to produce accurate factual
information for review by a court of law. Ieong (2006) further suggests that the digital
forensic investigation procedures developed by traditional forensic scientists focused
on the procedures of handling evidence, while procedures developed by technologists
focused on the technical details of capturing the evidence. Ioeng (2006) asserts that
many digital forensic investigators have chosen to follow the technical procedures and
have forgotten about the purpose and core concept of a digital forensic investigation.
Legal practitioners sometimes have difficulty in understanding or applying their
processes and tasks in digital investigations owing to the complicated procedures and
technical details that many digital forensic investigators follow.
Ieong (2006) further provides six key questions that an investigator should ask while
performing an investigation:
•

What? (the data)

•

Why? (the motivation behind the cybercrime)

•

How? (the procedures undertaken by the cybercriminal)

•

Who? (the people affected and involved)

•

Where? (the location)

8

•

When? (the time when the cybercrime took place)

The Oxford dictionary defines a framework as a simple structure supporting or
underlying a system or concept. Kohn et al. (2006) describe a computer forensic
framework as a structure to support a forensic investigation. Using a forensic
framework while performing a digital forensic investigation ensures that the conclusion
reached by one digital forensic investigator is more likely to be the same as that by any
other digital forensic professional who conducted the same investigation (Von Solms,
Lourens, Reekie, & Grobler, 2006).

2.1.3 Digital Evidence
Owing to the increase in the proliferation of digital devices and the explosion of the
Internet, digital evidence is likely to be present in almost any crime that is committed
(Jordaan, 2012). Peisert, Sishop, & Marzullo (2008) state that more than half of the
cases investigated by the Federal Bureau of Investigation (FBI) in the United States
involve the use of digital evidence.
Owing to the widespread use of the Internet, contextual information that is available
from the Internet can be extremely useful and important for digital forensic
investigations. Information that can be obtained from the Internet includes information
on individuals relating to who is connecting to which computer devices and what tasks
or activities they are performing (Adelstein, 2006).
Digital evidence is defined as any data that can establish that a crime has taken place or
provide a link between a crime and the victim or the crime and the perpetrator (Casey,
2004). The Scientific Working Group on Digital Evidence (SWGDE) defines digital
evidence as any “information that is useful and of sufficient value that is either stored or
transmitted in a digital form”.1
While conducting a forensic investigation, and evaluating the evidence for reliability
and accuracy, it is imperative that the evidence is accurate and reliable due to the

1

https://swgde.org/
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impact that the findings can have for an individual (Casey, 2002). Jordaan (2012)
describes a key factor for any court case being the quality of evidence and that there is a
need to assure the quality thereof to improve its value for use in any legal system.
Arthur (2010) reports that levels of certainty can be associated with evidence sources
and digital evidence. An evidence certainty scale was developed to address the
uncertainties related to digital evidence by allowing certainty assessments to be
associated with digital evidence (Arthur, 2010).
Owing to the inconsistencies in the use of terminology by digital forensic investigators
when describing the level of certainty for a particular evidence finding, Casey (2011)
proposed a scale for categorizing levels of certainty when handling digital evidence. The
evidence certainty scale consists of seven levels, C0 to C6. This scale is depicted in Table
1.
Evidence that is labelled C0 is contradictory to the known facts, while evidence at level
C6 is tamperproof and contains a high level of assurance. Casey’s certainty scale
therefore allows digital forensic investigators to identify the level of confidence in the
evidence finding. It is clear, therefore, that if the evidence finding has a low level of
confidence the digital forensic investigator may not be able to conclude the finding
without additional corroborating information.
There are both advantages and disadvantages to the certainty scale. One of the
advantages is that it is flexible and can be used to measure the evidential weight of both
the process that generated the evidence and the evidence finding itself such as a
Microsoft Word document. The one major disadvantage of the certainty scale is that it is
subjective since digital forensic investigators will need to use their own judgment when
assessing the certainty levels of evidence (Casey, 2011).
Kohn et al. (2006) report that the overriding goal of any digital forensic investigation is
to ensure that concrete evidence is produced, which can eventually be presented in a
court of law.

10

Table 1: Casey’s Evidence Certainty Scale (taken from Casey, 2011)
Certainty

Description

Qualification

Level

C0

Evidence is contradictory to known facts.

Incorrect

C1

Evidence is extremely questionable.

Highly uncertain

C2

One source of evidence is tamperproof.

Somewhat uncertain

C3

The evidence contains some irregularities even

Possible

though the evidence sources are difficult to tamper
with.

C4

Multiple independent sources concur that either the

Probable

evidence is protected against tampering or the
evidence is not protected against tampering.

C5

Multiple independent sources that are protected

Almost certain

from tampering concur, although a minute
uncertainty still exists.

C6

Evidence is tamperproof and contains a high level of

Certain

assurance.

2.1.4 Testing of Digital Evidence
Carrier (2002) devised four categories for use when assessing a digital forensic
procedure known as the Daubert test, which comprises generally accepted guidelines
for evaluating scientific evidence including the potential rate of error (Casey, 2002).
This test is an expansion of the previous United States of America court’s approach to
the admission of scientific evidence.
The four categories in the Daubert test are:
•

Testing: This addresses whether the procedure can be and has been tested.
11

•

Error Rate: This questions whether there is a known error rate for the
procedure.

•

Publication: This asks if the procedure has been published and subjected to peer
review.

•

Acceptance: This relates to whether this procedure is generally accepted in the
relevant scientific community.

When collecting digital evidence, digital forensic investigators must ensure that only
specific forensically-sound tools and techniques are used in order to maintain the
integrity of the evidence and ensure that the evidence will be admissible in a court of
law (Koen, 2009). Adelstein (2006) concurs that the integrity of digital evidence must
be guaranteed during the entire forensic investigation and further asserts that hash
sums should be calculated on the evidence source system and the extracted evidence.
These should then be compared to ensure the evidence authenticity and integrity.
Altheide & Carvey (2011) explain that a key activity performed during a forensic
investigation is the creation of a cryptographic hash. ”A cryptographic hash function
takes an arbitrary amount of data as an input and returns a fixed size string as output
and the resulting value is a hash” (Altheide & Carvey, 2011, p. 56). Hashing usually takes
place during the verification phase of the disk imaging process, as any modification,
even to a single bit of data, will produce a completely different hash value. This means
that a hash generated of the source drive can be compared with the hash of the forensic
image and if the hashes match, this confirms that the two items are exactly the same
(Altheide & Carvey, 2011).

2.1.5 Live Acquisition
Adelstein (2006) states that the nature of digital forensic investigations is changing, as
the traditional approach to performing a digital forensic investigation has several
disadvantages. Traditional digital forensic investigations strive to preserve all hard disk
evidence in a forensically sound state, which means that no data is changed and is thus
admissible to a court of law. Moore’s law is a metric that reflects the rapid advancement
of computer technology and asserts that computer technology will double every two
years (Glassman, 2012). As a result of Moore’s law, it is not always possible to perform a
12

traditional forensic investigation owing to the increase in hard drive capacity, large
RAID arrays and network accessible storage units (Choo, Smith, & McCusker, 2007). It is
therefore sometimes necessary to perform a live system acquisition making use of live
digital forensic techniques. Over and above the challenges listed above, cloud computing
also does not allow for a traditional investigative approach due to the remote evidence
and lack of physical access (Dykstra & Sherman, 2012).
A live forensic acquisition captures a snapshot of the computer’s state, which cannot be
reproduced at a later stage (Adelstein, 2006). Live system acquisitions are becoming a
critical part of the digital forensic investigative process as these enable investigators to
capture the volatile system state. A number of forensic toolkits are available to assist
with automatic live acquisition (Cohen, Bilby, & Caronni, 2011).
When performing a real time analysis or a live acquisition and analysis, the evidence
findings are useful for gathering time-sensitive information and can lead to further
acquisitions of computer systems or data. Adelstein (2006) believes that live digital
forensic analysis will become an accepted standard in time.
Beebe (2009) states that digital forensics lacks processes and standards; moreover,
there is the problem of scalability and non-standard computing devices. Garfinkel
(2010) reiterates that there are two major problems with current forensic tools. Firstly,
today’s tools were not designed to assist with the investigation process but rather to
find specific evidence. Secondly, the tools were created to solve crimes against people
where the evidence resides on a computer. Garfinkel (2010) further reports that any
forensic tools developed must be able to support the Internet and social network
information associated with a user, for example a collection of social networking
accounts or a user’s digital footprint.
Huber et al. (2011), report that traditional digital forensics is based on the analysis of
evidence from computers and network traffic. There is thus, a need for the development
of new methods of evidence extraction specifically from social networks. Research has
shown that there is currently very little academic research being conducted to address
the collection of evidence from social networks and that currently, data extraction of
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information from social networks is being conducted via web crawlers (Huber et al.,
2011).
A traditional forensic investigation is dependent on the seizure of hardware to perform
an analysis, but with the increase in social networking sites and online communication,
traditional forensic methods have become useless (Huber et al., 2011).
Mulazzani, Huber, & Weippl (2012) concur that the extraction of forensic data from
social networks has become a research problem since all user communications from
social networks are stored online at the social network provider without direct access
by investigators. The explosion in the number of social networking sites will
undoubtedly change the manner in which digital forensic investigations are conducted
in the future (Mulazzani et al., 2012).

2.2 Social Networking
2.2.1 Definition
Social media can be defined as a medium that provides a platform for users to create
individual profiles within a site containing personal photos, a screen name, an email
address and contact details amongst others. The profile provides the user with a unique
identification by which other members of the social platform can identify them (Brunty
& Helenek, 2013).
Boyd & Ellison (2007) define social networking sites as Internet-based services, which
create a platform for individuals to create public or semi-public profiles. A social
network site allows individuals to choose who they wish to share a connection with and
to view and navigate through their lists of connections, friends and friends of friends
within the same social network site.

2.2.2 Social Networking Websites
Starin, Baden, Bender, Spring, & Bhattacharjee (2009) report that social networking
sites are popular with millions of Internet users as these sites allow users to share
information with their social network friends.
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Social networking sites have been described as “fingerprints” of the 21st century by
Marsico (2010). Van Manen (2010) likens social networking sites to the Greek god
Momus, where an individual’s innermost thoughts are published for all to see, as by
choice people are giving others access to information that was once viewed as personal,
private, and hidden.
Duncan (2008) states that social networking websites have become very popular over
the last few years and that social networking websites allow users to create profiles,
view other user’s profiles, post blogs and participate in bulletins. Additionally, the FBI
estimates that there are in excess of 200 different social networking sites. Social
networking sites create a platform for people to meet, but the same social networking
sites also allow their users a certain sense of anonymity. Duncan (2008) asserts that
another risk of social networking websites is the disclosure of personal information
regardless of whether such disclosure is intentional or ends up occurring unwittingly.
The explosion of social media has ensured several new communication methods for
individuals and organisations but has also led to new methods by which organisations
can search or investigate individuals. Law enforcement agencies have already started
using social networking sites for investigative purposes (Edgar-Nevill & Qi, 2011).
Today most conversations between the youth occur on social networking sites. Whereas
in the 20th century most young people would meet in shopping malls, today interactions
with friends take place in the privacy of a bedroom or in a packed movie house because
of the various social networking platforms available. Social networking sites have
created a convenient communication medium for millions across the globe; however, as
a result of the information made available on these social networking sites, law
enforcement is also able to benefit from this (Marsico, 2010).
Xu, Ryan, Prybutok, & Wen (2012) report, that individuals make use of various social
networking platforms for immediate access to friends, to organise social activities and
to spread news in an efficient manner. Social networks also play an important role as a
vehicle for political communications and influence (Xu et al., 2012). An example of the
use of social media during political turmoil is the Arab Spring revolutions that took
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place in Egypt and Tunisia in January 2011. During this time, social media were used to
gather crowds and organise protests (Lang & De Sterck, 2014).
Social networking sites are increasingly being used to seek information for
employment, reconnaissance and investigations. Social networking sites are also being
used in legal and criminal investigations to find and provide evidence of individuals not
abiding by the law or incriminating themselves. The evidence obtained from social
networking sites includes confirming location information, proving or disproving alibis,
and establishing motives and personal relationships (Edgar-Nevill & Qi, 2011).
Edgar-Nevill & Qi (2011) affirm that due to the explosion of social networking sites, a
wealth of valuable information is generated; this information subsequently needs to be
investigated as to how it can be used as evidence.

2.2.3 Information Disclosed on Social Networking Sites
When a profile is created on a social networking site, a series of questions are required
to be completed including information such as location, age, interests and an “about me”
section. Users are also encouraged to include a profile photo. The user controls the
visibility and privacy of their social network profile; however, in some social
networking sites, such as Facebook, by being part of the same ‘network’ users are able
to view each other’s profiles unless the user has increased the default security and
privacy of the profile (Boyd & Ellison, 2007).
Users share an enormous amount of information on the various social networking sites;
this information includes personal information, friends, colleagues and acquaintances.
The user profiles can include personally identifiable information such as photos, contact
information and addresses. Users within the various social networking sites also post
information such as date of birth and school alumni (Ellickson & Lynch, 2010).
Social networking sites can be extremely revealing as users provide personal
information and the social networking platform allows comments to be made by other
participants and friends. This information provides the viewer with insight about the
user’s values, activities, locations and interests (Edgar-Nevill & Qi, 2011).
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Choo, Smith, & McCusker (2007) concur that social networking sites allow users to post
their personal information, upload photographs and interact with other users in real
time. The information available on the social networking sites can easily be used to
identify or profile users, while criminals can use the information available from the
social networking sites to commit identity fraud. Choo et al. (2007) also report that
terrorists are able to make use of social networking sites as a means to reach an
international audience, lobby for funding, recruit new members and distribute Internet
radicalisation.

2.2.4 Types of Social Media Sites
Table 2 provides examples of some of the main social networking sites, the primary use
of the particular social networking site, the privacy settings that are made available in
the social networking site and the type of information that can be accessed via the social
networking site. This information was obtained by the researcher
Table 2: Social Networking Sites (summarised from information available on the
respective sites and corresponding webpages)
Social
Networking
Site
Facebook

Primary Purpose

To provide a platform
that enables people to
share and connect with
others

Privacy

Granular privacy module
allows the user to
determine what they are
willing to share with their
friend list, groups, and other
users of the social platform
Different information can be
shared with different
groups or users

Information Available

True names of the users are
encouraged when individuals
create a profile but cannot be
enforced
Messaging includes; mail, real
time chat and a timeline or “wall”
Over 1 billion photos uploaded on
a monthly basis
Used to conduct private
background checks
Data is organised by user ID or
group ID
With a subpoena or court order
the following information is
available: photographs, contact
information, credit card details,
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IP logs, inbox messages and chat
logs
Cooperative with emergency
requests

Twitter

Micro-blogging

Most content is public

No contact number available

Direct messages are private
and kept until deleted by
the user

Only last IP retained

Simplified privacy model,
updates are either private
or public

Twitter does not preserve data
without legal process
Most multimedia is handled by
3rd partly links

Short URLs can be used to
serve malicious links or
code

MySpace

Myspace promotes a
creative community of
likeminded people to
connect collaborate and
inspire one another

True names are not
required

Messaging through chat, friend
updates

Privacy is less granular

Profiles contain publically
viewable information
Data is organised by friend ID
Subpoena is required for private
messages, data older than 181
days, and friend lists
User info and stored files are
indefinitely retained
IP logs and information for
deleted accounts retained for 1
year

LinkedIn

Business focused
providing a platform for
professionals to connect

Granular privacy module,
allows the user to
determine what they are
willing to share with their
connections, groups, and
public profile which is
available via any web search

Profiles focused on education and
work experience
Used to perform background
checks
Profile information is not checked
to ensure that it is reliable

2.2.5 Law Enforcement and Social Networking
Social media is changing the manner in which law enforcement agencies conduct
criminal investigations as well as how they identify crimes. According to the 2012
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online research project conducted by LexisNexis (LexisNexis, 2012), four out of five law
enforcement officers are using social media for investigative purposes. The LexisNexis
2012 report sought to understand how law enforcement was using social media for the
purpose of investigations, the acceptability of social media and the investigative
techniques currently used by law enforcement, and the processes required to leverage
social media in investigations. A total of 1221 law enforcement personnel participated
in this online research study.
The LexisNexis 2012 report also provided further evidence of how law enforcement
officers used social media when conducting criminal investigations. One law
enforcement officer stated that “social media is a valuable tool because you are able to
see the activities of a target in his comfortable stage” (LexisNexis, 2012). Sometimes
suspects post incriminating evidence in the form of bragging, statements and pictures.
Zainudin et al. (2011) report that social networking websites are ideal for exploitation
by criminals owing to the opportunities available to commit crimes arising from the
following key properties:
•

large user base that is widely distributed

•

users are grouped together with common and shared interests

•

social networking has created a platform that can be used to deploy fraudulent
resources and applications, enticing users to install them

A law enforcement officer who participated in the 2012 LexisNexis report provided an
example of how social media were useful in managing a potentially volatile situation.
Law enforcement officers used social media to monitor anticipated potential civil unrest
“in relation to a contract negotiation impasse/strike and Occupy group activities”.
Monitoring the various social media allowed law enforcement to identify the organisers
quickly, make personal contact with the organisers, and provide assistance in
organising the event. This resulted in avoiding problems that were experienced in many
other jurisdictions (LexisNexis, 2012).
Another law enforcement officer stated in the LexisNexis 2012 report, “I use it passively
most of the time so that probationers are not aware that we use it” (LexisNexis, 2012).
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Social media is very useful to see who probationers are talking to and what they are
talking about. A probationer’s friends are good contacts as sometimes the probationer is
cautious and careful not to post about his/her activities, but the friends do not always
take the same precautions (LexisNexis, 2012).
Marsico (2010) concurs that law enforcement agencies are turning to social networking
sites to investigate criminals and the various crimes committed. Law enforcement has
also been using social networking sites to gather intelligence relating to criminal gangs.
Gang members reportedly tweeted a warning message on Twitter stating that they had
a snitch in their company shortly after a gang member was arrested but released from
police custody without any charges being laid. Law enforcement was actively
monitoring the social networking site Twitter, and soon after the gang’s initial tweet,
others joined the conversation thereby provided incriminating information (Marsico,
2010).
In the 2011 London riots, various social media platforms played a key role as British
Police were able to positively identify rioters using social networking sites. One rioter
was arrested after encouraging looting on Facebook, while another rioter bragged on
Facebook by uploading photographs of himself with his loot (Edgar-Nevill & Qi, 2011).
In another case, US law enforcement was able to positively identify students who
denied knowing each other; by using Facebook they were able to prove that the two
students were in fact Facebook “friends” (Ellickson & Lynch, 2010).
One of the challenges that law enforcement faces when tracking individuals on social
networking sites is trying to find the alias or screen name that they are using. In
addition, a great deal of the information on social networking sites has nothing to do
with crimes and therefore extensive time is wasted by combing through the available
information. Trying to find evidence on social networking sites can be compared to
finding a needle in the haystack (Marsico, 2010).
Quayle & Taylor (2011) emphasise that 90% of terrorist activity on the Internet is via a
social networking site as the social networking sites offer anonymity, by safeguarding
the identities of those individuals who participate. Social networking is also a method
that can be used to attract new members and followers.
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Evidence from social networking sites can reveal information such as personal
communications, and can be used to establish motives, a crime or criminal enterprises
and the instrumentalities or fruits of the crime (Ellickson & Lynch, 2010).
A US prosecutor admitted to using the Web search engine Google to perform online
searches about the victims, suspects and witnesses connected to his cases. These
searches provided valuable information such as photos, status updates, and blogs. The
US prosecutor confirmed using Facebook, Twitter, YouTube, and MySpace when
performing intelligence gathering (Edgar-Nevill & Qi, 2011).
Gangs are reportedly using social networking sites to display photos and videos of gang
members holding illegal firearms and making hand gestures, and law enforcement has
had successful prosecutions from the evidence available on the social networking sites
YouTube and MySpace. Gang members have become wise to the fact that there are
undercover law enforcement officers on the social networking sites and have started to
ask for assistance in identifying these individuals (Marsico, 2010).

2.3 OSINT
2.3.1 Definition
Steele (2006) defines OSINT as unclassified information that is intentionally discovered,
then categorised, separated and communicated to a select audience in order to address
a specific question. Gibson (2004) defines OSINT as the legal systematic exploitation of
publically available information.
Neri, Geraci, & Pettoni (2011) describe OSINT as an intelligence gathering discipline
that consists of collecting information from public or open sources and analysing this
information to produce valuable intelligence.

2.3.2 Sources for OSINT
OSINT came into existence well before the digital information age and was associated
with intelligence gathering from open sources of information such as newspapers and
public speeches largely by the military but also by other institutions with their own
agendas for gathering intelligence. As the Internet developed and made available more
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and more unrestricted information sources, the urgency for OSINT grew exponentially
(Glassman & Kang, 2012).
OSINT can be in the form of either printed or electronic formats, such as journals,
television, newspapers and more recently, also applies to information available on the
Internet. Intelligence analysts have made use of OSINT to supplement classified
information for many years (Best & Cumming, 2007).
The Internet has become a vital resource for any intelligence analyst owing to the
abilities of Internet browsers, searching, indexing and search engines (Appel, 2011).
The majority of people have embraced the Internet and social networking sites, thereby
ensuring that certain records of individuals’ lives are embedded in the public, semipublic and deep web of the Internet (Appel, 2011).
Appel (2011) also reports that OSINT relies on the collection of various sources of
information including Internet data. This intelligence is of value for national security,
market research and market competitors.
Koops, Hoepman, & Leenes (2013) report that Facebook and Twitter are mined for law
enforcement purposes, while online news channels are also monitored to detect and
prevent terrorist activity.

2.3.3 Benefits of OSINT
There are numerous benefits of OSINT, including the fact that gathering information
from open sources is usually less expensive and risky compared with information that is
collected from other intelligence sources. OSINT can provide insights into new
developments such as new political movements, new technologies, political gatherings
and the mass movement of people (Best & Cumming, 2007). It can also diminish the
burden placed on classified intelligence collection by restricting requests for
information to only that which is not available and accessible via OSINT resources
(Steele, 2006).
With the volume of information available publically, the main problem facing
intelligence analysts is the overload of information. Most of the time there is no value to
22

the information available and it becomes time and resource intensive to wade through
the mountains of data available (Neri et al., 2011).
Steele (2006) suggests that intelligence analysts should use their proven classified
intelligence methods to exploit OSINT, as this will provide them with an all-inclusive
intelligent suite of products.

2.3.4 Value of OSINT
Best and Cummings (2007) assert that the intelligence community are re-examining the
value of OSINT because it is freely accessible through the Internet. Some intelligence
communities state that one of the drawbacks of using OSINT is the slow uptake of the
development of analytical tools enabling analysts to analyse, collect and distribute the
large volume of open source information (US Dept of Homeland Security & US Secret
Service, 2007). Steele states that excluding the information available via the Internet is
equivalent to excluding the greatest freely available data source as the Internet enables
commerce, encourages and supports human interaction and provides entertainment
(Steele, 2006).
OSINT is able to combine all available resources and expertise without the need for
security clearance and to produce intelligence that can be shared with everyone. This is
extremely valuable for early warnings and law enforcement investigations. One of the
downsides of the freely available information from the Internet is that this information
needs to be assessed for its source and reliability (Steele, 2006). Gibson (2004) concurs
that OSINT is criticised as it cannot easily be verified or evaluated mainly because the
majority of the information is obtained via the Internet. OSINT has no boundaries and is
a continuous process of collecting, processing, sharing and analysing information.
The world is changing with the advancement of technology and ecommerce. Today
information that is freely available on the Internet often proves to have more value in
helping intelligence analysts understand the world than the results obtained from
traditional cloak and dagger intelligence (Qureshi & Memon, 2012). Intelligence
professionals are in agreement that OSINT is useful and should therefore be collected
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and analysed in the same way that classified intelligence is gathered and analysed (Best
& Cumming, 2007).
Cuijpers (2013) argues that intelligence communities require advanced tools to
navigate their way through the oceans of available information. Even though the
Internet has provided intelligence analysts with search engines and translation
applications, more refined tools are required. Cuijpers (2013) confirms that existing
tools lack the functionality of propriety tools, which have been designed with the
purpose of processing data for evidence.
VIRTUOSO is a project sponsored by the European Commission to develop OSINT tools.
Cuijpers (2013) recognises that these tools will be of great value to law enforcement
and intelligence agencies, but that they will threaten the freedom of citizens whose
personal information is at the core of the open sources.

2.3.5 OSINT as a Business Tool
OSINT is said to be an accepted practice within the private sector, and is becoming more
advanced especially with the development of tools and techniques. OSINT is no longer
being questioned regarding its usefulness or validity but rather how quickly it can be
developed into a discipline for government and private sector intelligence analysts
(Gibson, 2004).

2.3.6 OSINT Source Verification
Gibson (2004) states that OSINT has always been available but in the last few years it
has received recognition and been widely used. Moreover, OSINT does not always have
to be obtained openly; some information can be discreetly obtained. However, Gibson
(2004) reiterates that intelligence must always be accurate, reliable, timely, and
verifiable.
OSINT is in the public domain and should not be confused with “available to the public”,
as there are some barriers to accessing OSINT. The barriers are usually resources and
the amount of effort required to gather the OSINT. Gibson (2004) suggests that a
checklist (see Table 3) be drafted to confirm the usability of all OSINT sources.
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2.3.7 Covert Intelligence
Covert operations are also conducted to access information that is not publically
available and to communicate with suspects and chart social relationships (Ellickson &
Lynch, 2010).
An example of this is given in the LexisNexis report of 2012, which investigated the use
of social media by law enforcement personnel (LexisNexis, 2012). One of the law
enforcement officers stated that, while trying to locate a suspect in connection with
various drug related charges, the suspect’s Facebook profile was viewed and a Facebook
friend request was sent to the suspect from a fictitious Facebook profile. The suspect
accepted the Facebook friend request and using Facebook’s location services, the
suspect kept checking in, thereby allowing the law enforcement officer to follow the
movements of the suspect and eventually track him down.
Table 3: OSINT Source Checklist (taken from Gibson, 2004)
Checklist
Authority

Description
Does the OSINT source command high opinion or respect from
peers or customers?

Accuracy

How accurate is the OSINT source for example, can it be validated
or benchmarked?

Objectivity

Is the OSINT source biased in any way?

Timely

Is the OSINT source date/time/location tagged?

Relevancy

How relevant is the OSINT source?

2.4 Summary
Chapter 2 discussed in detail what digital forensics, social networking and OSINT are.
Examples of how social networking and OSINT are currently being used by law
enforcement when they conduct investigations were discussed as well as the value of
the information available on the Internet. It has been determined from the literature
review that there is currently no investigative framework available to assist with using
OSINT sources as a digital forensic investigative tool. Chapter 3 discusses the
methodology used in conducting the research on which this thesis is based.
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Chapter 3 Methodology
This chapter details the approach and methodology used in this study. The topics
covered include reasons for the use of the interpretive philosophy and how the
representative sample was obtained. This chapter also includes a discussion of the
techniques and tools used to gather and analyse the data.

3.1 Research Strategy
The purpose of the research is exploratory as it seeks to establish a framework for using
OSINT and social networking as a digital forensic investigative tool.
The research philosophy followed is interpretive as the research was conducted using
people as subjects rather than inanimate objects. The philosophy is also interpretive
because the survey questionnaires allowed for more than one answer to be given.
The research conducted is qualitative as most of the data collected is subjective, making
it difficult to quantify. For the data to be useful the survey responses were analysed and
interpreted using qualitative data analysis processes thus allowing a theory to be
developed from the data (Saunders, Philip, & Thornhill, 2009).
The time frame for conducting the research was cross-sectional; such a time horizon is
useful for a study of a particular fact to explain how factors are related, but in different
entities such as organisations or disciplines such as digital forensics (Saunders et al.,
2009, p. 155).

3.2 Data Collection and Analysis
The primary data was collected by means of an electronic survey questionnaire sent to
digital forensic practitioners. The electronic surveys were sent by email and were
completed via a web link.
The survey questionnaire was compiled using mostly rating questions which are often
used to collect opinion data. Due to the collected data being qualitative, the researcher
chose to use a Likert-style rating scale. Each respondent was asked how strongly he or
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she agreed or disagreed with a statement or series of statements when completing the
questionnaire (Saunders et al., 2009). Several open-ended questions were also included
to obtain more in-depth information about the response to a previous question.
The survey was divided into three sections, namely demographic data, social media and
lastly OSINT gathering. The first section of the survey related to demographic data. The
information provided by the responders would provide the researcher with data
relating to the respondent’s education, how many years of digital forensic investigation
experience they hold, the industry they are currently working in and, lastly, what their
role in digital forensics is.
The second section contained questions relating to social media. Respondents were
asked to indicate if and how they use social media when they conduct digital forensic
investigations. This section is important to the researcher as the answers provided by
the respondents will allow the researcher to determine how social media is being used
and the respondents’ opinions of the value of social media when conducting digital
forensic investigations.
The third section of the survey contained questions relating to OSINT. Respondents
were asked if they made use of OSINT when conducting digital forensic investigations
and whether the OSINT was for reactive or proactive digital forensic investigations. The
answers to the questions posed in this section were directly related to the information
needed to define the framework for using OSINT as a digital forensic tool.
The complete questionnaire is attached as Appendix A.

3.3 Survey Participants
The sample group chosen for the research comprised digital forensic practitioners only.
An electronic survey questionnaire was sent to 75 respondents via email. This
particular sample group was chosen as digital forensics is a highly specialised field and
all of the respondents were individually contacted about participation in the research.
However, despite all respondents being known to the researcher, completion of the
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questionnaire was done anonymously. Eighteen completed electronic questionnaires
were received from the total of 75 initially sent out.
Participation in the survey was voluntary. When first contacted via email, each
participant was informed of the following:
•

Participation in the survey questionnaire would be confidential and the
participant’s identity would not be revealed in the study;

•

Participants could stop the survey questionnaire and cease to participate if the
process became too intrusive;

•

The findings would be shared with all participants upon request.

The survey was approved by the ethics committee of Rhodes University (case number:
CS 13-06).

3.4 Participants’ Demographic Information
Fig. 1 displays the respondents’ professional certifications. Nine of the 18 respondents
currently hold the vendor specific certification, AccessData Certified Examiner (ACE);
four hold the Association of Certified Fraud Examiners (CFE) certificate, while four hold
certifications that were not listed on the questionnaire and are shown on the chart as
other. Two of the respondents do not hold any digital forensic certifications and this is
displayed on the chart as none. Two of the respondents hold the Certified Information
Systems Security Professional (CISSP) and the Certified Information Systems Auditor
(CISA) credentials. Two of the respondents hold a digital forensics specific qualification
called the GIAC Certified Forensic Analyst (GCFA), one respondent holds the GIAC
Certified Forensic Examiner (GCFE), and finally, one respondent holds the vendorspecific certification, Encase Certified Examiner (EnCE).
Table 4 presents the demographic information about the sample group. This
information, supplied by the respondents, includes their location, the highest tertiary
qualification achieved, the industry they work in, the number of years they have been
performing digital forensic investigations, and their current digital forensics job role.
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Table 4: Demographic Information of the Respondents (n=18)
Highest
tertiary
qualification
achieved

Industry

Years of
digital
forensic
experience

Current
digital
forensics
role

Are you
comfortable
with social
media
investigations

Participant

Location

A

South Africa

Honours
Degree

Consulting

3 - 5 years

Corporate
Investigator

Comfortable

B

South Africa

National
Diploma

Consulting

3 - 5 years

Corporate
Investigator

Not
comfortable

C

South Africa,
Zambia

Honours
Degree

Education

15 years or
more

Corporate
Investigator

Neutral

D

South Africa

Bachelor’s
Degree

Insurance

5 – 10 years

Corporate
Investigator

Neutral

E

South Africa

Diploma

Consulting

5 – 10 years

Corporate
Investigator

Neutral

F

South Africa

Master’s
Degree

Government

15 years or
more

Law
Enforcement

Extremely
comfortable

G

South Africa,
Kenya,
Zimbabwe

Master’s
Degree

Financial

5 – 10 years

Corporate
Investigator

Neutral

H

South Africa

Post Graduate
Diploma

Consulting

10 – 15 years

Corporate
Investigator

Neutral

I

South Africa

Honours
Degree

Government

3 – 5 years

Law
Enforcement

Neutral

J

South Africa

Honours
Degree

Consulting

5 – 10 years

Corporate
Investigator

Neutral

K

South Africa

Bachelor’s
Degree

Consulting

5 – 10 years

Corporate
Investigator

Neutral

L

Netherlands

Professional
Certifications

Consulting

10 – 15 years

Incident
Responder

Comfortable

M

South Africa

Honours
Degree

Information
Technology

5 – 10 years

Criminal/Civil
Defence

Neutral

N

South Africa

Honours
Degree

Insurance

3 - 5 years

Corporate
Investigator

Neutral

O

South Africa

Honours
Degree

Education

3 - 5 years

Corporate
Investigator

Extremely
comfortable

P

Australia

Master’s
Degree

Consulting

10 – 15 years

Corporate
Investigator

Neutral

Q

South Africa

Professional
Certifications

Consulting

10 – 15 years

Corporate
Investigator

Neutral

R

South Africa

Professional
Certifications

Financial

2 – 3 years

Incident
Responder

Extremely
comfortable

29

AccessData Certified Examiner
(ACE)
Certified Forensic Examiner (CFE)

1

1

Other

1
1

1

9

2

Certified Forensic Analyst (GCFA)
None

2
2
4

4

Certified Information Systems
Security Professional (CISSP)
Certified Forensic Computer
Examiner (CFCE)
Certified Forensic Examiner (GCFE)
Certified Commercial Forensic
Practitioner (CCFP)
EnCase Certified Examiner (EnCE)
Certified Information Systems
Auditor (CISA)

Fig. 1. Professional certifications held by the respondents.

3.5 Summary
Chapter 3 discussed the research methodology used in this study, and provided
demographical information relating to the survey respondents.
Chapter 4 discusses the analysis of the data which was collected through the survey.
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Chapter 4 Analysis of Data
This chapter presents the results of analysing the data collected through the survey and
relates these to the research question and objectives.
Since analysis of the data using mean and standard deviation formulas was not
meaningful owing to the small sample size of 18 respondents, the data from the
electronic questionnaire was analysed using descriptive analysis.

4.1

Analysis of Survey Questions

4.1.1 Use of Social Media to Obtain Specific Information
The first question asked the respondents to rate the strength of their belief that social
networking sites could assist digital forensic investigators in ascertaining certain kinds
of information using the scale 5 (strongly agree) to 1 (strongly disagree). Fig. 2
illustrates the respondents’ answers. In this and the subsequent figures in this chapter,
agree and strongly agree, and disagree and strongly disagree responses are combined
as agree and disagree, respectively.

Criminal Investigations
Probable cause for search warrants
Understand criminal networks
Predict crimes
Obtain tips on crimes
Identify/monitor whereabouts
Identify persons of interest
Identify criminal activity
Gather corroborate evidence
Identify location
Identify associates
0

20

40
Disagree

60
Impartial

80

100

Agree
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Fig. 2. Responses (n=18) to whether social media sites can assist digital forensic
investigators to ascertain certain kinds of information.
Overall, the majority of respondents agreed that social networking sites could assist
digital forensic investigators to ascertain all but two of the kinds of information
presented.
•

67% of the respondents were ambivalent as to whether social networking sites
could assist in the prediction of crimes.

•

61% of the respondents were ambivalent as to whether social networking sites
could assist in the identification of criminal activities.

The results from the LexisNexis 2012 Report provide evidence that the top three uses of
social media for crime investigations are: “Identifying people and locations, discovering
criminal activity and lastly gathering evidence.” (LexisNexis, 2012). A law enforcement
officer who participated in the 2012 LexisNexis report stated that social networking
sites had assisted them in crime prevention. The law enforcement officer believed that
they had thwarted a “Columbine type shooting” by performing an investigation utilizing
Facebook. There was sufficient evidence revealing that the threats were credible and
additional investigations were conducted that provided evidence that a student was in
the process of acquiring weapons and had the intent to harm others (LexisNexis, 2012).

4.1.2 Value of Information Obtained from Social Media
The next question attempted to ascertain whether information obtained from social
media was valuable to digital forensics practitioners. A total of 83% of the respondents
indicated that they agreed that there is value in obtaining information from social
networking sites, while the remainder (17%) were undecided.
In support of these results, another participant in the LexisNexis 2012 report provided
the following statement; “It is amazing that people still “brag” about their actions on
social media sites. Yeah, even their criminal actions” (LexisNexis, 2012). Despite
denying any involvement in an assault involving a victim being struck with brass
knuckles, the suspect bragged about hurting a kid on his Facebook profile and stated
that the item used to strike the kid was dumped in a trashcan in a park. The law
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enforcement officers searched a number of parks and located the brass knuckles.
Together with the evidence item and the Facebook post, the suspect confessed to the
assault during a follow up interview (LexisNexis, 2012).

4.1.3 Tools Used to Mine Social Networking Sites
The next question attempted to ascertain which tools digital forensics practitioners
made use of when exploiting social media for digital forensic investigations.

None
Twitter search apps
Bulk Extractor
Cacheback
Webcrawlers
Python Scripts
Netanalysis
Maltego
Google Hacks
Internet Evidence Finder
0

20

40

60

80

100

Fig. 3. Responses (n=18) to which tools are used when using social media for digital
forensic investigations.
Internet Evidence Finder (IEF) is propriety software and is capable of recovering
hundreds of Internet-related artefacts according to the information made available on
the website2. It is used by 61% of the survey respondents. IEF is a useful tool as it is able
to recover evidence relating to social media, webmail, cloud services, web activity and
many others.

2

http://www.magnetforensics.com/mfsoftware/internet-evidence-finder/ief-artifact-modules/
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Google hacking involves using the Google search engine3 together with specific search
operators that have a specific meaning to the Google search engine (Long, 2008). When
a search operator such as “filetype:pdf” is used it will return Google search results
containing sites with the document extension pdf. This search is very useful when
searching for a specific pdf document on the Internet. Bradbury (2011) concurs by
stating that search engines are a useful resource and that Google hacking is a useful tool.
Another example of a useful Google hack is “cache:website” as this returns a cached
version of a website, which is useful when looking for an older version of a website. Half
of the respondents make use of Google Hacks.
The OSINT and forensic tool Maltego4, is used by 44% of the respondents. Maltego is
used for analysing and visualising connections in data. For example, taking information
from the social networking tool LinkedIn and running this information through Maltego
returns results such as memberships of other social networking sites and contact
information if the LinkedIn profile owner has added this information (Bradbury, 2011).
Another useful feature of Maltego is the ability to search the web for valuable
information such as email addresses (O'Connor, 2010). When using the Maltego email
search feature and entering a name and surname, Maltego searches the web and returns
results for all email addresses that contain the name and surname specified.
The tool Netanalysis5, which is able to extract and analyse data from various Internet
browsers is used by 22% of the respondents. The software is useful as it is able to
import Internet history and cache data from the various Internet browsers.
Python6 is referred to as a hacker’s programming language as it is not as complex as
some of the other programming languages. It also has limitless third–party libaries and
is an excellent development platform for creating customized offensive tools (TJ
O’Connor, 2013). When using social networking for digital forensic investigations, 17%
of the respondents use Python scripts. An example of using Python when performing a

3

https://www.google.co.za

4

https://www.paterva.com/web6/products/maltego

5

http://www.digital-detective.net/digital-forensic-software/netanalysis

6

https://www.python.org/
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digital forensic investigation using social media would be to write, or modify, a Python
script that can scrape data from Twitter7 using the Twitter application programming
interface (API). A Python script can be written to extract the tweets and retweets of any
Twitter user and extract geolocation data (TJ O’Connor, 2013). An example of a Python
script to scape Twitter for tweets amd retweets in a certain location is given in
Appendix B.
Web crawlers8 are also known as web spiders or web scrapers. Clough (2010) explains
that a web crawler is a computer program that executes across the Internet performing
functions such as searching, retrieving and copying information from various websites.
Web crawlers are commonly used by spammers to harvet email addresses from
websites. Only 17% of the respondents reported that they use web crawlers when
performing a digital forensic investigation.
Internet Examiner Toolkit9 (IXTK), formally known as Cacheback, is described as a
multilingual forensic tool that is able to discover, analyse and report Internet evidence
from various Internet browsers. IXTK is able to reassemble the history and caches of
various Internet browsers and has the capability of allowing the investigator to view the
recreated Internet history and compare it to the live website available on the Internet.
Only 17% of the respondents reported that they use IXTK.
Bulk_extractor10 is a digital forensic tool which can extract information such as email
addresses, usernames and URLs. Bulk_extractor can analyse data from images created
of hard drives in addition to also being able to directly analyse media connected to a
forensic investigator’s computer. The power of the application bulk_extractor is that it is
able to search multiple drives or images due to bulk extractor utilising multiple
scanners (Garfinkel, 2013). Only 11% of the respondents reported that they use
bulk_extractor when performing a digital forensic investigation.

7

https://about.twitter.com/

8

http://www.webcrawler.com/

9

http://www.siquest.com/news/products/ixtk/ixtk_v4_brochure.pdf

10

http://digitalcorpora.org/downloads/bulk_extractor/
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Twitter is an open platform that allows its users to build applications around the
information through Twitter, provided that the developer of the Twitter search
application adheres to Twitter’s API terms and conditions. Maltego has the capability of
performing searches using the Twitter API. This search feature in Maltego allows an
individual to perform searches across Twitter, providing the Maltego user with
information such as the location of the tweet and the tweets and retweets of the
individual the search was performed on. Any photos uploaded via Twitter by the
individual who is being searched for, are also made available to the Maltego user via the
Twitter API search function. Python scripts can also be written using the available
Twitter API to extract tweets and locations. Only 6% of the respondents reported that
they use Twitter search applications when performing investigations using social
media.

4.1.4 Social Networking Sites Used Most Frequently
The next question attempted to determine which social media sites are used by
investigators when searching for supporting information during an investigation.
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Fig. 4. Responses (n=18) to which social media websites are most frequently used when
searching for information as part of an investigation.
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The social networking site LinkedIn11 is used by 83% of the respondents when
searching for information as part of an investigation. A LinkedIn profile contains a
wealth of information on individuals; apart from the more common information such as
email address, geolocation tagging and marital status. Since LinkedIn is predominantly a
professional networking tool, it provides information such as an individual’s job title,
where they last worked and the educational institution they attended. It also indicates
people they might know (Bradbury, 2011).
According to Facebook’s key facts,12 there were approximately 1.32 billion Facebook
users as at 27th July 2014 with an average of 4.75 billion items being shared daily. A
total of 78% of the respondents reported that they use Facebook when conducting
investigations. Law enforcement officers who participated in the LexisNexis 2012
report, reported that personalised social media sites such as Facebook and YouTube are
used most frequently when conducting investigations (LexisNexis, 2012).
The social networking tool Twitter is used by 56% of the respondents when conducting
investigations. Twitter can provide information such as who is following the particular
individual associated with the Twitter handle and who the Twitter account is following.
This information is valuable especially if an individual is being monitored for
communication with other individuals or groups. In 2011, Twitter was used to mobilise
a group of Twitter users to request support for the post cleanup of the streets after the
2011 London Riot13 with the hash tag #riotcleanup.
YouTube14 is a video sharing platform, which 22% of the respondents reported that
they used when performing investigations. One of the law enforcement officers who
participated in the LexisNexis 2012 survey reported that a YouTube video assisted them
in the successful arrest of gang members. Known gang members had created a video for
recruiting new gang members and promoting gang violence (LexisNexis, 2012).

11

https://www.linkedin.com

12

http://newsroom.fb.com/company-info/

13

http://www.theguardian.com/uk/2011/dec/07/twitter-riots-how-news-spread

14

www.youtube.com
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Instagram15 is a social networking application, which is installed on smartphones via a
mobile application allowing users to share movies and photos on Instagram. Users are
also able to share photos and movies using Instagram via Facebook and Twitter, 17% of
the respondents use Instagram when performing investigations.
Foursquare16 a social networking application that allows users to perform check-in and
real time location sharing with friends, which 11% of the respondents use.
Google Plus17 is a social network from the search engine Google. Google Plus creates a
sharing and storage platform for its users, of which 6% of the respondents use.
Pinterest18 is a social networking application used by 6% of the respondents. Pinterest
enables individuals to create and share visual bookmarks known as Pinboards. A
Pinterest account can be registered using an existing Twitter or Facebook account,
which enables a user to notify their Facebook and Twitter friends when a new pin is
added to their Pinboard.

4.1.5 Performing Social Networking Investigations
The next question attempted to ascertain how comfortable the respondents are
performing social media investigations. The majority of the survey respondents (67%)
indicated that they were undecided about how comfortable they are with performing
social media investigations, 17% of the respondents indicated that they are extremely
comfortable, while 11% indicated they are not at all comfortable with social media
investigations.
According to the LexisNexis 2012 report, the primary reason why social media is not
being used to assist with investigations is the lack of social media skills (LexisNexis,
2012). A third of the 1221 law enforcement officers are uncomfortable using social
media; this could be because of a lack of training. Those law enforcement officers who

15

http://instagram.com/

16

https://foursquare.com/

17

https://plus.google.com/

18

https://about.pinterest.com/en
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are comfortable with social media investigations are self-taught. It is possible that the
respondents who indicated that they were undecided about how comfortable they are
with social media investigations, were undecided owing to their lack of social media
skills or lack of training, or are self-taught without having received any formal training,
and therefore, may not value their skills as adequate.

4.1.6 Verification of Information Available from Social Media
The following question endeavoured to determine whether the information available on
social media platforms should be considered evidentiary or supplementary evidence.
Respondents were also asked to explain their answer and offer suggestions relating to
methods that could be used to verify the information obtained from social networking
sites.
The majority of the respondents (89%) reported that information from social media
sites is supplementary, while the minority (11%) of the respondents reported that the
information has evidentiary value.
Listed in Table 5 and grouped into common themes are some of the respondents’
comments as to why the information obtained from social media websites is considered
supplementary.
Table 5: Common Themes for Respondents’ Comments on the Supplementary Nature of
Information Obtained from Social Media Sites
Theme

Difficulty in verifying the truth

Respondents comment

•

“there are a lot of fake profiles and misleading
information on social media sites”

thereof:
•

“there is no guarantee that the profile viewed
actually is or belongs to a person of interest”

•

“the information might not be true therefore
you will not use it as only evidence you need
to get substantial evidence to confirm
whatever you see on net”
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•

“if the source and validity of the information
cannot be corroborated or validated then it
pretty much amounts to hearsay”

•

“it is dependent on individuals voluntarily
submitting information in a public domain”

•

“it's not always easy to verify that the info
presented is true”

•

“important to clarify the source of information
so others can evaluate its value”

Providing direction for an ongoing

•

“could be highly important to provide
evidence regarding modus operandi”

investigation:
•

“it would support the investigation or to direct
an investigation”

•

“it may be used to assist or steer your
investigation in the right direction”

•

“there are varying degrees to which social
evidence can be used as primary evidence
depending on the nature of the case at hand”

Cyber profiling and intelligence

•

“evidence when building a cyber-profile, or
assist with providing or finding other leads”

gathering:
•

“it could give you an indicator of the
individuals personal life like last checked in
places, photos etc…”

•

“it is generally used for intelligence purposes”

•

“leaning towards intelligence rather than
evidence”

•

“investigators can also employ social
engineering to befriend targets or infiltrate
their "groups'" in order to gain the trust of
targets”

Below are some of the respondents’ comments regarding why they considered the
information obtained from social media websites as evidentiary. All of these comments
relate to how the evidence is obtained from social media platforms.
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One respondent qualified his/her response by including the caveat “If the social media
content was accessed lawfully”. Most social media platforms have policies and
procedures in place for providing evidence for law enforcement. A subpoena is usually a
requirement by the social media platform before the information is disclosed.
Another respondent reported that “the authenticity of the evidence can be assured at a
later date”. This comment is interpreted to mean that once evidence is located via other
means such as screen scraping using Python scripts, a subpoena can be obtained for the
evidence from the social media platform.
Another respondent provided the following comment: “Most social media sites have a
law enforcement contact that will supply IP addresses, registration details, etc…” This
comment reiterates what was stated above; that is, that most social media platforms
have processes in place to be able to provide the evidence required by law enforcement
when social media is used to commit a crime, but a subpoena is required before the
evidence is released.
A further comment from one of the respondents offers the following insight: “If analysis
is being done of a forensic image then it is possible to use the data as evidence”. This
means that if a forensically sound image is obtained from the social media platform or
the suspect’s PC or mobile phone, the evidence obtained from this image would be
evidentiary.
The findings of the LexisNexis 2012 report stated that 60% of the respondents indicated
that the information from social media websites is not credible, but that 87% of the time
social media evidence holds up in court when used as a probable cause to obtain a
search warrant (LexisNexis, 2012).

4.1.7 Using OSINT When Performing Digital Forensic Investigations
The next question attempted to determine whether any of the respondents use OSINT
techniques when performing investigations. Respondents were asked to indicate if they
had used OSINT techniques and, if they had, whether it was for a reactive or proactive
investigation. A reactive investigation is an investigation that takes place as a result of a
crime having taken place. A proactive investigation is one performed to prevent a crime
from taking place.
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By its very nature, digital forensic investigations are reactive as evidence is required,
and tends only be collected, after a crime or incident has taken place. An example of a
reactive investigation is when a crime has taken place and evidence is required to
ascertain if a suspect was at a certain location. In this case, possible OSINT evidence
sources are tweets with geolocation information included, or finding associates of the
known suspect who may have uploaded photos that include the suspect to social media
platforms.
A proactive investigation is an investigation that takes place in order to prevent a crime
or incident from taking place. An example of a proactive investigation would be
monitoring the tweets of suspects to prevent a crime or incident from taking place such
as monitoring the whereabouts of known suspects or gang members.
More than half of the respondents (56%) reported that they have used OSINT
techniques for reactive investigations, while 33% of the respondents reported that they
have never used OSINT techniques.
The minority of the respondents (6%) reported that they have used OSINT techniques
for proactive investigations, while 6% also reported that they used OSINT techniques
for both proactive and reactive investigations.
It has been reported (Brunty & Helenek, 2013) that various law enforcement groups are
already using social media sites as a tool to assist in the monitoring of known
individuals, gangs and criminals. Brunty and Helenek also predicted that as more law
enforcement officers realise the value of the information stored in social media sites,
more law enforcement officers will turn to the Internet for assistance in investigations.

4.1.8 Intelligence Gathering
The respondents of the survey were asked to state which of the given four statements
relating to the information available through OSINT were the most applicable in their
opinion.
More than half of the respondents (56%) indicated that they agreed with the statement:
“OSINT should be recognised as a valuable source information in its own right and not
only as supplement and complement to covertly obtained information“.
42

A smaller number of the respondents (39%) reported that that they agreed with the
statement: “OSINT provides insights and assists with the focus for obtaining covert
information”.
Fewer respondents (22%) indicated that they agreed with the following statement:
“More information and value is gained from covertly collected intelligence than from
OSINT”.
The minority of the respondents (11%) indicated that they agreed with the statement:
“The cost and processes that are used when obtaining covert information ensure that
the information can be trusted”.

4.2

Discussion of Results

The first objective of the thesis was to ascertain whether social networking and OSINT
could indeed assist a digital forensic investigator during their investigations. The results
from the survey confirm that most of the respondents agree that social networking sites
and OSINT can assist digital forensic investigators in this regard. Secondly, the majority
(89%) of the respondents agreed that there is value in the information available via
social networking, but only a little more than half (56%) of the respondents agreed that
the information available from OSINT sources is valuable. A possible reason for the
discrepancy between the two results is that the respondents are not familiar with
OSINT, do not comprehend the inherent value of OSINT and do not understand that
social networking is in fact a form of OSINT. Another possible reason is that
respondents are more comfortable with traditional digital forensic techniques, which
involve imaging a physical drive rather than acquiring evidence from an Internet
source. If the respondents are not active users of social networking sites, this too can
cause resistance and discomfort as it is possible that they are not familiar with how to
use social networking platforms and their features and settings.
The third objective of the thesis was to determine the criteria for using social
networking sites and identify the types of evidence that could be obtained from these
sites. This objective has been achieved by the respondents confirming which social
networking sites they use most frequently when conducting investigations. The
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majority of the respondents indicated that LinkedIn is the most frequently used. A
possible reason for this choice is that one does not have to be a valid LinkedIn user to
view LinkedIn’s publically available user profiles. Although LinkedIn user profiles are
publically visible, the information displayed depends on the privacy settings that the
profile owner has configured for his/her profile. LinkedIn is marketed as a professional
networking social networking tool, and therefore it is possible that profile owners do
not secure their profiles as they use LinkedIn for new job opportunities. The types of
information available from a LinkedIn profile are a profile photo, employment history,
interests based on group memberships, education status, and any personal websites the
profile owner has added to the profile.
Some of the respondents stated that they are currently using social networking sites to
provide supplementary evidence for their investigations. Additionally, the survey
results show that a minority of the respondents are comfortable performing social
networking investigations. This low uptake amongst the respondents could be
attributed to the lack of formal training and guidelines available for such investigations.
There may also be trepidation as a result of social networking information being
regarded as supplementary rather than evidentiary as, by its very nature, digital
forensics is based upon providing irrefutable facts relating to data being analysed,
especially when the data is meant to be presented in a court of law. However, if the
information is obtained from the social network following the law enforcement process
of obtaining a subpoena, and the evidence is acquired forensically, the evidence can
then be viewed as evidentiary as indicated by the respondents.
The majority (89%) of the respondents indicated that it would be useful for an OSINT
tool-set to be developed and made available. Additionally 83% of the respondents
indicated that it would be useful for an OSINT framework to be developed for
application when performing investigations. The proliferation of social networking
platforms could be a possible reason why respondents report that an OSINT tool-set
and framework would be useful when performing investigations. Additionally, the
respondents are likely aware of the wealth of information available from the various
OSINT sources but are seeking guidelines or a framework to assist them when
performing OSINT investigations. The stated need for a framework or tool-set could
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also be a result of investigators preferring to opt for the use of tools and techniques that
have been tried and tested.

4.3

Summary

It has been observed from the analysis of the survey results presented in this chapter
that social networking and OSINT sources contain a wealth of information that can
assist investigators when conducting investigations. The second objective of the thesis
was to create a framework which could be used when conducting investigations
involving obtaining information from social networking sites. Three of the thesis
objectives have been met as described in this chapter. The proposed framework is
discussed in the next chapter.
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Chapter 5 Proposed Framework
Based on the survey results and the most important findings presented in the previous
chapter, a framework that can be applied when using OSINT and social networking to
assist with a digital forensic investigation is presented in this chapter.

5.1

Design of Framework

In the survey respondents were provided with seven steps. Respondents were asked to
place the processes in their preferred order from one to seven to indicate in which
order the processes should be carried out. Based on these results, a framework has
been developed comprising six steps to be followed when performing an investigation
using social networking and OSINT sources. It is important to note that the final
framework consists of six rather than seven processes due to the researcher combining
two of the processes that she regarded as complementing each other.
The initial seven processes provided in the survey consisted of five of the most common
steps used when performing a digital forensic investigation as recommended by Casey
(2011). Two extra steps were also included, namely visualise and collaborate, because it
is useful to be able to visualise social media connections or chart a timeline of events
when performing an investigation that includes OSINT sources. This can also be of value
when collaborating with other investigators.
Using the respondents’ mean ratings for this question and ordering the processes
accordingly, a framework has been developed. The reason for adding the question
regarding the ordering of seven processes to the survey was because the researcher
wanted an independent consensus for the processes that would form the framework.
The proposed framework consists of the following six key steps: Identify, Retrieve and
Collect, Analyse and Process, Visualise, Collaborate and Report, in the order shown in
Fig. 5.
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Fig. 5. Key steps in the proposed digital forensic investigation framework.

5.2

Step 1 Identify

The first principle of the framework is Identify, as the key person or persons must be
identified before the information gathering can commence. Thus, the aim of this step is
to identify possible sources of evidence from various OSINT sources including social
networking platforms.
Information obtained may include possible associates, place and date of birth, any
photographs affiliated with the key person or persons, possible contact numbers,
locations visited, marital status, current employer, previous employers, and a list of
schools. There is also value being able to identify the key person or persons’ interests
such as sports, hobbies or social groups since this information assists with creating a
profile of the person or persons of interest. As members of social groups tend to share
information freely, photographs of social events which the participants have attended,
are particularly useful.
It is also important to perform an assessment of the possible evidence sources with
respect to the mandate provided to the digital forensic investigator as this will assist in
determining the scope of the digital forensic investigation and which OSINT sources
could possibly contain evidence or information. This information is vital for the
retrieval and collection principle when the information and evidence must be retrieved,
collected and in some instances exploited.
Mckemmish (1999) states that digital forensics consists of four key principles, namely,
identification, preservation, analysis and presentation. These four principals are vital in
ensuring that the evidence is legally acceptable. Moreover, McKemmish (1999) states
that in order to be able to determine which processes are required to retrieve evidence,
the digital forensic investigator needs to understand what type of evidence could
possibly exist, where the evidence could be stored and how the evidence is stored as
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this will assist the digital forensic investigator to identify the correct methods to use
when extracting the evidence.
Kim & Glassman (2013) suggest that performing a search is the starting point for other
fruitful uses of the Internet. This is a new form of OSINT which has been dubbed the
Search, Organise and Differentiate (SOD) scheme. One of the Internet’s most valuable
features is the vast amount of freely available information. This feature is possibly also
one of its biggest downfalls as there is a reliance on the ability to be able to organise
discovered information and, more importantly, the ability to be able to differentiate
between the relevant and irrelevant information. Individuals who use the Internet to
improve their knowledge must be able to cope with the large volume of information and
also be able to filter worthless and deceptive information efficiently.
Below are the key sub steps that should be completed to fulfil the aims of the Identify
process.

•

Identify the individual or group of individuals.

•

Identify the type of evidence or information that is required for the investigation,
such as photographs, confirmation that an individual uses a specific online alias,
and so on.

•

Identify social networking sites or OSINT sources that can be used when
performing searches and which could contain evidence. Examples of these sites
and sources include Facebook, LinkedIn and Web Search Engines.

5.3

Step 2 Retrieve and Collect

The second principle is the retrieve and collect process that details how the digital
evidence must be extracted and collated. The process of extraction refers to information
gathering and the recovery of digital evidence.
Social media is a dynamic platform because, as quickly as information is posted online,
it can also be removed. A screencast tool, also known as a video capturing tool, can
assist digital forensic investigators as it captures and records exactly what they are
viewing on their screen in real time. Some screencast tools also allow for use of a
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webcam and audio so that a narrative can be provided by the digital forensic
investigator who will be able to provide comments while working through the evidence.
It is imperative that the digital forensic investigator remains ethical at all times and
does not gather any evidence in a legally questionable manner as this will render the
evidence inadmissible in a court of law. The digital forensic investigator must also
remain mindful of not violating the terms and conditions of the various social
networking sites.
Extracting evidence from social networks is most often a difficult task and legal advice
and assistance may be required to obtain the evidence. Various laws governing privacy,
access to information, electronic communication and data transmission, to name a few,
also need to be thoroughly understood and taken into consideration as the evidence
may be located in a foreign country.
The McKemmish principle of preservation should be observed during this phase owing
to the likelihood of legal scrutiny. It is imperative that any examination of electronic
data is conducted in the least intrusive manner. This means that the least amount of
change must be made to the electronically stored data and that any unavoidable
changes can be accounted for and justified. In a situation where evidential data is
changed, the digital forensic investigator must document and be able to explain what
changes have taken place and why (Mckemmish, 1999).
The collection of OSINT can be accomplished in a variety of ways: by performing
operator searches using web search engines or by performing searches on various
websites that contain their own databases such as government departments and
domain registration websites.
Search engines such as the Russian search engine Yandex19 allow for granular searches
when incorporating search operators. An example of a granular search operator is “&”
which ensures that key search words must appear in the same line of the search results

19

https://www.yandex.com/
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and “&&”, which specifies the key search words must appear on the same webpage.
Another effective search parameter combines the “/” with the “&&” and this returns
results where the keywords are within a certain number of sentences from each other.
As an example the following key word search, “digital forensics” && /2 OSINT will
return web pages where the words “digital forensics” are two sentences from the word
“OSINT”. Another useful search operator is “!”, which returns the exact form of the word
provided.
When initiating the process of retrieval or collection, the first step is to identify and
gather as much information about the individual or organisation as possible. The
information that has been established during the identification process such as a first
name, last name, and known location can be used as a starting point to gain further
knowledge and gather additional information.
When performing a search on an individual using the individual’s first and last names, it
is advisable to first conduct a web search using a web search engine such as Yandex.
The search results returned should then be investigated further as there could be useful
and revealing information made available from some of the web links gleaned from the
web search. A further search can be performed using social networking tools such as
the search facilities in LinkedIn and Facebook.
When performing a simple search in Facebook and no results are returned, the
advanced search feature in Facebook can be used (see Fig. 8). This feature searches
using criteria such as hometown, current city, university and employer. Once the
Facebook profile of the individual being searched for has been located, an investigator
will be able to view information that the profile owner has made public.
If the privacy settings on the Facebook profile have been secured (see Fig. 6 and Fig. 7),
it is recommended to search through some of the friends of the Facebook profile as
there is a possibility that one of these Facebook profiles is not as secure and information
about the individual may have been shared via friends’ with unsecured Facebook
profiles. As illustration of a possible scenario, an individual being investigated could
possibly have been tagged in a photograph uploaded by a Facebook friend. If the
photograph was uploaded via a computing device with geo-location services enabled,
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the following information would then be available: the location where the individual
was, name tagging information of any other associates and friends in the same
photograph or photographs, and the time and date that the photograph was uploaded.
Some Facebook users also make use of the Facebook check-in service (see Fig. 9) which
uses the location services of a smartphone if the owner has enabled this feature on
his/her smartphone.
As of the 22nd May 201420, all new Facebook profiles will by default have their privacy
settings set to “Friends” instead of “Public”, which has been the default for the last few
years. Facebook has also stated that over the latter part of 2014 they will be releasing a
privacy check-up tool, which will guide Facebook users through a few steps to review
their privacy settings, such as what information they are sharing and to whom they are
posting.

Fig. 6. Facebook profile privacy settings.

20

http://newsroom.fb.com/news/2014/05/making-it-easier-to-share-with-who-you-want/
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Fig. 7. Facebook profile privacy settings for the timeline and tagging of photographs.

Fig. 8. Facebook advanced search criteria.
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Fig. 9. Facebook check-in feature using a smartphone.
Another useful piece of information to have when conducting searches via the web is
the name that an individual chooses to use for his/her online activities, known as the
screen name, username, online handle or online alias. It is common practice for social
media users to use the same username or online alias across multiple social networking
platforms. Once the screen name or online alias has been determined for an individual,
an online search using a web search engine should be conducted or the online tool
known as “NameChk”21 can be used in conjunction with the known online alias.
The web tool “NameChk” allows one to enter an online alias to see the availability of a
particular online alias across various social networking sites. If the online alias is in use,
the link can be selected and it will open to the social networking site that has been
registered with that particular online alias, allowing the investigator to determine
whether a site does indeed belong the individual being searched. Fig. 10 shows a

21

http://nameck.com
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screenshot of NameChk displaying the results of a search using the online alias
“lizzyparis14”.

Fig. 10. Results of an online alias search using NameChk.
Some additional tools that can be used to collect and gather information are discussed
below.
Belkasoft Facebook Profile Saver22 is a free tool that captures information publically
available in Facebook profiles. The Belkasoft Facebook Profile Saver allows one to save
any publically available wall contents and photo albums of a user including comments
and descriptions. The information is extracted and an HTML report is generated
containing the original links in case the photo album or wall post are to be reviewed at a
later stage.

22

http://forensic.belkasoft.com/en/facebook_profile_saver
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The digital Internet archiving tool known as the Wayback machine23 has been building
an Internet archive since 1996 and has archived 400 billion web pages as of the 9th
March 2014. The Internet archive contains web pages, movies, audio, text, and software,
allowing one to search for archived information from 1996. However, not all websites
allow archiving; if the website does not allow the robots.txt protocol the website will not
have been archived by the Wayback machine. An example is Facebook, which does not
allow the robot.txt protocol to run on its site without written permission. However, if an
investigator were to enter the URL of a website that has been archived by the Wayback
machine, he/she would be able to access the webpage as it appeared on each of the
dates on which the Wayback machine initiated archiving of the website.
Fig. 11 shows an example of the output of the Wayback machine with the number of
times the website http://www.ru.ac.za has been archived and the dates on which the
archived website can be retrieved. Fig. 12 displays a copy of the archived website
http://www.ru.ac.za as at the 12th June 2004.

Fig. 11. Results of doing a search for ru.ac.za via the Wayback machine.

23

http://archive.org/web/
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Fig. 12. The website http://www.ru.ac.za retrieved from an archive available on the
Wayback machine.
Some other useful tools that are also freely available are domain registration websites
such as .co.za24 or whois.net25. Domain registration sites can contain valuable personal
information as sometimes, when individuals register a domain, they include their
physical address, contact numbers and full name.
Another valuable online tool is Robtex26, which is a website that is able to provide the
same information that can be obtained from a domain registration website but with
additional information of the IP address and servers used to host the website.
There is a vast amount of relevant evidence available via OSINT; however, obtaining this
information can be challenging for digital forensic investigators who are only familiar
with traditional digital forensics making use of evidence obtained from physical devices.

24

http://co.za/

25

http://whois.net/

26

https://www.robtex.com
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Below are some relevant points and criteria to consider when performing the step
Retrieve and Collect.
•

Use a screencast tool to capture the social networking investigation.

•

Ensure that the evidence collection is legal and ethical, especially if the evidence
is to be presented in a court of law. This would also include adhering to the
terms and conditions of the OSINT source to ensure these are not violated.

•

Ensure that when the evidence is collected, it is not tainted to ensure that it is
legally admissible.

•

It is advisable to start the initial investigation using a web search engine and
then narrow the search to specific OSINT sources depending on the mandate of
the investigation.

5.4

Step 3 Analyse and Process

During the analyse phase, the analysis principle from the McKemmish four principle
rule should be considered. According to McKemmish, the extraction, processing and
interpretation of the digital evidence forms the primary activity of a digital forensic
investigation. McKemmish’s analysis principle addresses the process of converting
machine data into a format that can be read and understood by humans. (Mckemmish,
1999)
Once the evidence has been collected or exploited, the next step is to analyse and
process the evidence. When analysing the evidence, especially if the majority of
evidence has been gathered from OSINT sources, it is important to take the evidence
certainty of the OSINT source into consideration.
There are two principles that should be followed when processing and analysing OSINT
evidence: the first is to make use of the OSINT source checklist described in Chapter 2
and the second is to evaluate the evidence against the evidence certainty scale also
described in Chapter 2.
The OSINT checklist provides baselines against which the OSINT source can be
evaluated. The following baselines are suggested when evaluating evidence obtained
from an OSINT source: the authority of the OSINT source, the accuracy of the OSINT
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source, the objectivity of the OSINT source, the absence or presence of a time and date
stamp for the OSINT source and, lastly, the relevance of the OSINT source.
The evidence certainty scale provides a scale with which to measure the certainty of any
evidence that has been obtained. The scale ranges between zero and six, with zero
holding the lowest value for the evidence because the evidence is contradictory to
known facts, and six reflecting evidence that is tamperproof and holds a high level of
assurance.
Once the investigator has determined which OSINT evidence can be used by evaluating
the evidence against the OSINT checklist and the evidence certainty scale, the next step
is to start building the forensic case. This is achieved by analysing the evidence and
searching for multiple evidence sources that provide corroboration: for example, a
tweet via Twitter by a suspect placing them at a location and evidence from Facebook
such as the suspect being tagged in a photo taken at the same location.
Below is a checklist that can be applied when performing the step Analyse and Process:
•

Review the evidence using the evidence certainty scale.

•

Always try to obtain evidence that is tamperproof and contains a high level of
assurance.

•

Check whether the evidence can be corroborated via several independent
sources.

•

Discard evidence that is contradictory to known facts.

•

Use OSINT sources, which command authority, are time and date stamped and
are known for their accuracy.

5.5

Step 4 Visualise

An early Chinese proverb states: “One picture is worth more than ten thousand words”.
Following this advice the fourth step is visualise. After the processing and analysing
stage, there are likely to be numerous evidence items and therefore an important part of
a digital forensic investigation is to reconstruct a timeline of events.
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A timeline is a valuable tool as it allows a digital forensic investigator to prove or
disprove any hypothetical model proposed for the investigation. The timeline can also
provide support for the mandate the digital forensic investigator received prior to
commencing the investigation (Ieong, 2006).
Providing answers to the “When” aspect of the investigation is easily accomplished
using the timeline. For example, a timeline can assist in determining when an incident
took place, when the suspect sent his/her first tweet, or when a suspect was tagged in a
photo uploaded via Instagram or Facebook.
One of the popular open source timeline tools is Log2timeline27. This tool is useful for
parsing log files from various systems; the output is a CSV (comma separated value)
formatted file, which can be opened in Microsoft Excel making it easy to analyse.
Unfortunately, if the evidence items are not in the form of a log file, a manual timeline
must be created, for which Microsoft Excel can again be used.
Bradbury (2011) confirms the importance of visualisation in social networks owing to
the large amount of data and relationships available in these networks. An example of
the type of valuable information that a visualisation tool can provide, is the number of
people that are indirectly connected.
A useful visualisation tool is Maltego, which is an OSINT and forensic tool. Maltego
provides a mechanism for mining and gathering information using OSINT via the
Internet and is able to illustrate the information in an easily understandable format.
Maltego, which consists of search criteria code known as transforms, searches for links
between people, social networks, companies and various Internet infrastructures. It
then displays the search results graphically. For example, if an online alias, email
address, or company name can be determined from the evidence obtained during the
processing and analysing stage, this can be input into Maltego to perform a search. Fig.
13 below is a screenshot of a Maltego graph for searches conducted for “Lizzy Paris”.
The results of the search may corroborate the evidence that the digital forensic

27

www.log2timeline.net
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investigator has already obtained. Maltego offers a community version, but this version
only allows for a maximum of twelve results per transform. Commonly, when searching
social networks the number of returned results usually exceed this limitation.

Fig. 13. A screenshot of a Maltego graph for searches conducted for “Lizzy Paris”.
Below is a summary of the key sub steps to be carried out in the step Visualise:
•

Create a timeline for the investigation, as this helps order the events as they
occurred.

•

Use a visualisation tool such as Maltego to create a visual map of the link
between Twitter accounts or alias used across social networking sites.

5.6

Step 5 Collaborate

Collaborate is the fifth phase of the framework. The principle of collaboration is to work
together with other investigators or other investigative teams to provide support to
each other and collaborate with respect to information and evidence to achieve the goal
of corroboration.
Collaboration between different investigators or investigation teams could provide the
investigation team with a better understanding of the crime from the corroboration of
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information and evidence. The supporting evidence can also assist with a probable
cause for a search warrant for evidence as well as being able to assist other
investigators in identifying other possible criminal activities.
Collaboration also allows investigators to build a stronger case by piecing together all
the various evidence items.
Below are the key points that should be considered in the step Collaborate:
•

Whenever possible collaboration with other investigators, is preferable as this
provides reassurance that all aspects of the investigation have been covered.

•

5.7

Collaboration between investigators can allow for the corroboration of evidence.

Step 6 Report

It is the digital forensic investigator’s responsibility to document all actions and
observations throughout the digital forensic investigation. All documentation should be
complete, accurate, factual and comprehensive resulting in a report being written for
the intended audience. Report writing is a vital skill although it is often met with
antipathy.
When writing the report it is important to state the facts regarding the evidence
discovered during the digital forensic investigation. On the other hand, if the evidence
was not present, it is equally important not to state otherwise. When writing the
conclusion of the report, the facts must be stated and not the opinion of the digital
forensic investigator. A recommendation section can be added allowing the forensic
investigator to make recommendations based on his/her opinion. These opinions
should be based on best practice as far as possible to reduce any potential subjectivity.
The last principle regarding the handling of digital evidence according to Mckemmish
(1999) is the presentation of digital evidence in a court of law. This includes the manner
in which the evidence is presented, the expertise and qualifications of the expert
witness, and the credibility of the processes used to obtain the evidence.
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The final report should include at the very least the following information:
•

name of the investigation company

•

unique case identifier

•

date of the report

•

identity and signature of the digital forensic investigator

•

identity and signature of the digital forensic investigator who peer reviewed the
final report

•

descriptive list of items submitted for examination, including all hardware and
software used during the forensic investigation

•

brief description of steps taken during the examination, for example key word
searches, graphic image searches, operators used to perform web searches,
online alias name searches and OSINT sources

•

the results or conclusion of the digital forensic investigation; depending on the
scope of the digital forensic investigation, details of the finding can be included
or just a summary of the findings

•

any recommendations

•

exhibits or list of supporting materials such as printouts of particular evidence
items, digital copies of the evidence items, and most importantly the chain of
custody documentation

•

an optional glossary, which can assist the reader of the report to understand any
technical terms used, thereby preventing misunderstanding due to ambiguity

Once the report has been drafted it is imperative that it is peer reviewed. The peer
review can take place either during the collaboration phase or after the report has been
drafted. A peer review of the evidence findings also contributes towards ensuring that
objectivity is maintained as a correctly conducted peer review process assists with
assessing a digital forensic investigator’s findings for bias or other possible weaknesses
(Casey, 2011).
Below are the criteria which can be used a checklist for the step report:
•

From the start of the investigation keep notes relating to all steps that are
followed during the investigation.
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•

When drafting a report, state the facts and never provide opinion.

•

If possible, ensure that the report is peer reviewed, as this ensures objectivity is
maintained.

5.8

Summary

This chapter described the six steps in the proposed framework and provided some
examples of how each step could be achieved, as well as a checklist to ensure that the
framework has been correctly and rigorously applied.
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Chapter 6 Conclusion and Future Work
This final chapter summarises the main findings and highlights the contribution of the
research. The chapter closes by recommending future research work that will build on
this research.

6.1 Summary of Findings
The explosion of the Internet, the increase in the use of mobile devices and the need to
always be connected to the Internet provide ample opportunity for cybercrime making
it imperative that the traditional digital forensic investigation frameworks are updated.
Digital forensics and the traditional digital forensic investigation process were
discussed at length in the literature summary. It was concluded from the literature
summary and the survey responses that the current traditional digital forensic
investigation process and tools do not support the use of OSINT evidence because the
foundation thereof is based on acquiring physical evidence (Richard & Roussev, 2006).
Due to the volume of personal information which social networking users make
publically available, the findings of the research confirmed that a framework for
utilising OSINT when conducting a digital forensic investigation would be of value. This
finding is also supported by Taylor, Haggerty, Gresty, Almond, & Berry (2014), who
confirmed that, at present, there are no guidelines for organisations who need to
perform digital forensic investigations of social networking applications.
The research confirmed that there is value in the information available from social
networking sites and that this information can assist when performing digital forensic
investigations and that the development of a framework would be useful for digital
forensic investigators.
Based on the survey results a framework was proposed, which can be used as a guide
when performing a digital forensic investigation involving OSINT sources. Each of the
principles underpinning the framework was defined. Reasons relating to the
importance and inclusion of each principle were provided. Lastly, a sequence was
applied to each principle detailing the actions and possible tools to be used.
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The researcher provided the forensic framework for digital forensic investigators to use
as a guide when conducting OSINT forensic investigations. In addition the researcher
also provided criteria for each step of the framework. The aim of the proposed
framework was to provide digital forensic investigators with a guide that would ensure
that a rigorous process is followed and that in future, evidence from OSINT sources can
be seen as evidentiary rather than supplementary.

6.2 Contribution of the Research
The answer to the research question, “Can OSINT be used as a digital forensic
investigation tool?” has been answered in this thesis. The literature summary, the
analysis and results of the survey, and the creation of a framework for OSINT
investigations confirm that OSINT can be used a digital forensic investigative tool.
Moreover, the information obtained from the respondents validates the hypothesis that
there is value in the information available from OSINT, which can assist digital forensic
investigators.
All the research objectives outlined in Chapter 1 have been realised in this thesis.

The first objective was to ascertain whether the information available via social
networking and OSINT could indeed assist a digital forensic investigator during their
investigation. This was achieved in Chapter 2 by providing a literature review of digital
forensics, including the traditional digital forensic framework and how its current
structure does not support OSINT investigations. Social networking was explained and a
summary of information available freely on some of the social networking platforms
was outlined. Examples were also provided describing how social networking is
currently being used to conduct criminal activities. Lastly, the value of the information
available through OSINT sources was also discussed.
The definition of the framework for digital forensic investigators to apply when using
OSINT to assist with a digital forensic examination (given in Chapter 5) addressed the
second objective.
The third objective was to determine the criteria for websites that can be considered
social networking sites, and identifying the type of information or evidence items that
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can be obtained from social networking sites. Various OSINT sources and scenarios
relating to the way in which these have been used in digital forensic investigations were
also presented in Chapters 2 and 5. In addition, information available from some of the
OSINT sources, and how to gain access to it, was also discussed in Chapter 5.
The fourth objective, that is, to outline some of the shortcomings of OSINT and factors
that may serve to mitigate these shortcomings, was covered in Chapters 2 and 5.

6.3 Future Research and Recommendations
There is much scope for further research in the areas of digital forensic investigations
using OSINT and, more specifically, social networks. For example, Casey’s evidence
certainty scale should be expanded to include OSINT sources. A starting point for
research in this regard could be to incorporate the OSINT source checklist into the
existing evidence certainty scale.
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Appendix B: Python Script Twitter-Search-Geo
Python script Twitter-search-geo28 to scrape data from Twitter for tweets sent close to
the Rondebosch Common located in Cape Town. The tweets are then exported to CSV
file.

#----------------------------------------------------------------------# twitter-search-geo
# - performs a search for tweets close to Rondebosch Common, and outputs
# them to a CSV file.
#-----------------------------------------------------------------------

from twitter import *

import sys
import csv

# create twitter API object
twitter = Twitter()

# open a file to write (mode "w"), and create a CSV writer object
csvfile = file("output.csv", "w")
csvwriter = csv.writer(csvfile)

# add headings to our CSV file
row = [ "user", "text", "latitude", "longitude" ]
csvwriter.writerow(row)

# the twitter API only allows us to query up to 100 tweets at a time.
# to search for more, we will break our search up into 10 "pages", each
# of which will include 100 matching tweets.
for pagenum in range(1, 11):

# perform a search based on latitude and longitude
# twitter API docs: https://dev.twitter.com/docs/api/1/get/search
query = twitter.search(q = "", geocode = "-33.952124,18.485330, 1km", rpp = 100, page =
pagenum)

28

https://github.com/ideoforms/python-twitter-examples/blob/master/twitter-search-geo.py
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for result in query["results"]:
# only process a result if it has a geolocation
if result["geo"]:
user = result["from_user"]
text = result["text"]
text = text.encode('ascii', 'replace')
latitude = result["geo"]["coordinates"][0]
longitude = result["geo"]["coordinates"][1]

# now write this row to our CSV file
row = [ user, text, latitude, longitude ]
csvwriter.writerow(row)

# let the user know where we're up to
print "done page: %d" % (pagenum)

# we're all finished, clean up and go home.
csvfile.close()
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